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1.1 Welcome to SAM® RF

SAFLOK's SAM® RF system is a sophisticated, yet easy-to-use, electronic locking system, designed to
maximize security for apartment homes, timeshares, student housing, assisted-living facilities, military
family housing, and similar dwellings.

The SAM RF System includes a Windows-based, password-protected software program that runs on your
personal computer (PC), an electronic key-encoding device, a handheld utility device, and electronic
keys.

SAM RF eliminates the need for mechanical key-cutting equipment, costly lock replacement, and the risks

associated with unauthorized mechanical keys. In addition, SAM RF allows you to authorize, control, and
document multiple levels of access to ensure the highest level of security for your property.

© SAFLOK WL 12/19/2007
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1.2 SAM RF System Components

The SAM RF System includes the following components:

SAM RF System Software CD (contains the program software and the USB drivers)
Electronic Key Encoder

SAM RF System Utility Device

Electronic Keys — Preprogrammed (Construction) and Un-encoded (Key)

Power Source for the Electronic Key Encoder

USB Cable for the Electronic Key Encoder

USB Cable for the Utility Device

External Power Supply (EPS)

If a component is missing, please contact your SAM RF sales agent immediately.

Electronic Key Encoder Base

SAM RF System Utility Device Electronic Keys

External Power Supply

USB Cable for for Locks

Power Source for the Electronic Key Encoder
Electronic Key Encoder

USB Cable for
Utility Device

© SAFLOK WL 12/19/2007
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1.3 SAM RF System Requirements

The SAM RF System is intended for use on a PC. System requirements include:

e Windows 98 SE, NT 4.0, 2000, XP, Vista, or Server 2003

A minimum of Pentium Il or greater PC processor, 64 MB RAM, 10-gigabyte hard drive, CD-ROM
drive, 3.5-inch floppy disk drive, and a V.90 internal or external modem

At least one USB port for connecting the electronic key encoder device (a USB cable is provided)
Anti-virus protection program (e.g., Norton AntiVirus, McAfee VirusScan)

UPS and surge protection with an equipment warranty is suggested

PC Anywhere Version 9.2 or greater for remote access or Virtual Private Network (VPN) access
(highly recommended)

Note: Due to the wide performance variability of hardware from different manufacturers, SAFLOK cannot
guarantee software compatibility with all computers. If you require a list of computers that SAFLOK has
tested and deemed software-compatible, please contact SAFLOK technical support at 800.999.6213.

© SAFLOK WL 12/19/2007
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1.4 Quick Reference Guide

Making New Resident Keys

BoOooNooGA~WNE

0.

11.
12.
13.

At the main SAM RF screen, click Keys.

Click Create.

Click Resident Key.

Check New Key.

Select Unit Number.

Check the Key Expires box and set the expiration date. This is optional.

Click the button to the right of The Key Is Assigned To.

Select Resident and click OK.

Highlight the name of the resident and click Select.

Back at the Create Resident Key screen, check or uncheck the box next to the common access
lock(s) you wish to add or remove from the resident key.

Insert the key into the encoder.

Click OK. When the key is encoded the screen will display “The write operation was successful.”
Click OK and Cancel to return to the main screen.

Making Duplicate Resident Keys

BOoNOOA~WONE

0.

11.
12.
13.

At the main SAM RF screen, click Keys.

Click Create.

Click Resident Key.

Check Duplicate Key.

Select Unit Number.

Check the Key Expires box and set the expiration date. This is optional.

Click the button to the right of the Key Is Assigned To.

Select Resident and click OK.

Highlight the name of the resident and click Select.

Back at the Create Resident Key screen, check and uncheck the box next to the common access
locks you wish to add or remove from the Resident key.

Insert the key into the encoder.

Click OK. When the key is encoded, the screen will display “The write operation was successful.”
Click OK and Cancel to return to the main screen.

Invalidating a Lost Resident Key

1.

2.
3.

Read each of the keys that were issued to the resident. This will provide the key’s ID and assigned
name.

Make an Inhibit Resident key for the key that was lost.

Use the Inhibit Resident key in the unit and all common access locks to invalidate the key that was
lost.

Reading Keys

1.
2.
3.
4,

At the main SAM RF screen, click Keys.

Insert the key into the encoder.

Click Read.

The Key Read screen will appear. When finished reviewing the information, click Close.

© SAFLOK WL 12/19/2007
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Quick Reference Guide (continued)

Making an Inhibit Resident Key

ONoOR~WNE

©

10.
11.

At the main SAM RF screen, click Keys.

Click Create.

Click Inhibit Resident Key.

Select the Unit Number.

Select the ID(s) to inhibit.

Check the button to the right of The Key is Assigned To.

Select Staff or Resident and click OK.

At the Staff or Resident List screen, highlight the name of the person you want to assign the key to
and click Select.

The screen will return to the Create Inhibit Resident screen. Insert key into the encoder and click OK.
When the key is encoded, the screen will display “The write operation was successful.”

Click OK and Cancel to return to the main screen.

This key will need to be used in the unit and common area lock(s) it was assigned to in order to
invalidate the lost key.

Adding a New Resident

1.
2.
3.
4

5.

At the main SAM RF screen, click Maintenance.

Click Residents.

Highlight the Unit Number and click Add.

At the Resident Form screen, type the last name, first name, middle initial, phone number(s), and any
additional notes, then click Save.

At the Unit Resident List screen, click Close.

Making Limited Use Keys

oukrwnE

10.
11.
12.
13.
14.

At the main SAM RF screen, click Keys.

Click Create.

Click Limited Use Key.

Check the box next to the Unit Lock(s) you want the key to open.

Check the box next to the Common Access Lock(s) you want the key to open.

If you are only selecting one unit and want the key to only open the door once, check the box next to
One Shot Key.

Set the Valid Date.

Set the Expiration Time.

Click the button to the right of The Key Is Assigned To.

Select the Staff, Resident, or Vendor option and click OK.

Highlight the name of the Staff, Resident, or Vendor and click Select.

Insert the key into the encoder.

Click OK. When the key is encoded, the screen will display “The write operation was successful.”
Click OK and Cancel to return to the main screen.

© SAFLOK WL 12/19/2007
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Quick Reference Guide (continued)

Auditing Locks

1.

2.
3.
4

oo

7.

8.

9

10.
11.
12.
13.
14.
15.
16.
17.
18.

At the main SAM RF screen, click Utility Device.

Click Download Audit Trail from Lock(s).

Wait for the computer screen to display “The write operation was successful,” then click OK.
Disconnect the USB cable from the back left side of the electronic key encoder base. Keep the other
end connected to the top of the Utility Device.

Remove the Utility Device from the base and take it to the lock.

Remove the rubber cover on the lock’s receptive port and connect the USB cable to the receptive
port.

The utility device will beep two times and display “Operation completed.” Remove the USB cable from
the lock and replace the rubber cover on the receptive port.

Return the Utility Device to the base and reconnect the USB cable to the back left side of the
electronic key encoder.

At the main SAM RF screen, click Utility Device.

Click Upload Audit Trail Info From Utility Device.

When the Confirmation screen appears, click Yes.

When the Success screen appears, click OK.

At the main SAM RF screen, click Reports.

Click Lock Audits.

When the Lock Audit Report screen appears, highlight the unit number and click View Report.
When the Output Options screen appears, select Preview and click OK.

The report will appear on the screen. When finished reviewing, click File then EXxit.

The Output Options screen will appear again. Click Close.

Programming Locks

1.
2.
3.

© N

10.

At the main SAM RF screen, click Utility Device.

Click Program Locks.

At the Program Locks screen, check box next to the lock(s) you wish (up to 100) to program and click
OK.

Wait for the computer screen to display “The write operation was successful.” then click OK.
Disconnect the USB cable from the back left side of the electronic key encoder base. Keep the other
end connected to the top of the Utility Device.

Remove the Utility Device from the base and take to the lock.

Press Home/0 to display the lock numbers and select the lock number you wish to program.
Remove the rubber cover on the lock’s receptive port and connect the USB cable to the receptive
port.

The Utility Device will beep two times and the Utility Device will display “Operation completed.”
Remove the USB cable from the lock and replace the rubber cover on the receptive port.

Return the Utility Device to the base and reconnect the USB cable to the back left side of the
electronic key encoder.

Note: If you are unable to perform any of these transactions, please see your system administrator
(you may not have permission to perform these tasks). Please consult the following sections for more
detailed information.

© SAFLOK WL 12/19/2007
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Section 2: Installing the SAM RF System

2.1 Installation Overview

The SAM RF system is loaded from one CD. Be sure to install the SAM RF System Software first,
followed by the SAM RF System USB Drivers.

Before beginning the installation process, determine how the SAM RF system will be installed:

o |f the SAM RF system will be installed on a single station, proceed to Section 2.2. Most properties
choose to run the software from a single computer.

e |f the SAM RF system will be installed on a network, skip ahead to Section 2.3.
o |f the SAM RF system will operate with multiple databases, skip ahead to Section 2.4

Once the SAM RF system is installed, complete Section 2.6 “Installing the Electronic Key Encoder and
Utility Device.”

Note: Please confirm that all components are present (refer to Section 1.2 “'SAM RF Components”)
before you proceed.

Important: Do not connect the key
encoder and utility device cables
until all software is installed.

© SAFLOK WL 12/19/2007
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2.2 Installing the SAM RF Software on a Single Station

Note: To operate the SAM RF System from a remote computer, go to Section 2.3 “Installing SAM RF on

Client/Remote Stations”.

Important: Do not connect the key encoder and utility device until all software is installed.

1. Insert the CD into your CD-ROM drive on your PC and the Setup program should launch

automatically.

Note: If the Setup program does not auto-start, go to the Start menu and click Run. Click Browse to find
the SAMrfSetup.exe file located on the CD-ROM drive and double click on it. Back at the Run PC dialog

box, click OK.

2. Click Next at the Welcome PC dialog box.

3. Check both boxes to install the SAM application files and
the database files, then click Next at the Select
Components PC dialog box.

Important: Check both boxes on the Select Components

PC dialog box before continuing with the installation process.

© SAFLOK

£ Secu rity Access Manager Installation

Welcome!

Security Access Manager system

the Cancel button now if you do nat want to install
Access Manager at this ime.

SAMrf Executible Version: 3.09

R

This installation program will install selected components of the

Press the Mest button to start the installation. You can press

Security

LCancel ‘

*_G—_ Security Access Manager Select Components

Please select the components you wish ta install:

¥ Install 540 Application files

[V Install 54M Database filex

< Back I Mest » I

Cancel
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Installing the SAM RF Software on a Single Station (continued)

5. Click Next at the Select Destination Directory PC
dialog box to continue the installation process. The
SAM RF System database will automatically install into
the default folder location (C:\Program Files\SAMrf).

Note: You may choose to install the program into a
different folder location; however, for service purposes, it is
recommended that you keep the default location for the
SAM RF System to allow our technical service associates
to better assist you.

6. Select Yes, then click Next at the Backup Replaced
Files PC dialog box.

7. Click Next at the Select Replaced Directory PC dialog
box.

Note: Even if you are installing the software for the first
time, we recommend that you accept these defaults.

© SAFLOK

¥2 Security Access Manager Installation

Select Destination Directory

Please select the directory where S ecurity Access Manager
files are to be installed

"Free Disk Space &fter Instal™ is based on your current
selection of files to install. & negative number indicates that
there iz not enough disk space to install the application ta the
specified drive.

C:%Program FilestSAMrf Browse.
Current Free Disk Space: 26031704 k.
Free Digk Space After Inztall: 26027606 k.

<Back TR Cancel |

42 Security Access Manager Installation x|

Backup Replaced Files?

Thiz installation program can cieate backup copies of all files
replaced during the installation. Do you want to create
backups of the replaced files?

+ Yes
" No

< Back I Hext > I LCancel |

a3 Security Access Manager Installation

Select Replaced Directory

Flease select the directary where the replaced files will be
copied.

C:%Program Files\SAMif\Replaced Browse...

< Back T Cancel
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Installing the SAM RF Software on a Single Station (continued)

8. Click Next at the Ready to Install PC dialog box. 5 Security Access MarsoclE I X
Ready to Install!

You are now ready to install Security Access Manager,

Press the Nest button ta begin the installation or the Back
button to reenter the installation information.

< Back LCancel

8. Installation progress will display in the Installing PC

dialog box.
Installing
Copying file:
C:%Program Files\Sabihars_sam. avi
.
9. Click Finish at the Installation Completed PC dialog 4 security Access Manager Installation

box. The installation process is now complete. Instatlation Completed!

The installation of Security Access Manager has been
successfully completed.

Press the Finish button to exit this installation

< Back R Cancel |

10. Remove the SAM RF System software CD from the CD-ROM drive on your PC. Retain the CD in a
safe place in case software reinstallation is necessary.

Skip ahead to Section 2.5 to install the USB drivers.

© SAFLOK WL 12/19/2007
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2.3 Installing the SAM RF Software for Client/Remote Stations
Important: Do not connect the key encoder and utility device until all software is installed.

1. Before installing the SAM RF System software on a remote computer, you must complete the
following:

¢ Install the SAM application and database on the SAM RF server (the computer where you intend
to load the SAM RF database files).

e Share the SAMrf directory on the SAM RF server so remote users can link to the database. The
path to this directory on the SAM server is C:\Program Files\Samrf.

e Map a network drive on the remote computer to the SAM RF server's SAMrf directory.

2. Insert the SAM RF System CD into your CD-ROM drive. The Security Access Manager Installation
program will launch automatically.

Note: If the Setup program does not auto-start, go to the Start menu and click Run. Click Browse to find
the setup.exe file located on the CD-ROM and double click it. Back at the Run PC dialog box, click OK.

3. Click Next at the Welcome PC dialog box. 42 Security Access Manager Installation

Welcome!

This installation pragram will install selected compaonents of the
Security Access Manager system.

Press the Mext button to start the installation. Y'ou can press
the Cancel button now if you do not want ko install Security
Access Manager at this time.

4. Click Next at the Select Components PC dialog
box.

Pleaze select the components pou wish ta install:

Important: DO NOT click the box next to “Install
SAM Database files.” Only “Install SAM Application
files” should be selected.

¥ Install 540 Application files

I™ Install SAM Databasze files

T B I e

© SAFLOK WL 12/19/2007
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Installing the SAM RF Software for Client/Remote Stations (continued)

5. Click Next to accept the default directory path - -
on the Select Destination Directory PC dialog = Security Access Maraed RERENNN.
box.

Select Destination Directory

Flease select the directory where Security Access Manager
files are to be installed.

"Free Digk Space After Install"' is based on vour cument
zelection of files to install. A negative number indicates that
there iz not enough disk space to install the application to the
specified dive.

C:%Program FileshSakdrf Browse...

Current Free Disk Space: 26031704 k.
Free Digk Space After Install 26027606 k.

< Back Lancel |
6. Click Next at the Backup Replaced Files PC Semuy foces Manaoe peiato E
dialog box. Backup Replaced Files?
Thiz inztallation program can create backup copies of all files
replaced during the installation. Do pou want to create
backupsz of the replaced files?
* Yes
Mo
< Back i Mest> Lancel
7. Click Next at the Select Replaced Directory PC 2 Security Access Manager Installation
dialog box.

Select Replaced Directory

Flease select the directory where the replaced files will be
copied.

C:\Program FileshSakifsReplaced Browsze...

< Back MNests & Lancel

© SAFLOK WL 12/19/2007
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Installing the SAM RF Software for Client/Remote Stations (continued)
8. Click Next at he Ready to Install PC dlalog Security Access Manager Installation

box to start the installation.
Ready to Install!

‘You are how ready ta install Security Access Manager.

Prezs the Mext buttan to begin the installation or the Back
buttan to reenter the installation information.

< Back LCancel

9. The Installing PC dialog box will appear to

Copying file:
C:\Program Files\Sakifsers_sam. awi

.

10. Click Finish at the Installation Completed Security Access Manager Installation
PC dialog box.

Installation Completed!

The inztallation of Security Access Manager has been
successfully completed.

Press the Finish button to exit this installation.

< Back TR Cancel

© SAFLOK WL 12/19/2007



SAM® RF Operations Manual 16

Section 2: Installing the SAM RF System

Installing the SAM RF Software for Client/Remote Stations (continued)

11. Double click the on the SAM RF icon to launch the program. The SAM RF System
shortcut can be found on the desktop, or you may follow the path C:\Program
Files\Samrf to find the SAM RF System executable file named: SRS_SAMrf.EXE.

12. Click OK at the first warning PC dialog box.

& [MI file miat found. Defaulk values will be uzed.

13. Click OK to continue at the second warning
PC dialog box.

@ IMI File nat faund. One will be created.

14. Click OK to continue at the LAN Warning PC

dialog box.
& A link tohas not been defined to access LAN based tables. Please find and select the LAN based tables.

© SAFLOK WL 12/19/2007
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Installing the SAM RF Software for Client/Remote Stations (continued)

15. Double click the mapped
network drive that links to the
SAM RF System database
files. In this example, the
mapped drive is S\ASAMRF
Servers SAM RF Directory.

16. At the SAM RF Servers SAM
RF Directory, click on the
Data folder and click Open.

© SAFLOK

Lok ir: I My Computer j B o Eo-

@3‘;& Floppy (A2

=) Local Disk {iZ:)

| &)0s0216_0917 (D1)

=2 Ciowpl (E)

I=2'5AM Servers SAM Directory (5:)
I=Mapped Drive (T:)

File name: Ei RS DAT zam j Open

Files of type: IDatabase files(* sam) j Cancel |

2| x|
Look in: I% Sak Servers SAM Directory [S:) j = I'j( -

| IData
[:I Replaced
SRS_PTR.SAM

Open I

Cancel

File name: I

Led L

Files of type: I Databasze files(* sam)

WL 12/19/2007
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Installing the SAM RF Software for Client/Remote Stations (continued)

17. The browser window will display I [ES
the SAM RF System database Lookine [ 5 Do T e moE

files.
SRS _DAT.5A4M

]3RS _LOG. 54M
] SRS_PTR.SAM
=] SRS_SYS.5AM

Click on SRS_DAT.SAM, and
then click Open.

File narme: ISH S_DAT . SAM j Open I
0 Files of type: IDatabase filez(* zam] j Cancel |

R __ Clicking on the file will display the Initialization

;ﬁ" Security Access Manager < Nobody > is logged on E I ] 3] H 1

File Keys Uity Device  Management Reporks  Help . Screenl or SAM RF SyStem main menu. lee
MustLog On most Windows-based programs, pull-down

menus appear in the upper left area of the

screen, and only those features that are active

and accessible will be highlighted.

Until you log on to the SAM RF System, only the
File menu will be active. All other features of the
system will be inaccessible.

The installation and configuration of the remote
SAM RF System is complete. Click File and
then Logon to proceed to the Logon screen.

Remove the SAM RF System software CD from
the CD-ROM drive on your PC. Retain the CD in
a safe place in case software reinstallation is
necessary.

Skip ahead to Section 2.5 to install the USB drivers.

© SAFLOK WL 12/19/2007
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Section 2: Installing the SAM RF System

2.4 Installing the SAM RF System Software with Multiple Databases

This section explains how to install multiple SAM RF databases on the SAM RF server (the computer
where you intend to load the SAM RF database files). This process should only be done if your
organization has requested and/or received separate databases.

Important: Do not connect the key encoder and utility device until all software is installed.

1. Insert the SAM RF software CD into the SAM RF server. The Security Access Manager Installation
program should launch automatically and the Welcome PC dialog box will appear.

Note: If the setup program does not auto-start, go to the Start menu and click Run. Click Browse to find
the setup.exe file located on the CD-ROM and double click it. Back at the Run PC dialog box, click OK.

2. Click Next at the Welcome PC dialog
box.

3. Be sure that both components are
selected and click Next to continue.

Important: Check both boxes before
continuing with the installation process.

© SAFLOK

Security Access Manager Installation

Welcome!

Thiz installation program will inztall selected components of the
Security Acceszs Manager spstem.

Press the Mest buttan ta start the installation. Y'ou can press
the Cancel button now if you dao not want to ingtall S ecurity
Accesz Manager at this time.

Cancel |

< Hach

¢4 Security Access Manager Select Components

Fleaze select the components vou wish to install

v Install Sak Application files

v Inztall SAM D atabaze files

Chack | wews | Cancel
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Installing the SAM RF System Software with Multiple Databases

(continued)

4. Click Browse at the Select
Destination Directory PC dialog box.

5. Click in the blank area directly to the
right of the default installation path,
C:\Program Files\SAMrf. Next, type a
name that will uniquely identify the
first SAM directory, which will
automatically be created during the
installation process. The following are
directory names to consider:

C:\Program Files\SAMrf1
C:\Program Files\SAMrfDB1
C:\Program Files\SAMrfTroySite

6. Click OK to continue.

© SAFLOK

;".-‘—! Security Access Manager Installation

Select Destination Directory

Fleaze zelect the directary where Security Access Manager
filez are to be installed.

"Free Disk Space After Instal™' iz based on your curent
selection of files to install. A negative number indicates that
there is not enough disk space to install the application ta the
specified drive.

C:"Program FilezhSakd

Browse. .. |

285385 k
282268 k

Current Free Dizk Space:
Free Dizk Space After [nstall:

< Back

LCancel |

Select Destination Directory

|E:'\F'ru:ugram FileshSan1|

o]

£ companq

i 1 CpaFeatures

£ Meszenger

[ X FSPPUR U I P

3 ComPlusz Applications

£ InstallShield Installation Information
£ Internet Explorer

£ Microsoft Broadband Metworking
) microsoft frontpage

K.
Cancel

|E c
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Installing the SAM RF System Software with Multiple Databases
(continued)

7. To the left of the Browse button is the new urity Access Manager Installation
destination for the first SAMrf directory. For this
example, C:\Program Files\SAMrfl is shown. Click
Next to continue.

Select Destination Directory

Pleaze selact the directary where S ecurity Access Manager
files are bo be installed.

"Free Disk Space After Instal"' is based on your current
selection of files to install. & negative number indicates that
there is not enough disk space to install the application to the
specified diive

C-\Program FileshS4M1

Current Free Disk Space: 25539200 k.
Free Disk Space After Install: 25096083 |
= TR — ‘

8. Click Next at the Select Database Directory PC Securty dece= Hame L A

dialog box. Select Database Directory

Pleaze zelect the directory where Security Access Manager
database files are to be installed

"Free Disk 5pace After Instal"' is based on your cunent
selection of files ta install. A negative number indicates that

there is nat enaugh disk space to install the application to the
specified drive.

C:A\Program Files\SAk 140 ata Browss...

Current Free Disk Space: 25593200 |
Free Dizk Space After Install: 25596083 k

< Back i Mest > I Cancel ‘

9. Click Next at the Backup Replaced Files PC dialog Security Access Manager Installation [x]
box to accept the default setting.

Backup Replaced Files?

This installation program can create backup copies of all files
replaced during the installation. Do you want ta create
backups of the replaced files?

i~ Yes
i Mo

< Back Cancel
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Installing the SAM RF System Software with Multiple Databases
(continued)

10. Click Next at the Select Replacement Directory 43 Security Access Manager Installation
PC dialog box.

Select Replaced Directory

Pleasze select the directory where the replaced files will be
copied.

C:\Program Filez\SaM1\Replaced Browse...

< Back Lancel
11. Click Next at the Ready to Install PC dialog box Sl Lyl ]
to start the installation process. Ready to Install!

“Y'ou are now ready to install Security Access Manager.

Prezz the Mext button to begin the installation or the Back
buttan to reenter the installation information.

< Back

LCancel |

12. The system displays the progress. Installing =

Copying file:
C:%Program FileshSAM1YSRS_PTH. Shk
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Installing the SAM RF System Software with Multiple Databases
(continued)

13. Click Finish at the Installation CompletEd Security Access Manager Installation
PC dialog box. .
Installation Completed!

The installation of Security Access Manager has been
successfully completed.

Press the Finish button to exit this installation.

<Back  |TTEinish

[Earcel |

14. On the desktop of the SAM RF server, rename the SAM RF shortcut to the name of your first SAM
RF directory. In this example, SAMRF1 is the name for the first SAM RF directory and the desktop
shortcut.

15. Installation of the second SAM RF
application and database is much like the
first. Eject the first SAM RF System
software CD from the computer then insert
the second SAM RF System software CD
into the computer. Repeat this installation
process until the Select Destination
Directory PC dialog box appears (Step 4),
then jump to Step 15.

Select Destination Directory

Fleaze zelect the directory where Security Access Manager
files are to be installed,

"Free Disk Space After Install"' iz bazed on wour current
selection of files to ingtall. & negative number indicates that
there iz not enough disk space to install the application ta the
specified drive.

C:%Program FileshSak Browse... |

15. Click Browse to display a browser
window, which allows you to change the

. . . [ t Free Disk. S g 285385 k
installation directory for the second SAM e SeoeE |
RF application and database files.

< Back LCancel
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Installing the SAM RF System Software with Multiple Databases
(continued)

16. Click in the blank area directly to the right of the

default installation path (C:\Program Files\SAMrf) : :
and type a name that will uniquely identify the |5 \Promam Files!SAM o]
second SAM directory, which will automatically be ch e

i i i % Program Files Cancel
created during the installation process. The :
£ Common Files

following are directory names to consider: £ compag
£ ComPlus Applications
C:\Program Files\SAMrf2 £ CpaFeatures o
C:\Program Files\SAMrfDB2 £ InstallShield Installation Infarmation

2 Internet Explorer
£ Messenger
£ Microsoft Broadband Networking

C:\Program Files\SAMrfVegasSite

17. Click OK to continue. £ microzoft frontpage j
|E c j|
18. Review the information dlsplayed at the Select ¢2 Security Access Manager Installation

Destination Directory. Your new directory is
indicated to the left of the Browse button. Click
Next to continue.

Select Destination Directory

Please select the directory where Security Access Manager
files are to be installed.

"Free Dizk Space After Install" iz based on your current
gelection of files to install. A negative number indicates that
there iz ot enough disk space ta install the application ta the
specified drive.

C:\Program Files\SAM2
Current Free Dizk Space: 25591348 k.
Free Disk Space After Install: 25588231 k

< Back LCancel |

19. Click Next to accept the default setting on the Security Access Markeret U ESE

Select Database Directory PC dialog box. Select Database Directory

Fleaze select the directory where Security Access Manager
database files are to be installed.

"Free Disk Space After Install" iz based on your curent
zelection of files to install. A negative number indicates that
there is not enough disk space to install the application to the
specified drive.

C:\Program Files\SAM2WD ata Browse...

Current Free Disk Space: 25591348 k
Free Disk Space After Install: 25588231 k

< Back LCancel
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Installing the SAM RF System Software with Multiple Databases
(continued)

20. Be sure that Yes is selected, then click Next at the Secuny Aeces Manace oo =l
Backup Replaced Files PC dialog box. Backup Replaced Files?

Thig installation program can create backup copies of all files
replaced during the installation. Do you want to create
backups of the replaced files?

i+ Yes
i Mo

< Back LCancel |

21. Click Next to start the installation process at the
Ready to Install PC dialog box.

Security Access Manager Installation | x|
Ready to Install!

You are now ready to install Security Access Manager.

Prezz the Mext button to begin the installation or the Back.
button to reenter the installation information

< Back

LCancel |

22. The Installing PC dialog box will appear to show the progress. EEEIr " x|

Copying file:
C:“Program Files\SAM2hcool. avi

-

23. Click Finish at the Installation Completed PC dialog |
box. Installation Completed!

The installation of Security Access Manager has been
successfully completed.

Press the Finish button to exit this installation.

< Blach Lancel |
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Installing the SAM RF System Software with Multiple Databases
(continued)

24. After all SAM RF applications and databases are installed, the SAM RF
server’s desktop should display all SAM shortcuts.

To complete this part of the second SAM RF application and database
installation, go to the desktop of the SAM server, and then rename the SAM
RF shortcut to the name of your second SAM RF directory. In this example,
SAMREF2 is the name for the second SAM RF directory and the desktop
shortcut.

25. Click either or both SAM RF icon(s) to display the SAM RF main menu screen.

26. On the main menu screen, click File and then Logon to proceed to the logon
screen.

Must Log On This will display the initialization screen, or SAM RF
System main menu. Like most Windows-based
programs, pull-down menus appear in the upper left
area of the screen, and only those features that are
active and accessible will be highlighted. Until you
fully log on to the SAM RF System, only the File
menu will be active. All other features of the system
will be inaccessible.

Continue to Section 2.5 to install the USB drivers.

© SAFLOK WL 12/19/2007



SAM® RF Operations Manual

Section 2: Installing the SAM RF System

2.5 Installing the USB Driver Software

After the SAM RF system software is installed, you must install is the CP2101 USB driver software.

27

Important: Do not connect the key encoder and utility device until all software is installed.

Note: Keep the default settings as you install the USB driver software unless you are directed otherwise

by SAFLOK technical support.

Important: Do not connect the key encoder and utility device until all software is installed.

1. With the CD still in the CD-ROM, ....explore

the CD-ROM drive.

2. Goto your CD-ROM drive and double click
on the CP2101 Custom Install icon.

3. Click Next at the bottom of the CP2101
Custom Setup Warning PC dialog box.

© SAFLOK

=1alx|
Fle Edt View Favortes Toos Help |
GBack + = - & | Disearch |%Fn\ders S|EE X alE
Address [ os0szz_nass (03 =] @e

Fuolders x

-4y My Documents
=4 My Computer

& oeseop -5 "

el_riotes

050822_0933 (D:)

=g 3 Flopy (a2
| E-E2 HPNOTEBOOK (C:)
8 osnezz 0933 (D)
=] Control Panel
My Metwork Placss
Recyele Bin

: @@ Tnternet Explorer

{1 Mew Folder

CP2101CustomInstall
aApplication

Modified: /2/2005 2:44 PM
Size: 908 KB

Attributes: Read-only

s CP2101 Custom Setup

Wergion 1.0

CP2101 Custom Setup

CP2101 Custom Setup Ltility

WARMIMG: Thiz Custom Setup Wizard will
generate a custom installation for the CP2107.
Az a result the driver installation will no longer
be certified for Microzoft Windows =P/2000.
Certification must be perfarmed by Microzoft for
the: new driver installation.

Mote: An uncertified installation will not cause
any problems other than the warning mezsage
dizplayed by 'Win ¥P when installing uncertified
drivers.

For mare info on ‘Windows #P Certification gota:
http:/ Avawis. microzoft comAwhde
http:/ Ao, silabs, comy

Cancel |

[Type: Application Size: 908 KE |o0s ke 1] My Computer AI

Iw
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Installing the USB Driver Software (continued)

4. Click Next at the bottom of the CP2101 Custom e =
Setup Utility PC dialog box that begins with the o | MameforUnintl il
Uninstall File. S SEET
'6 Thiz name should be unique for every product released.
Example: “slabun, s
(D Prefis for .inf File Mames:
E Islab
O :
-.(?J' Example: “'slabmmss.inf"
= Short Mame for .inf File Entries:
O Islab
h ol Example: "'slab"
2 Long Mame for .inf File Entries:
(e ISiIicon Labaorataries
% Example: “Silicon Laboratories"
coes |
5. Click Next at the bottom of the CP2101 Custom S &
Setup PC dialog box that indicates the COM and
USB devices.

COM Device Mame:

CP2101 LUSE to UART Bridge Contraller

Example: "CP2101 USE to UART Bridge Controller
[Mame appears in Device Manager under the Ports tab)

USE Device Mame:
CP2101 USE Composite Device

Example: "CP2101 USE Composite Device"
[Mame appears in Device Manager under the USE tab]

CP2101 Custom Setup

Cancel < Back | Mest > I

6. Click Next at the bottom of the third CP2101
Custom Setup PC dialog box with the vendor ID
and the product ID.

P2101 Custom Setup

Iw

WID [Wendor 1D
10C4]

Example: 10C4 [Hex value for device
recognition]

FID [Product [D]:

IEABD

Example: EABD [Hex value for device
recognition]

CP2101 Custom Setup

Cancel < Back | Mest > I
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Installing the USB Driver Software (continued)

7. Click Next at the bottom of the CP2101 Custom  [REIIEET s
Setup PC dialog box with the preinstaller options.

I

— Preinstaller Dptions
¥ Generate a Preinstaller program
ﬂ ¥ Dizplay GUI window during Setup
ﬂ [V Copy Files to Directory during Setup

ﬂ Target Directan:
IC: YWProgram Files\SiLabs\MCUNCP2101

Example: “C:\Program Files\SiLabs\Froduct Name"

Mote: This MUST be different for each product releaszed.

— Uninztaller O ptior

ﬂ V¥ Display GUI window during Uninstall

CP2101 Custom Setup

Cancel < Back Mext >

8. Click Next at the bottom of the CP2101 Custom P2101 Custom Setup
Setup PC dialog box that indicates the directory
location.

Specify the directon where you want the Custamn Setup
files generated:

Mote: This iz alza the location where
you should put catalog files for
certification if your driver iz certified..

CP2101 Custom Setup

| %

Browse... |

Cancel < Back I Mext > I

9. Click Yes at the “Directory does not exist, do

you want to create it?” message. Then, click
Next. g_
-—
Q Specify the directory where you want the Custom Setup
(D files generated:
E CP2101CustomInstall oS | W
O
"J,J' @ Directory does nok exist, do you wank to create it?
3
O es [ |
-—
o
-—
N
o
O
Cancel < Back et >
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Installing the USB Driver Software (continued)

10. Click Finish at the final CP2101 Custom Setup PC dialog

box. = Urinstall INI File Name
* INF File Names:

P2101 Custom Setup

* Shart Mame:
* Long Mame:

* COM Device M ame:
*USE Device Name:

“WID:
* PID:

*Use Preinstaller?
“Dizplay Setup?
“Copy Files?

“T arget Directory:
“Display Uninstall?
“Leave Files?

“Generation Directary:

CP2101 Custom Setup

30

|%¢

slabun 138, slabun uzk
slabm.inf

slab
Silicon Laboratories

CP2101 USE to UART Bridge Contraller
CP2101 USE Composite Device

10C4
EAED

Yes

Yes

es

C:A\Program FileshSiLabs\MCUACP2101
3

Mo

CASilabs\MCUNCP2Z1015CP2101 5 stupFiles

Cancel < Back | Finish I

11. Click OK when the PC dialog box will displays, “File Successfully Generated.”

CP2101Customl |

Files Successfully Generated

12. Remove the CP2101 USB driver software CD from the CD-ROM drive on your PC. Retain the CD in a

safe place in case software reinstallation is necessary.
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Section 2: Installing the SAM RF System

2.6 Installing the Electronic Key Encoder and Utility Device

After the SAM RF software and the USB Drivers are installed, you will need to install is the electronic key
encoder that connects to your PC using its USB cable. The installation of the electronic key encoder will
also allow the utility device to communicate with the PC. When the utility device sits in the base of the
electronic key encoder, its batteries recharge for operations at the InSync™ locks throughout your

property.

SAM RF System USB Cable Connections

Utility Device

Electronic
Key Encoder

USB Cable to PC

Power Cord

USB Cable from
Utility Device to
Encoder Base

1. Plug the power source into an electric socket in the wall or a power strip, then plug the power source
into the key encoder base.

2. Plug the electronic key encoder USB cable into the base of the electronic key encoder and connect
the other end to the USB port of your PC.

3. Connect the USB cable between the electronic key encoder base and the utility device.
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Section 2: Installing the SAM RF System

Installing the Electronic Key Encoder and Utility Device (continued)

4. Be sure that the utility device is docked on the key encoder and the key encoder is connected and
plugged in.

5. Click Next at the Welcome to the Found New
Hardware Wizard PC dialog box, which will launch
automatically.

Welcome to the Found New
Hardware Wizard

This wizard helps pou install a device driver tor a
hardware device

To continue, click Nest.

< Back I Mext » I Cancel

ound New Hardware Wizard

6. Click Next at the Install Hardware Device Drivers
PC d|alog bOX, Install Hardware Device Drivers \

& device driver is & software program that enables & hardware device to wark with \?
an operaling spstem.

Thig wizard will complete the installation for this device:

@ CP2107 USE ta UART Bridge Controller

A device diiver iz a software program that makes a hardware device work. Windows
needs diver files for your new device. To locate driver files and complete the
installation click Next.

Wwhat do pou want the wizard to do?
& Search for a suitable driver for my device [recommended)

" Display a list of the known drivers for this device so that | can choose a specific
driver

< Back I Next > I Cancel

7. Click Next at the Locate Driver Files PC dialog

Locate Driver Files N
bOX . ‘where do you want \Windows ta search for driver files? \?

Search for driver files for the following hardware device:

@ CP2101 USE to UART Eridge Controller

The wizard searches for suitable divers in its driver database on pour computer and in
any of the following optional search locations that you specify.

Ta start the search, click Mest. IF you are searching on a oppy disk or CD-ROM drive,
insert the floppy disk or CO before clicking Mext.
Optional search locations:

™ Floppy disk drives

[ CD-ROM drives

¥ Specify a lncation

™ Microsoft Windows Update

< Back I Mext > I Cancel
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Installing the Electronic Key Encoder and Utility Device (continued)

Found New Hardware Wizard

8. Click Next at the Found New Hardware Wizard
Default PC dla|Og bOX Driver Files Search Results T
The wizard has finished searching for driver files for your hardware device. \?

@ CP2101 USE to UART Bridge Controller

‘windows found & driver for this device. To install the driver Windows found, click Next.

chailabzimeubep21 01 4ep21 07 zetupfilesh slabbus inf

=

< Back I Next > I Cancel

x|

Found New Hardware Wizard

9. Click Next at the Driver Files Search Results PC
dialog box.
| L th Facturer's installation disk into the dri
B3 Ipereecietisadaindikitoredie | oc |
Cancel |

Copy manufacturer's files from:

C:ASilabs\MCUACP21 M AEP21 01 SetupFiles j Browsze. .. I

10. Click Finish at the Completing the Found New TR ——"
Hardware Wizard Installation Complete PC

dialog box.

Completing the Found New
Hardware Wizard

_\> CP2101 USE Composite Device

Windows haz finished installing the software for this device.

T close this wizard, click Finish,

< Back I Finish I Canoel

11. In most cases, you will be prompted to repeat this procedure, starting again with Step 5 on page 32.
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Installing the Electronic Key Encoder and Utility Device (continued)

12. On your PC desktop, right click on the My
Computer icon. This will bring up a pull-down
menu. Click Properties.

Explore
Seatch, .,
Manage

IMap Metwarl Drive. ..

Disconnect: Network Drive, .,

Create Shortcut
Renarne

System Properties x|

13. Click on the Hardware tab, then click on Device Manager at
the System Properties PC dialog box.

Genera\l Metwork |dentification  Hardware | User F'lofllesl Advancedl
~ Hardware ‘izard

The Hardware wizard helps you install, uninstall, repair.
unplug, eject, and configure your hardware:

Hardware \wizard..

The Device Manager lists all the hardware devices installed
1 onyour computer. Use the Device M anager to change the
properties of any device,

Driver Signing... Device Manager...

i~ Hardware: Profil

Hardware profiles provide a way for pou to set up and stare
different hardware configurations:

Hardware Profiles..

ak I Cancel | Apply |
14. Click on the Plus Sign (+) next to i DeviEE ey =10]x]
Ports at the Device Manager PC [t ven || » @1 | |28
%, AGIBES

dialog box.

Batheries

Zamputer

Disk drives

Display adapters

%) DVDICD-ROM drives
Floppy disk controllers
Floppy disk drives

15. Important: A series of ports will
appear. Take note of the COM port

number next to CP2101USB to 1@ Humen Interface Devices
UART Bridge Controller. Later, you B gy contoters

will need to assign this number in the
SAM RF software.

7y Mice and other pointing devices

23 Modems

Manitors

Metwork adapters

CMCIA adapters

Ports (COM & LPT)

n__\'f Caommunications Port (COM1)
—Pz101 o LART Bridge Contrc

Printer Port (LPT1)

|© Sound, video and game controllers

System devices
& Universal Serial Bus controllers

16. Click on the X in the upper right-hand
corner to close the Device Manager
PC dialog box.
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Installing the Electronic Key Encoder and Utility Device (continued)

17. Double click on the SAM RF icon on your 1o x|
PC desktop to open the SAM RF program. e
You will receive a prompt to log on.
18. Log on to the system as discussed in
Section 2.7 “Using the SAM RF Software”. i
i\ er
Security Access Managenr
User ID Let LDPiEstnrd
I x LCancel |
19. Point to the Management pull-down RN S e e : -1
menu and select Terminal Settings.
Management

Maintenance »

Site Design 3

Wark Order

Terminal Sel

Terminal Settings

20. Type the COM port number you recorded in Step 14. The electronic key
encoder and utility device are now ready for use. Encoder Fort [1
Encoder Baud: m
21. Click OK to complete the installation of the key encoder and utility
device.

x Cancel |
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2.7 Using the SAM RF Software

Launching SAM RF

,'G? Security Access Manager < Mobody > is logged on =10 5[

A shortcut to SAM RF has been placed in fe o bty bevice et Fepts Hefp
the Start menu. To start the program, go
to your computer’s Start menu and select
SAM RF to launch the program.

Must Log On

This will display the Initialization screen
dialog box, or SAM RF System main
menu. Like most Windows-based
programs, pull-down menus appear in the
upper left area of the screen, and only
those features that are active and
accessible will be highlighted. Until you
fully log on to the SAM RF System, only
the File menu will be active. All other
features of the system will be
inaccessible.

. ~ID1xI
Logging on to SAM RF
Must Log On
The SAM RF system offers two convenient
menu access options. You may access items
from the word menu at top of the screen or you Files
may access the items from the icon menu on the T
left hand side of screen. To start the log-on P
process, point to the File pull-down menu and =
select Log On...
When the SAM RF System is started for the first time, both the DGDN
User ID and Password are the same: “ADMIN.” Type “ADMIN” in M oo 08
the User ID field and the Password field and click OK (or press
ENTER). F :
ki |\er
Security Access Manager
Usger ID HeER LDPGagglwurd
|| xgancel
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Using the SAM RF Software (continued)

Once you are logged on to the SAM RF System, all pull-down menus will be active, allowing you full
access to all the program’s features. The name of the person who is currently logged on to the SAM RF
System will appear at the top of the PC dialog box.

e e e =83 sAM RF will automatically log off the current user if
the system remains idle for more than five minutes.
The user will then have to log back on to the system
using his or her user ID and password.

Once you have full access to all the program’s features, you can complete the site design process,
configuring the SAM RF System specifically for your property. Although this takes some time, once it is
configured, the information contained in the system will require only minor changes in the future.

Configuring the SAM RF System entails the following:

e Adding new SAM RF System users, or employees who will have access to and use of the SAM RF
System. SAM RF allows you to assign varying levels of access to the system’s many features.
Setting up zones that represent individual buildings or other areas within your property.

Inputting unit numbers, either individually or by group.

Setting up any common access locks, for areas such as for the pool gate or laundry doors.
Setting up any suite doors that provide access to up to ten unit doors.
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intended for the sole use of the addressee(s) so named. Any misuse of this confidential information contained herein may result in
legal action by Computerized Security Systems dba SAFLOK and its parent company.
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3.1 Understanding the Site Design Process

The site design process refers to entering information about your property into the SAM RF System. This
information generally includes the actual units and their designations (e.g., 1A, Apartment 211, Building
A, Unit 101, etc.), any common access areas such as a pool or laundry room, any zones or suites, and
more.

It is important to be accurate and thorough when entering information about your property into the SAM
RF System. The configuration of your locks and the programming of your keys are dependent upon
accurate site design information. Although it may take a considerable amount of time to perform the site
design process, changes to this information will not likely be required in the future.

Note: You may have had SAFLOK create your site design. If so, you will not need to create one.

However, to reconfigure your site design to accommodate the addition of new units or other changes to
your property locks that may impact your site design, you will need to use the following instructions.
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Section 3: The Site Design Process

3.2 Entering Zone Information

The site design process begins by entering information about any zones your property may have. Zones
are separate buildings or groups of locks. The SAM RF System allows you to group up to 50 zones. A
Zone key is the key that you will give to employees to allow them to gain access only to those units (and
any common access areas) within the zone or zones for which they have authorization.

If your property is only a single building, you may set up each floor as a different zone, or you can choose
not to set up zones at all. In this case, go to the next subsection “Entering Suite Lock Information.”

1. Click on the Manag ement menu at the top ,-SE(urityA(essManager SMITH, JOHN  is logged on =1of =i
. . | File Keys Utiity Device Management Reports Help
of the window or the Management icon.

2. Point to Site Design, then select Zones...

Management

Property Settings. ..
Common Access Locks...
Suite Locks...

Terminal Sethings... Unit Locks. ..

Work Orders. ..

3. To begin entering zone information for your property at the Zone Zone Conflgur=rie
Configuration PC dialog box, click on 1: ZONE 01 and then click
. @ 0: (N0 Z0NE)
Edit. @ 1: Z0NE O

@ 2 ZOME 02
@ 2 ZONE 02
@ 4 ZONE 04
@ 5 ZONE 05
@ £ ZOME 05
@ 7 Z0ME 07
@ 2 ZONE 02
@ 9 ZONE 03

@ 12 ZONE 12
@ 13 Z0ME 13
@ 14 ZONE 14
@ 15 Z0ME 15

@ 15 ZONE 16 o Save

@ 17 Z0ME 17

@ 18 Z0ME 18 »| 3 Cancel

(+ Sort By ID
" Sort By Mame
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Entering Zone Information (continued)

4. In the Name field, highlight over ZONE 01 and type in an
appropriate name for your first zone, such as Building A or
Floor 01. Make sure that the Active box is checked, and 1 =
then click OK. O e

0 (NO ZOME)

Zone Edit

IMPORTANT: If you are using numbers, be sure to use only f
two-digit numbers by including a O in front of any single-digit | Name:
numbers. For example, use Building 01 (not Building 1), |
Building 02 (not Building 2), Building 10, etc. This will ensure | eive

that the zones are listed in the proper order later in the site
design process.

W OK I X Cancel |

L

W T ZOME 13

@ 17. ZONE 17

f+ Sort By ID
£ Sort By Hame

@ 16 ZONE 15 o Save

@ 18.Z0NE 18 =] X Cancel

5. Back at the Zone Configuration PC dialog box, the changes you just made to 1: ZONE 01 will appear

in boldface type. Continue entering zone information for your property by clicking on 2: ZONE 02,

etc., and then clicking Edit to display the Zone Edit PC dialog box.

6. When you have finished designating the appropriate number of zones for your property, click Save to

store the information in the SAM RF System.

To confirm that all zone information has been saved, go back to the Zone Configuration PC dialog

box. The names of the zones you just registered should no longer appear in boldface type.

© SAFLOK WL 12/19/2007




SAM® RF Operations Manual
Section 3: The Site Design Process

3.3 Entering Suite Information

41

The next step in the site design process is to input information about any suites your property may have.
Suite locks allow access to smaller groupings of units, where up to ten units are accessed through one
door. An example of a suite lock may be an entry door to an apartment with two or more unit locks inside
on bedroom doors. The SAM RF System allows you to add up to 1000 suites. When you eventually make
unit keys, the keys for any units within suites will be programmed to open both the suite door as well as
their own individual unit doors — not all the unit doors within the suite.

If your property does not have suites, skip to Section 3.5.

1. Click on the Management menu at the top ~ |EEX=EmT
of the window or the Management icon.

| File Keys Uity Device Management Reports Help

2. Point to Site Design, then select Suite
Locks.

3. Unlike in the Zone Configuration PC dialog box, no suites are
pre-listed at the Suite Configuration PC dialog box. To begin

entering suite information into the SAM RF System, click Add.

© SAFLOK
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Entering Suite Information (continued)

4. Atthe Suite Add PC dialog box, type in the
designation for your first suite at the Suite Name _
field. For example, you could type “Suite 01,” J
“Suite A,” “West Wing,” “Suite 101,” etc., then

. #dd Mame Hange————————————
click Add. G Move (Pl C Pod |

71 Add

The suite you just named will appear in the list Zane for Suites
box below the Suite Name field. |0 14D Z0NE) |

% Remove |

S|
X Cancel
5. You can continue adding additional suites in this funewdd
manner, or you may add a range of suite numbersto ...
the system, as long as they are in the same zone. [BUIHNG &. SUTTE = |
To add a range of suite numbers from the same ool o T
zone into the system, type the word SUITE (or : T T
another appropriate name such as Building A, Suite) | 14
in the Suite Name box, then go to the Add Name T“*I‘:‘“;;'E‘? -
Range area. ] -I
To add numeric information BEFORE the
information entered into the Suite Name box, click , |
. K . ’ . 8 P
the open circle in front of Prefix; to add the numeric L
information AFTER the information entered into the
Suite Name box, click the open circle in front of v
Postfix. Enter the range of suite numbers, such as L

01 to 20, and click Add. The range of suites you just
designated will appear in the list box below the Suite
Name field.

Note: If you are using numbers, be sure to use only two-digit numbers by including a 0 in front of any
single-digit numbers. For example, use Suite 01 (not Suite 1), Suite 02 (not Suite 2), Suite 10, etc. to
ensure that the suites are listed in the proper order later in the site design process.

Note: If the information in the Suite Name box does not appear as you had intended, you can delete the
entries individually by clicking on a single entry and clicking Remove. To delete all the entries at one
time, click on the first entry, holding down the <Shift> key and clicking on the last entry to highlight
everything in the Suite Name box. Then click Remove and start over.
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Entering Suite Information (continued)

6. After you create the appropriate list of suites, go to the  [TETr=r—=-
Zone for Suites pull-down box to see all the zones for
your property. The appropriate zone (such as Building
01) should be in the pull-down box. Click on the zone
name. It will then appear in the field directly under Zone
for Suites.

7. When you are satisfied that all information for this suite 15 Edi
or range of suites is accurate, click OK. Back at the .
Suite Configuration PC dialog box, the suite or range of =
suites you just added will appear in boldface type.
Continue adding individual suites or ranges of suites in
the same manner as described above. All suites added
will appear in bold in the Suite Configuration PC dialog
box until you save them in the SAM RF System.  Save |

XC

ancel |

=

elete

* Sort By ID
= Sort By Mame

8. When you have finished creating and designating the appropriate number of suites for your property,
click Save to store the information in the SAM RF System.

To confirm that all suite information has been saved, go back into the Suite Configuration PC dialog
box. The names of the suites you just registered should no longer appear in boldface type.
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3.4 Editing Suite Information
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After the suite information is entered, you may make changes at any time.

1. Click on the Management menu at the top
of the window or the Management icon.

2. Point to Site Design, then select Suite

Locks...

3. At the Suite Configuration PC dialog box, highlight the suite
and click Edit to change the suite information.

Note: Click Delete to remove the suite from the system.

© SAFLOK
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Editing Suite Information (continued)

4. Atthe Suite Edit PC dialog box, you can change the name B A

of the suite, assign the suite to a different zone, or make

the suite inactive. MName:
|s1nn

v Active
Zohe far Suite

f1:1 |

Switch Mode—————

" None
{* Passage
" Privacy

«' ok I x Cancel |

5. Click OK when your changes are complete.

6. Click Save to save your changes.

@ 0 NOSUITE
@ 1: 5100

1
=

elete

 Save |
x Lancel |

{* Sort By ID
= Sort By Name
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3.5 Entering Unit Lock Information

The next step is to input information for all your property’s units or apartments into the SAM RF System.
The SAM RF System allows you to add up to 4000 units.

1 . CI|Ck on the Man ag em ent menu at i # Security Access Manager SMITH, JOHN O is logged on =10] x|
the tOp Of the W|nd0W or the | File Keys Utlity Device Management Reports Help
Management icon.

2. Point to Site Design, then select Unit

Locks... Management

Maintenance >

Sike Design Property Settings...
Comrnon Access Locks.,

‘Work Orders. ..

Terminal Settings. ..

3. Click Add at the Unit Configuration PC dialog box.

B 3102
B @ 4103
B @ 5 104 =% i
B @ 7108 ———
® @ 107 r&] Edit
B @ 9108
& @ 10109 % Delete
B @ 11110

* Sort By ID
= Sort By Mame
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Entering Unit Lock Information (continued)

3. Like the Suite Configuration PC dialog box, the Unit

Configuration PC dialog box will be empty. To add
units, click Add.

4. Inthe top field labeled Unit Name, type in the
designation for the first unit (e.g., Unit 101,
Building A, Unit 101, etc.) and click Add.

5. The unit you just named will appear in the list box
below the Unit Name field. You can continue
adding additional units in this manner, or you can
add a range of units to the system, as long as they
are all in the same zone and/or suite.

LUinit Add

a7

Uit Name:

Lt Al

Uril N e

|E|.II.I:I MG A LNIT

7

Add Name Range
+ Mone | Preiix " Postfe!

Zome for Unks
[EEDE] =]
Suite Fior Lrits:
TEG =]
+4 Remove
" 0K
X Cancel
—-_"
+ ]m
i Husanes F anges
T Hoe Pl Poali
I o [P
Zone ot Ltz
[ 1w zonE |
Eastm Fot Lirity
| MO SLITE |
= £ Bernere

To add a range of units from the same zone into the system, type the word Unit or another appropriate
name (e.g., Building A, Unit 101, etc.), in the Unit Name box, then go to the Add Name Range area.

To add the numeric information BEFORE the information entered into the Unit Name box, click the open

circle in front of Prefix; to add the numeric information AFTER the information entered into the Unit Name

box, click the open circle in front of Postfix. Now enter the range of unit numbers, such as 101 to 999,

and click Add.

Note: If you are using numbers, be sure to use only two- or three-digit numbers by including a 0 in front of
any single- or double-digit numbers. For example, use 01 or 001 (not 1), 02 or 002 (not 2), or 10 or 010 (if

three digits are being used). This will ensure that the units are listed in the proper order later in the site

design process.
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Entering Unit Lock Information (continued)

The units you just named will appear in the list box below the Unit Name field. If the information in the
box is not listed as you had intended, you can delete the entries individually by clicking on an entry and
clicking Remove. To delete all the entries at one time, click on the first entry, hold down the SHIFT key
and click on the last entry to highlight everything in the box. Click Remove and start over.

Once you have created the appropriate list of units, go
to the Zone for Units pull-down box to indicate in

which zone this unit (or range of units) is located. |"""""'“ .
i i
Because you have already set up all the zones for your
property, the appropriate zone (such as Building A) L N
should already be in the pull-down box. Click on the
zone name. It will then appear in the field directly under
Zone for Units. Zome for Unk:
| ETE =
R -
1: BUILD G 0 |
& BUILDMG 2
2 BUILDMG Oz
4 ZOME C&
5 20ME 05
J& ZONE 08
7. ZOME OF =
o ¥
X Loncel

If the units are part of a suite, go to the Suite for Units
pull-down box to indicate which suite these units are in.

Because you have already set up all the suites for your | g
property, the appropriate suite (such as Building 1, e —
Suite A) should already be in the pull-down box. Click * Mo Fiels 0 Poils

the suite for these units. It will then appear in the field
under Suite for Units.

=]
=
=
=
=
v O
L
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Entering Unit Lock Information (continued)

Saving Unit Information

When you are satisfied that all information for this unit or range of units is accurate, click OK. Back at the
Unit Configuration PC dialog box, the unit or range of units you just added will appear in boldface type.
Continue adding individual units or range of units in the same manner as described above. All units
added will appear in bold in the Unit Configuration PC dialog box until you save them in the SAM RF
System.

When you have finished creating and designating the appropriate number of units for your property, click
Save at the Unit Configuration PC dialog box to store the information in the SAM RF System. To confirm

that all unit information has been saved, go back to the Unit Configuration PC dialog box. The unit names
you just registered should no longer appear in boldface type.
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3.6 Editing Unit Lock Information
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After the unit lock information has been entered, you can make changes at any time.

1. Click on the Management menu at | security Access Manager

| File Keys Utlity Device Management Reports Help

the top of the window or the
Management icon.

2. Point to Site Design, then select Unit
Locks...

4. At the Unit Configuration PC dialog box, highlight the
unit that you would like to edit and click Edit.

© SAFLOK
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B @ 210

B @ 102
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Editing Unit Lock Information (continued)

5. Atthe Unit Edit PC dialog box, you can change the  [[AZ LI

number or name of the unit, assign the unit to a
different zone or suite, or make the suite inactive. M arne:

fiod

v active

Zaone far Unit

[1:1 =
Suite Far Urits:
{0: NO SUITE =

Switch Mode———
= Mone

{+ Paszage
= Privacy

J ok I x LCancel |

6. Click OK when your changes are complete.

7. Click Save to save your changes.

B @ 210
B @ 2102
B @ 4103
= @ 5104 =+ add
5@ o
=@ 7108 ——
=@ 5107 15 Edi
B @ 9108
B @ 10109 +% Delete
B @ 11:110
¢§ave
xgancel
{* Sort By ID
7 Sort By Mame
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Section 3: The Site Design Process

3.7 Entering Common Access Area Information

Common access areas are areas with locks that need to allow access to a number of people (tenants,
maintenance staff, etc.). Common access areas on your property may include community pools, garages,
laundry rooms, and more. In addition, if you have buildings with doors that provide access to all the units

within, the locks on those doors would be considered common access locks.

1. Click on the Management menu |[EETETETar
at the top of the window or the
Management icon.

2. Point to Site Design, then
select Common Access
Locks...

3. At the Common Access Lock Configuration PC dialog
box, you will immediately see a number of rows with
the designation COMMON ACCESS LOCK with a
number beside it starting with COMMON ACCESS
LOCK 01 and going up to COMMON ACCESS LOCK
64. Each of these entries can be assigned a specific
descriptive name to represent the various common
access areas on your property.

© SAFLOK
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: i OCK. 0
@ 2 [COMMON ACCESS LOCK 02]
@ 3 [COMMON ACCESS LOCK 03]
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@ 7 [COMMON ACCESS LOCK 07]
@ & [COMMON ACCESS LOCK 08]
@ 9 [COMMON ACCESS LOCK 09]
@ 10 [COMMON ACCESS LOCK 10]
@ 11 [COMMON ACCESS LOCK 11]
@@ 12 [COMMON ACCESS LOCK 12]
@ 123 [COMMON ACCESS LOCK 13]
@ 14 [COMMON ACCESS LOCK 14]
@@ 15 [COMMON ACCESS LOCK 18]
@ 16 [COMMON ACCESS LOCK 18]
@ 17 [COMMON ACCESS LOCK 17)
@@ 18 [COMMON ACCESS LOCK 18]

o Save |

{8 19 [COMMON ACCESS LOCK19] »| 36 Cancel |

f* Sort By ID
¢ Sort By Name
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Entering Common Access Area Information (continued)

Common Access Lock Edit

4. To begin entering common access information, click on 1:
COMMON ACCESS LOCK 01 and then click Edit. This L ———
will display the Common Access Lock Edit PC dialog box.

¥ Active

i+ Select times the lock will automatically opensclose

i Select times resident keys will open the lock

Start Time: |12'DEI A
Stop Time: |12.UD A

x LCancel

(+ Sort By ID
= Sort By Mame

5. In the Name field, highlight over COMMON ACCESS LOCK 01 and type in an appropriate name for
this area, such as Building A Front Door, Building A Pool, or Laundry Room.

Note: If you are using numbers, be sure to use only two-digit numbers. For example, use Building 01
Pool (not Building 1 Pool), Building 02 Laundry Room (not Building 2 Laundry Room). This will ensure
that the common access area names are listed in the proper order later in the site design process.

6.

10.

By default, the Active field will be checked. The Select times the lock will automatically
open/close field will be checked. Below this you will see the Start Time and Stop Time. If you want
the lock to automatically open and close, type in the Start Time and Stop Time to give access to this
lock. No key will be required during the hours you have selected to enter that area. Outside the time
frame, resident keys will be inoperable.

You also may choose another lock access option when you choose the Select times resident keys
will open the lock field on this screen. When you check the box next to this field, the Start Time and
Stop Time will be listed as 12:00 AM. This will allow the common access area to be accessible at any
time of day to anyone with an appropriate key.

To limit the number of hours an area is accessible, simply change the Start Time and Stop Time. For
example, to limit entry to the pool between midnight and 6:00 AM, enter 6:00 AM for the Start Time
and 12:00 AM for the Stop Time. During the inactive times, Resident keys will not work.

When you are satisfied with the information, click OK. Back at the Common Access Lock
Configuration PC dialog box, the common access area information you just entered will appear in
bold. Continue designating common access areas in the same manner.

When you have finished entering all the common access areas for your property, click Save at the
Common Access Lock Configuration PC Dialog Box to store the information in the SAM RF System.
To confirm that all common access area information has been saved, go back into the Common
Access Lock Configuration PC dialog box. The names of the common access areas you just
registered should no longer appear in boldface type.

Note: If your property adds additional common area locks in the future without defaulting to ON, existing
Resident keys will not work in the new lock.
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3.8 Confirming Property Settings
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The next step in the site design process is to confirm or reconfigure your property settings within the SAM
RF System. These settings include the default common access options for the unit and zone keys that
you just set up, the automatic adjustor for Daylight Saving Time, and the name and identification numbers

for your property.

1. Click on the Management menu at the top [ ecurity access Manager

of the window or the Management icon.

2. Point to Site Design, then select Property
Settings...

3. Click on the General tab at the top of the box. The name
of your property should already be listed in the Property

Name field. The factory will also have filled in the
Distributor Code and Customer Code fields. This

information helps to distinguish one property from another
so that keys made for your property will not open locks at

any other property and vice versa.

4. Confirm that your property’s Name is correct. You can also
confirm that the Distributor Code and the Customer
Code are correct by matching them to your invoice, but

this is not absolutely necessary.

© SAFLOK
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Confirming Property Settings (continued)

Unit Keys

To continue on to the next section, simply click on the Unit
Keys tab at the top of the box. You will immediately see the
common access area options you just set up listed in
alphanumeric order. By default, all common access area
options should already be checked.

You can accept the default settings as they are or
check/uncheck different options. For example, you may have
set up storage rooms in each zone as common access areas,
but you will only allow tenants to have access to the storage
rooms in their own buildings. In this case, you will want to
uncheck the storage rooms for now, and recheck them later
when you make unit keys for each particular building or zone.

55
Property Settings
General Unit Keys |Zone Kays' DST | Audit |
Detault common access lock information for resident/unit keys
[¥ LAUNDAY ROOM -
[¥ PARKING GARAGE _
¥ POOL .
[ [COMMON ACCESS LOCK 04]
[~ [COMMON ACCESS LOCK 05] B Mark 2l
[~ [COMMON ACCESS LOCK D8]
[~ [COMMON ACCESS LOCK 07] @ Clear Al |

[ [COMMON ACCESS LOCK, 08]
[ [COMMON ACCESS LOCK, 09]
[ [COMMON ACCESS LOCK, 10]
[ [COMMON ACCESS LOCK 11
[~ [COMMON ACCESS LOCK 12]

o
e arrece e 1o 7]

XK Cancel

When you are satisfied with the default or corrected common access options for Unit Keys, click OK to
save the settings. This will take you back to the SAM RF System main menu screen.

Zone Keys

To confirm the common access options for
zone keys, go back to the Management pull-
down menu and select Property Settings.

Click on the Zone Keys tab at the top of the box. Just as
with the Unit Keys tab, you will immediately see the
common access options that have already been set up in the
SAM RF System.

Once again, you can accept the default settings or
check/uncheck different options. When you are satisfied with
the default or corrected common access options for Zone
Keys, click OK to save the settings.

© SAFLOK
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Confirming Property Settings (continued)

DST

For most of the U.S., Daylight Saving Time (DST) runs from the second weekend in March to the first
weekend in November (starting in 2007). Although the SAM RF System assigns access time to each key
produced, with the default being 24 hours per day, some keys, such as Limited Use keys, have specific
expiration times, either by default or by configuration. If the region in which you live does NOT change the
clocks for DST (these areas presently include Alaska, Hawaii, Arizona and parts of Indiana), you will need
to configure SAM RF to take that into account so that the assignment of expiration times are accurate.

1. To confirm that the SAM RF System will account
for DST properly for your region of the country,
click on the Management menu at the top of the
window or the Management icon.

2. Point to Site Design, then select Property
Settings...

AN Suite Locks...

Terminal Settings. .. Unit Locks. ..
e = e e o

3. Click on the DST tab at the top of the box.

Generall Lrit Ke_l,lsl Zone Keys DST |Audit I
DST Tupe

ILDD’-\L STANDARD VI

4. To setyour DST to the current standard, change
your DST Type to LOCAL STANDARD.

e For DST Start, change Month to MAR and rosrsE—— oS B
Occurs to 2nd Week. i Month
| M&R T -
e For DST End, change Month to NOV and IDCCL"S—_,
2ndWweek ¥ Tat'Week |
OCCUI’S to 1St Week' ‘ Day Of The week Day Of The Weelk
ISUN v[ ISUN 'I
Note: If your area does not observe DST, you may Haur 0f Day (1-22) Hour 0f Day (223
alternately choose NONE or NON-STANDARD in the 23] [ 3]
box under DST Type and choose the appropriate

Options. W 0K I X Cancel |

5. When you have chosen a setting, click OK.
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Confirming Property Settings (continued)

Audit

You will now need to determine if you wish to view or hide within your lock audit reports the use of
Resident keys in your unit, suite, and common access locks.

1. TO select the VIeWIﬂg Optlon for each |0Ck ,'V'Securitynccess Manager SMITH, JOHN Q is logged on =1ol x|

Fie Keys Utlity Device Management Reports Help

type within your site design, click on the
Management menu at the top of the window
or the Management icon.

2. Point to Site Design, then select Property
Settings...

Maintenance: ]

Site Design Property Settings. ..
. (CommonAccess Locks...
Suike Locks...

Terminal Settings. .. Unit Lacks. ..
Sem = maae | ELnES

twork Orders...

Property Settings
3. Click on the Audit tab at the top of the box. You will
see the message for the three different lock options, (e | AT | e K | e
“Hide resident keys when interrogating,” and the name
of the lock.

Audit

I Hide resident kevs when interrogating LMIT locks :

4. Click on the square box next to message of the
respective locks you have determined you don’t want
to show resident key use in the audit trail. Do not click
the boxes of those lock options where you do wish to [ Hide resident keys when intertogating COMMON ACCESS lacks.
see the resident key use in the audit trail.

[ Hide resident keys when interrogating SUITE locks.

5. After making your selections, click OK.

\/ Ok I x LCancel |
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4.1 Assigning the System Administrator
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If you are the system administrator, you must register yourself in the SAM RF System and assign yourself

the authority of the system administrator.

1. To register yourself as the system administrator in
the SAM RF System, click on the Management

menu at the top of the window or the
Management icon.

2. Point to Maintenance, then select Staff...

3. Atthe Staff List PC dialog box, the default user will
appear on the screen. Click Add on the right-hand
side of the screen to create your system administrator
identity and authorization.

© SAFLOK
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Section 4: Management Functions

Assigning the System Administrator (continued)

4. Using the example to the right as a guide, type your

information into the Staff Form — ADD Mode PC
dialog box. At the top, type in your last name, first
name, and middle name or initial (optional) in the
appropriate fields. In the Position field, type
Administrator, Manager, or another appropriate
descriptor.

Note: A user name can range from one to 15
characters and a password can range from three to ten
characters. This information will become the user ID
and password that you will use each time you log on to
the SAM RF System.

5. Click on the small box next to Administrator. This
will give you full authority to access all aspects of
the SAM RF System.

59
staff Form - ADD Mode i
Last Mame Firgt Mame Fiddle M ame
|SMITH JOHN o
Position
|MANAGER
—System Authorization Information—————————
User Mame Pazzword
IEE e
Uszer D
<Mew User>
o Save |
x Cancel |

6. Click Save. You will return to the Staff List PC dialog box. Click Close to return the SAM RF System

main menu.

Note: If someone else will ultimately be the system administrator, you can register him/her using these
instructions. You may still want to register yourself with full system administrator authority if you will be

performing a number of administrative functions.
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Once you have registered yourself (and/or someone else) as the system administrator, it is highly
recommended that you remove the default system administrator (ADMIN, CSS) from the SAM RF

System.

1. Log off the system (File, Log Off) and then log on again using your new user name and password.

2. Click on the Management menu at the top
of the window or the Management icon.

3. Point to Maintenance, then select Staff...

4. Within the Staff List PC dialog box, click on
ADMIN, CSS to highlight it, and then click
Delete.

5. A Delete Confirmation PC dialog box will

appear, asking, “Do you wish to delete ADMIN,

CSS?” Click Yes to confirm the deletion.

6. Back at the Staff List PC dialog box, you can
click Close to return to the SAM RF System
main menu screen, or stay in the Staff List PC
dialog box to register SAM RF System users.

© SAFLOK

! # Security Access Manager ADMIN, LSS X is logged on oy ] 3}
| File Keys Utiity Device Management Reports Help
Management
Maintenance Authorization Groups. ..
e Residents...,
twork Orders. .. Vendors. ..
Terminal Settings... WWark Order Property Areas...
Backup...
Lazt Mame | Firzt Mame | bl | Uzer |0 |
ADMIN Cs5 ®o1
SMITH JOHM o 2
=+
¥ hdd

WL 12/19/2007



SAM® RF Operations Manual 61
Section 4: Management Functions

4.3 Creating Authorization Groups

Assigning a staff member to a specific authorization group allows that person access to a specific (and
limited) list of SAM RF System functions, such as assigning work orders or creating new keys, rather than
allowing access to the entire system.

Be very careful as you determine how much access to give to other users of the system.

,'G? Security Access Manager ADMIN, CS5 X is logged on -1 x|
File Keys Utility Device Management Reports

1. Click on the Management menu at
the top of the window or the
Management icon.

Help

2. Point to Maintenance, then select

Authorization Groups... ManSirn o

IMaintenance Authorization Groups...

Work Orders... Wendors...
Terminal Settings. .. Work Order Property Areas...
Backup...
3. Atthe Authorization Groups PC dialog box, there will be no WL TR e

authorization groups listed in the box. To create new authorization
groups, click Add on the right hand side of the PC dialog box to
display the Authorization Group — ADD Mode PC dialog box.
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Creating Authorization Groups (continued)

4. Create and type a name for it in the Name field at the

top of the PC dialog box. It is recommended that the Mame: o Save |
name be something that is easily identifiable, such as [UNIT ACCESS
Maintenance or Work Order Access. We've added a _X Corca |
Unit Access authorization group as an example. System Authorizations | Key Authorizations
5. Below the Name field are two tabs — System E E:da':: Unit .
Authorizations and Key Authorizations — each with g iﬁ:ﬂf;ﬂ?ﬁi\*eStatﬂf“"“
a list of options from which to choose. A list of System I Move Unit fom Zane =
Authorization options with short definitions follows. [¥' Move Unit from Suite
To select options, simply click in the small box next to o ot

the option so a check mark appears in it. [ Change Active State of Common Ac
[T Change Stat/Stop Time of Commar
[~ Rename Zone

[T Change Active State of Zone

[T Edit*endor Campany

[T Delete Vendar Compary

[~ aAddWendor Company

[~ Edit*endor Employes s
T LH

System Authorizations

Read Key — Allows the user to use the electronic key encoder to read a key
Rename Unit — Allows the user to go into the site design section and change the names of units

Change Active State of Unit — Allows the user to go into the site design section and edit the active state
of a unit

Add Unit — Allows the user to go into the site design section and add additional units to the system.

Move Unit From Zone — Allows the user to go into the site design section and change a unit's zone
assignment

Move Unit From Suite — Allows the user to go into the site design section and change a unit’s suite
assignment

Change Switch Mode of Unit — Allows the user to go into the site design section and change a unit’s
switch mode. Not applicable at this time

Rename Common Access Lock — Allows the user to go into the site design section and change the
names of common access locks

Change Active State of Common Access — Allows the user to go into the site design section and edit
the active state of a common access lock

Change Start/Stop Time of Common Access — Allows the user to edit the start and stop times of a
common access lock

Change Auto Open of Common Access — Allows the user to change the time a common access lock
will automatically open
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Creating Authorization Groups (continued)

Rename Zone — Allows the user to go into the site design section and rename a zone

Change Active State of Zone — Allows the user to go into the site design section and edit the active
state of a zone

Edit Vendor Company — Allows the user to go into the maintenance section and edit information about a
vendor company

Delete Vendor Company — Allows the user to go into the maintenance section and delete a vendor
company from the SAM RF System

Add Vendor Company — Allows the user to go into the maintenance section and add a vendor company
to the SAM RF System

Edit Vendor Employee — Allows the user to go into the maintenance section and edit information about a
vendor employee

Delete Vendor Employee — Allows the user to go into the maintenance section and delete a vendor
employee from the SAM RF System

Add Vendor Employee — Allows the user to go into the maintenance section and add a vendor employee
to the SAM RF System

Edit Resident — Allows the user to go into the maintenance section and edit information about a resident

Delete Resident — Allows the user to go into the maintenance section and delete a resident from the
SAM RF System

Add Resident — Allows the user to go into the maintenance section and add a resident to the SAM RF
System

Edit Staff — Allows the user to go into the maintenance section and edit information about a staff member

Delete Staff — Allows the user to go into the maintenance section and delete a staff member from the
SAM RF System

Add Staff — Allows the user to go into the maintenance section and add a staff member to the SAM RF
System

Utility Device Update Clock — Allows the user to reset the date and time in a lock(s)
Utility Device Update Common Access — Allows the user to edit information in common access lock(s)

Utility Device Download Audit — Allows the user to prepare the utility device to go to the lock to retrieve
its audit trail information

Utility Device Get Lock Info — Allows the user to prepare the utility device to retrieve information from a
lock(s) about its identity, current date and time and current battery voltage information

Utility Device Read Lock Info — Allows the user to display or print information that has been retrieved
after getting lock info (see above)
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Creating Authorization Groups (continued)

Utility Device Upload Audit — Allows the user to upload lock audit trail information from the utility device
into the PC for display or printing

Utility Device Battery Backup — Allows the user to access a lock with a dead battery

Edit Property Settings — Allows the user to go into the site design section and edit information regarding
default settings and more

Edit Work Order — Allows the user to go into the work order section and edit a work order

Delete Work Order — Allows the user to go into the work order section and delete a work order
Add Work Order — Allows the user to go into the work order section and add a work order
Rename Suite — Allows the user to go into the site design section and change the names of suites

Change Active State of Suite — Allows the user to go into the site design section and edit the active
state of a suite lock

Add Suite — Allows the user to go into the site design section and add additional suites to the system

Move Suite From Zone — Allows the user to go into the site design section and change a suite’s zone
assignment in the SAM RF System

Change Switch Mode of Suite — Allows the user to go into the site design section and change a suite’s
switch mode. Not applicable at this time

Edit Area — Allows the user to go into the Work Order Property Areas and edit information about
locations in the SAM RF System

Delete Area — Allows the user to go into the Work Order Property Areas to delete locations from the SAM
RF System

Add Area — Allows the user to go into the Work Order Property Areas and add additional locations to the
SAM RF System

View Reports — Allows the user to view reports on the PC
Program Unit Locks — Allows the user to use the utility device to program unit locks

Program Common Access Locks - Allows the user to use the utility device to program common access
locks

Program Suite Locks - Allows the user to use the utility device to program suite locks
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Creating Authorization Groups (continued)

6. Under the Key Authorizations tab, every key that can be created is S mmmees "
listed under Key Types and the transactions that can be performed ————— -

. . . X Cancel
are listed under Authorizations. K|
Sustem Autherizations  Key Authorizations |
Key T Authorizations
To select any or all of these options, click on the name of the ECACI | [ dehonter
specific key type in the left-hand column and then click in the small et sy
box next to the authorization so a check mark appears in it in the pemte
right-hand column. Repeat for each key type. e
e o
Latch/Unlateh Key
Emergency Key
Battery Check Kep
Key Types

Resident Key — A Resident key will be issued to the resident. This key will allow them to gain access into
their individual unit, as well as any associated suite and common access locks.

Inhibit Resident Key — An Inhibit Resident key is used to cancel a resident key out of locks if a key was
lost or stolen.

Zone Key — Zone keys will open specific groups of unit locks, including all the units in a building or all the
units on a floor, as designated in the site design process. A Zone key will be issued to employees who
need access to those units.

Inhibit Zone Key — An Inhibit Zone key is used to cancel a Zone key out of locks if a key was lost or
stolen.

Master Key — A Master key will open every lock on the property. These keys should be issued to
employees that need access to all units, suites and common access areas.

Inhibit Master Key — An Inhibit Master key is used to cancel a Master key out of locks if a key was lost or
stolen.

Limited Use Key — A Limited Use key is issue to vendors who need access to specified unit lock(s). It will
work for a limited period of time on a specified date.

Diagnostics Key - The Diagnostics key is designed to help analyze and reveal why a key will not gain
entry.

Construction Key — Construction keys allow you and you staff to gain access into locks that have just
been installed and have not yet been programmed using the utility device.

Guard Check Key — The Guard Check key allows your staff or security to register their patrol throughout
your property at common access locks.

Latch/Unlatch Keys - The Latch/Unlatch key allows a common access lock to be unlatched and latched.
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Emergency Key — An Emergency key will open every lock on the property including units, suites and
common access areas. These keys should be held by the property management and be available for the
fire department.

Battery Check Key - The Battery Check key is a non-opening key that is designed to check the battery
voltage in the lock

For each Key Type, you can authorize users to perform three tasks:
» Make New Key

» Make Duplicate Key
* Erase Key

Note: If one of these three options appears dark, that option is not available for that particular key.
7. When you have finished assigning system authorizations and key authorizations, click Save at the

Authorization Group-Add Mode PC Dialog Box. Once you have setup your authorization groups, your
next task is to add system users.
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System users are loosely defined as the people who will be using the SAM RF System. However, it is

recommended that you register all staff members, whether they will be directly using the SAM RF System
or not. This will make performing such functions as creating staff keys or assigning work orders an easier
process. You can register system users now or at any time in the future.

1. Click on the Management menu at
the top of the window or the
Management icon.

2. Point to Maintenance, then select
Staff...

3. Within the Staff List PC dialog box, click Add
to display the Staff Form — ADD Mode PC

dialog box.

© SAFLOK
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Adding SAM RF System Users (continued)

Staff Form - ADD Mode

4. Enter the person’s name. At the top of the form =\ Ft e - il Harne
are fields for inputting each person’s last, first [poE TANE 3
and middle name/initial (optional).

Position

5. Enter information about his/her position. In the [MAINTENANCE
Position field, type in a word or two that
identifies this person’s position or responsibility

—Sustem Authorization [nfarmation—————————

3 N Uszer Mame Pazzword
at your site, such as Manager or Maintenance. [iDOE [
6. Enter the System Authorization Information. ™ Admiristator
Create a user name and password for this
[T LEASING AGENT
person. [T UMIT ACCESS
Uszer ID
<Mew Uszer:
o Save |
X Cancel |

Note: A user name cannot be more than 15 characters and a password cannot be more than 10
characters. Keep in mind that this information will become the user ID and password that each user will
type in when logging on to the SAM RF System. Be sure it is something they can easily remember. For
this reason, it is recommended that you employ an easily identifiable system for assigning user names,
such as the person’s first initial and last name. For example, Jane Doe’s user name would be JDOE.

As the system administrator, you will have access to user name and password information in the future.
This will be useful in cases where you need to add or remove users from the system or change
passwords.

7. Assign the authority level. It is highly recommended that you not give administrator privileges to
any other users of the SAM RF System. In other words, leave the Administrator box unchecked.
Below the Administrator box is a larger box that that should now contain the names of authorization
groups that you have set up.

8. To assign the authorization group, click in the box next to the group name so that a check mark
appears in the box.

Note: Authorization groups were created in the previous section as a shortcut for assigning authorizations
to system users.

9. Click Save to return to the Staff List PC dialog box. Click Add to add the next user and follow the
process once again. When you have registered all staff members in the SAM RF System, click Close
to return to the SAM RF System main menu screen.
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4.5 Adding New Staff to the SAM RF System

You can register additional system users now or any time in the future, such as when a new staff member
joins your team.

1. C||Ck on the Man ag ement menu at i # Security Access Manager SMITH, JOHN Q is logged on I =]
. File Keys Utiity Device Management Reports  Help
the top of the window or the
Management icon.

2. Point to Maintenance, then select Management

Staff wen - Maintenance Authorization Groups...

i »
ML Residents...
'wiark Orders,., Wendors...
Terminal Settings... ‘work Order Property Areas, .,
Backup...

3. At the Staff List PC dialog box, click Add to display the
Staff Form — ADD Mode PC dialog box. Last Nare IR |

SMITH JOHM oz

i Llose |
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Adding New Staff to the SAM RF System (continued)

4. Complete the Staff Form.

[5taff Form - ADD Mode

Enter the person’s name. At the top of the form are Last Name Fitst Narne Middle Name
fields for inputting each person’s last, first and middle |
namel/initial (optional). Pasition

Enter information about his/her position. In the

—Spstem Authorization Information————————

Position field, type in a word or two that identifies this User Name Password
person’s position or responsibility at your site, such as |

Manager or Maintenance. I A

Enter the System Authorization Information. Create a [ LEASING AGENT

[~ UMIT ACCESS

user name and password for this person. y
zer D

<Mew User:

W Save |
X Cancel |

Note: A user name cannot be more than 15 characters and a password cannot be more than 10
characters. Keep in mind that this information will become the user ID and password that each user
will type in when logging on to the SAM RF System. Be sure it is something they can easily
remember. For this reason, it is recommended that you employ an easily identifiable system for
assigning user names, such as the person’s first initial and last name. For example, John Smith’s
user name would be “jsmith.”

As the system administrator, you will have access to user name and password information in the
future. This will be useful in cases where you need to add or remove users from the system or
change passwords.

Assign the authority level. It is highly recommended that you not give administrator privileges to
any other users of the SAM RF System. In other words, leave the Administrator box unchecked.

Below the Administrator box is a larger box that contains the names of authorization groups that you
have set up. An authorization group is essentially a label that represents access to a specific (and
limited) list of SAM RF System functions — such as assigning work orders or creating new keys —
rather than allowing access to the entire system.

Once you have set up authorization groups in the SAM RF System, you can go back and edit the
authority level of certain staff members by selecting one of the authorization groups that will then
appear in the System Authorization Information box. See Section 4.3 “Creating Authorization
Groups.”

5. Click Save to return to the Staff List PC dialog box. Click Add to add the next user and follow the
process once again. When you have registered all staff members in the SAM RF System, click Close
to return to the SAM RF System main menu screen.
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4.6 Preventing Staff Access

When staff members leave your employment, it is highly recommended that you delete them from the
SAM RF System and change any existing passwords for current staff. This will prevent previous
employees from accessing the information contained in the system or possibly creating new keys.

1 . Cllck on the Man ag ement menu at i # Security Access Manager SMITH, JOHN 0 is logged on [ |

| File Keys Uklity Device Management Reparts  Help

the top of the window or the
Management icon.

2. Point to Maintenance, then select Management

Staff e ; = Maintenance Authorization Groups...

Site Design L3

Residents...
‘wiark Orders. ., Wendors...

Terminal Sethings. .. ‘work Order Property Areas...

Backup...

3. Within the Staff List PC dialog box, click on the

Lazt Mame | Firzt Mame | bl | Uszer [0 |

person’s name you wish to delete, and click oo AN PRET:
Delete. SMITH JOHN g o2

4. A Delete Confirmation box will appear, asking if
you are sure about deleting that person.

5. Click Yes to confirm deletion and then click
Close at the Staff List PC dialog box to return to
the SAM RF System main menu screen.

IMPORTANT: In the event that an employee does not return his or her key, see the Creating Inhibit Keys
section to inhibit staff access. If former staff members do not relinquish their keys, they can continue to
gain access to common access areas or to your residents’ units. Merely deleting staff members from the
SAM RF System is not enough to ensure the security of your property. It is also very important that you
collect whatever keys they might have in their possession.

To ensure the security of your property whether or not you have collected any keys in former staff
members’ possession, you should reprogram the locks where these staff members previously had
access. To reprogram these locks, you need an Inhibit key.

An Inhibit key is programmed to tell a lock to ignore keys with specific key IDs. If you assign key IDs
carefully in the key creation process, the inhibiting process will be simple.
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4.7 Adding Residents to the SAM RF System

i ;ﬁ‘ Security Access Manager SMITH, JOHN Q is logged on ] 5
File Keys Utiity Device Management Reports

1. Click on the Management menu at
the top of the window or the
Management icon.

Help

. . Management
2. Point to Maintenance, then select
. Maintenance uthorization Groups. ..
Residents... o eatan Grece
Site Design L3 Residents...
Work Orders. .. Wendars...
Terminal Settings. .. ‘“Work Order Property Areas. ..
Backup. ..
3. Atthe Unit/Resident List PC dialog box, all units within your Unit/Resident List
property will appear in the Unit/Resident List. Click on the unit =
where the resident is moving, then click Add. - )
1024,
E 1028
[~ Rl
B 10
B 1o Sl
1048 =
E 204 - 15} Edt
B 20e
B 202s +5 Delate
B 20
[~
H =0
B 20 —
B 20
B 2ma
H e
B -
A X R esideFm .- Mode
4, At the.ReS|den.t Form — ADD Mode PC d|alpg bo>_<, ente_r as Y - RN
much information as you can about the resident, including his I I
or her name, work phone and home phone numbers. There is  HemePhaneto ‘work Phone No
also space to record some notes about the resident. Io—— I
Notes: I™ Limited Access ’%
/ Save
x Cancel

Note: If the Limited Access box is checked here at this Add Mode screen, when making keys for this
resident, any defaults for common access areas previously set will be disabled. An example of when to
check the limited access box would be for children residing in the unit who may not have access to the
pool or health club. You can still manually select common access areas you may want the resident to
have access to when making the key.
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Adding Residents to the SAM RF System (continued)

5. When you have entered as much information as you wish about the resident, click Save. This will
return you to the Unit/Resident List PC dialog box.

6. If more than one resident will be moving into the same unit, click on that specific unit once again at
the Unit/Resident List PC dialog box and enter information about the next person moving in. Continue
registering additional residents moving into that same unit — or into a different unit — following the

same process. Click Close at the Unit/Resident List PC dialog box to return to the SAM RF System
main menu screen.
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4.8 Deleting Residents

When residents move out of your property, it is highly recommended that you delete them from the SAM
RF System.

1 C“Ck on the Man ag em ent menu at ¥ Security Access Manager SMITH, JOHN Q is logged on =101 x]
' . File Keys Utlity Device Management Reports  Help
the top of the window or the
Management icon.

2. Point to Maintenance, then select Management
Residents... Mairkenance: Authorization Groups...

Site Design 3

Wendors, ..

Work Orders...

Terminal Settings. .. Work Order Property Areas...

Backup...

3. Atthe Unit/Resident List PC Dialog Box, click the Plus Sign (+)
next to the unit number in which the resident resides.

Unit/Resident List

[~ -
e
B 108 = ——
H e
[~ QL]
E 2z
B 203
B 2s
[~ —
B 2048
H =
H =ms
B o -

Unit/Resident List

4. Click on the person’s name you wish to delete, and then click
Delete.

[~ -
B e
= ] 1oz

ROCHE, JENNIFER &

OCHE, MICHELE K

o [Hee]
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Deleting Residents (continued)

5. A Delete Confirmation PC dialog box will appear asking if you are sure about deleting that person.
Click Yes to confirm, and then click Close at the Unit/Resident List PC dialog box to return to the
SAM RF System main menu screen.

6. Repeat the process until all residents vacating a unit are removed from the SAM RF System.

7. Merely deleting residents from the SAM RF System is not enough to ensure the security of your
property. If former residents do not relinquish their keys, they can continue to gain access to common
access areas and to their former unit(s). It is also very important that you collect whatever keys
former residents might have in their possession.

To ensure the security of your property AND the security of the new residents of that unit, it is
important to make sure that any keys in a former resident’s possession will no longer provide access.

To prevent access, you must reprogram the locks that the residents previously had access to. To
reprogram these locks, you need to create an Inhibit Resident key. If a new resident will be moving in
immediately you do not need to create an Inhibit Resident key. When the new resident key is made
and used in the lock(s) it will invalidate the previous resident(s) keys.

Note: If you have new residents to register, follow the process “Adding Residents to the SAM RF System”
described earlier in this section.
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4.9 Adding Vendors to the SAM RF System

1. Click on the Management menu at the top LA i ElIEl
: : e Keys Uity Device Hanagement Reports Help
of the window or the Management icon.
2. Point to Maintenance, then select Management
Vendors...
Maintenance Authorization Groups. ..
- Staff..
Site Design » Residents...
‘Work Orders. ..
Terminal Settings... Work Order Property Areas...
Backup...
3. Click Add at the Vendor Company List PC dialog box. endor Company List
Name |
7 add
2 Edit
% Employeesl
E Cloze |
4. Input as much information as you wish about the vendor
company in the fields provided including: f”mpa”y“a“e I"e”‘“”m
s Street 1 Street 2
e The vendor's company name [ |
e The vendor type, such as Plumber, Painter, etc. iy State
e Address and phone number information |Z - feLaBae |
ip Code
e
5. Click Save to return to the Vendor Company List PC dialog Phone Ko: FaNo: Mobile Ko
box. If you would like to add another vendor to the system right '———*— J—/—— [——
away, click New and follow the process once again. s | X cancel
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Adding Vendors to the SAM RF System (continued)

'Yendor Employee List - BUGBGONE

6. To register employees of a specific vendor company,
be sure you are in the Vendor Company List PC dialog  [Letame [ FustName Wi s |

box. Click on the vendor for which you will be i
registering employees and click Employees. This will —
display the Vendor Employee List PC dialog box. £
% Delete
7. To register a new vendor employee, click Add. This ]
will display the Vendor Employee Form — ADD Mode
PC dialog box.
8. Enter as much information as you can about the
employee, including his or her name, position and the - Tt e
phone number that he or she uses most often. When ——
you have entered as much information as you wish, oot s et i Name ]
click Save. This will return you once again to the f [ | B
Vendor Employee List PC dialog box. Posiion User D
9. Continue registering additional vendor employees by iRl L |
following the same process, or click Close at the Jo——— _X cance |
Vendor Employee List PC dialog box and again at the
Vendor Company List PC dialog box. _ B |
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4.10 Creating and Viewing Work Orders

Not only does the SAM RF System provide enhanced security for your property, it also enhances the
level of service you can provide to your residents, specifically through the use of computer-generated
work orders for property maintenance.

The SAM RF System allows you to create new work orders, assign them to specific staff members or
vendors, and track and edit them as they are processed. Pending and open work orders are interrelated
with limited use keys. They are easily identified as they appear in bold print when making limited use
keys.

1. To view existing work orders, click on the ‘

1 # Security Access Manager SMITH, JOHN Q is logged an =10 x|
Management menu at the top of the window  fle_kess Uity beviceHanagenent_feparts _Helo
or the Management icon.
2. Click on Work Orders.
Management
Maintenance »
Terminal Settings...
3. The Work Order List PC dialog box provides a number ork Order List
of viewing options for existing work orders. For instance, o 2 Spen, IMT_I @ Fereh
under Work Order Type, you can choose the Unit R T T S Vi | ———
option to view all work orders for all units or just for a Dese o FEDING  VuoiiEs. Dav —
single unit. Alternatively, you can choose the Property s |
option, which will list any work orders for common _ipe |
access areas around your property. i) on
4. Next, you can choose to review only pending, open or =
closed work orders — or any combination of the three. -
You can also choose to review work orders based on | | o

the staff member to whom they were assigned by
selecting a specific user.

Note: Whenever you make changes to the viewing options, it is important to click the Refresh button at
the top right corner of the PC dialog box to update the screen.
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Creating and Viewing Work Orders (continued)

5. To create a new work order, click Add to Wark Order - ADD Mode
display the Work Order — ADD Mode PC [medij
. ‘Work Order Mumber: & Urit " Property Requested By:

dlalog bOX <Mew Wark Orders MO UNIT] - SMITH. JOHN O =t
STAFF (2]

The SAM RF System automatically assigns a

H ' H D ate/Time Requested Phore No: Assigned Ta

work order number for later identification. In- [z | e —— o

addition, the Date/Time Requested fields will STAFF @

automatically fill in with the current date and

tl me Priority: Statug:

[HORMAL | Jrenoig 7]

Job Description:

6. The first step in creating a new work order is =
to select the Work Order Type by clicking the
small circle next to either Unit or Property. If

the work order is for a unit, you will then select =
the unit number using the pull-down box below e Cicumstances ™ Pemmission To Enter

Unit. Property refers to other areas within the A s |
property in need of maintenance attention | X Carcel |

such as the pool or health club. If property is
selected, you will then select the area by using the pull down box below Property.

7. A staff member or a resident can make service requests. By default, the
name of the person currently logged on to the SAM RF System will appear in

the box “ Requested By.” To change this information, click the button to the " STAFF

right of the box. (This button has a hand pointing to the right.) This will " BESIDENT
display the Select User Type PC dialog box.  VENDOR
If a resident requested the service, click the open circle next to Resident and X Carcel |
click OK. This will take you to the Resident List PC dialog box.
Resoentust
8. Any residents registered into the system for that Last Name [ Fist Name [M]Oserip | Limites?
particular unit will be listed in this box. Click on the : [&™" HATHOND .-
name of the person who reported the problem. | M THERESA Ao
Click Select.
| @Eﬁe\ect |
Note: If the resident who requested the service is not i
in the resident list, see Section 4.7 “Adding Residents
to the SAM RF System”.
9. If a staff member requested the service, click the
open circle next to Staff and click OK. 0| [

10. At the Staff List PC dialog box, click on the name of the staff member who reported the problem and
click Select. Back at the Work Order List PC dialog box, the name of the person you selected will
appear in the box under the words, “Requested By.”

Note: If the staff member who requested the service is not in the staff list, see Section 4.5 “Adding New
Staff to the SAM RF System”.
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Creating and Viewing Work Orders (continued)

. .
11. Work orders can be assigned to either a staff member or a vendor. By —
default, the name of the person currently logged on to the SAM RF System P
will appear in the box under the words, “Assigned To.” To assign the work -
order to someone else, click the button to the right of the box. (This button
has a hand pointing to the right.) This will display the Select User Type PC ¢ VENDOR
dialog box.

€ RESIDENT

X Cancel |

12. Determine whether the work order will be assigned to a staff member or a vendor.

o If the work order is being assigned to a staff member, click the open circle next to Staff and click
OK. This will take you to the Staff List PC dialog box. Click on the name of the staff member who
will be assigned the work order and click Select.

‘endor Employee List - ACE PLUMBING

o |f the work order is being assigned to a vendor, p— T — T |
click the open circle next to Vendor and click OK. GREGD MIKE 10
This will take you to the Vendor Company List PC | " ?
dialog box. Any vendors you previously registered
into the system will be listed in this box. Click on
the name of the vendor to whom you wish to
assign this work order and click Select.

e If you would like to assign this work order to a
specific vendor employee, click on the name of the -
vendor and then click Employees. This will o L_Fommsoon Tobni

; . . R
display the Vendor Employee List PC dialog box. T
LI [
Note: If the vendor company or vendor employee you wish to assign the work order to is not in the
vendor company list, see Section 4.9 “Adding Vendors to the SAM RF System”.
13. Back at the Work Order — ADD Mode PC S — =
dialog box, the name of the person or vendor Work Dt Ty :
company you selected will appear in the box ok et Mo g CHEREE L= e :
under the words, “Assigned To.” If known, type SR e . i |
that person’s phone number into the Phone
No. field. Date/Time Reguested: Phane Mo: ‘Assigned Ta:
[o8rz5rz005 +] [1om0aM | [ B JUI @ & |
14. If you wish to assign a date to this work order e ?
other than the current date/time, you can do Piiiy: Status
so in this PC dialog box. Inorus. ] Jeenone x|
Job Description:
15. The next task is to select the Priority for this 2
work order — Low, Normal or High — with
Normal being the default. And because this is =
a new work order, you can accept the default Special Citcumstances I Permission To Enter
Status of the work order as Pending. Zl o sae
;I x Cancel
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Creating and Viewing Work Orders (continued)

16. The Work Order — ADD Mode PC dialog box has additional fields for recording a full description of the
service problem as well as any additional information, such as whether or not permission to enter has
been granted, if there is a pet on the premises, etc.

17. When you are satisfied with all the settings for this work order, click Save.

18. The Success PC dialog box will appear and show you the newly
assigned work order number. Click OK.
@ The new work order number is 200608251,
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4.11 Editing Existing Work Orders

To keep accurate records, it may be necessary to make changes to existing work orders. For instance, if
a work order is being reassigned to a different staff member or to a vendor, or when a work order’s status
goes from open to closed, that information should be recorded.

# Security Access Manager SMITH, JOHN Q is logged on N [=E3]
| File Keys Utiity Device Management Reports Help

1. To edit an existing work order,
click on the Management menu at
the top of the window or the
Management icon.

2. Click on Work Orders... Management

Maintenance »

Site Design 3

Work Order - Edit Mode

3. Atthe Work Order List PC dialog box, click on

the work order you wish to update and then Wk Ordrtambos | & 0 Pty | Feuested By
click Edit. This will display the Work Order — UL AT |  [<EATING. MAFIYANN J = |
Edit Mode PC dialog box. RESIDENT “

Date/Time Requested: Phane Ma: Assigned To:

06/25/2005 | [11:04aM L1 ‘TYSUN,J'M =i |

YENDOR (9
ACE PLUMEING

Priarity: Status:
NORMAL | |FEnDING =

Fl

Job Description:

Bathroom faucet leaking. ;l

Special Circumstances [~ Permission Ta Enter

Cat. ;I o Save
LI x Cancel
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Editing Existing Work Orders (continued)

4. Either a staff member or a resident can make service requests. To change this information, click the
button to the right of the box. (This button has a hand pointing to the right.) This will display the Select
User Type PC dialog box.

To change this information to a resident, click the open circle next to Resident and click OK. This will
take you to the Resident List PC dialog box. Any residents you registered into the system for that
particular unit will be listed in this box. Click on the name of the person who reported the problem and
click Select.

Note: If the resident who reported the problem is not in the resident list, see Section 4.7 “Adding
Residents to the SAM RF System” for instructions on adding that person to the list.

To change this information to a staff member, click the open circle next to Staff and click OK. This will
take you to the Staff List PC dialog box. Click on the name of the staff member who requested the
service and click Select.

Note: If the staff member who requested the service is not in the staff list, go to Section 4.5 “Adding New
Staff to the SAM RF System” for instructions on adding that person to the list.

Back at the Work Order List PC dialog box, the name of the person you selected will appear in the
box under the words, “Requested By.”

5. Work orders can be reassigned to either a staff member or a vendor. To change the work order
assignment, click the button to the right of the box under the words, “Assigned To.” (This button has a
hand pointing to the right.) This will display the Select User Type PC dialog box.

o If the work order is being reassigned to a staff member, click the open circle next to Staff and
click OK. This will take you to the Staff List PC dialog box. Click on the name of the staff member
who reported the problem and click Select.

e |f the work order is being reassigned to a vendor, click the open circle next to Vendor and click
OK. This will take you to the Vendor Company List PC dialog box. Any vendors you previously
registered into the system will be listed in this box. Click on the name of the vendor you wish to
assign this work order to and click Select.

e If you would like to assign this work order to a specific vendor employee, click on the name of the
vendor company and then click Employees. This will display the Vendor Employee List PC dialog
box.

Note: If the vendor to whom you wish to assign the work order is not in the vendor company list, go to
Section 4.9 “Adding Vendors to the SAM RF System” for instructions on adding that vendor to the list.

7. Back at the Work Order — Edit Mode PC dialog box the name of the person or vendor company you
selected will appear in the box under the words, “Assigned To.” If known, type that person’s phone
number into the Phone No. field.

8. If you wish to assign this work order a new date/time, you can do so in this dialog box.
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Editing Existing Work Orders (continued)

9. Other changes that can be made in the Work Order — Edit Mode PC dialog box are: changing the
Priority (Low, Normal or High), its Status (Pending, Open or Closed) and adding more information
to the Job Description and Special Circumstances fields.

10. When you are satisfied with all the changes to this work order, click Save.

Although you have created and assigned a work order using the SAM RF System, it does not necessarily
mean the person to whom the work order is assigned is aware of it. Somehow, that person needs to be
informed that the work order exists and action needs to be taken.

There are essentially two ways to do this: (1) Print the work order out and hand it to the staff member it is

assigned to (call/fax it to the vendor); (2) Provide access to the SAM RF System work orders functions for
responsible staff members to retrieve and edit work orders themselves.
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4.12 Printing Work Orders

1. TO prlnt an eXlStlng WOI’k Order, Clle ;Security Aess anager SMITH, JOHN Q is logged on =lol =l
on the Man agement menu at the File Keys Ukility Device Management Reports Help
top of the window or the
Management icon.
2. Click on Work Orders... Management
Maintenance 4
Site Design 3
Terminal Settings. .. |
3. At the Work Orders List PC dialog box, click on the work order you Output Options ]
wish to print and then click Report. This will display the Output ﬁi;ﬁ‘;:;j;‘m;ww |
Options PC dialog box. —
£ Printer

i+ Preview

4. At the top of the Output Options PC dialog box, your default printer coe [ B Cancel |
will be listed. Below that will be a Report Destination box along with F'm_ setup |
three options:

e Printer: To print the report out as hard copy e I~ calete
e Preview: To view the report on screen f I~ Dupiex

e File: To save the report to your hard drive or to disk.
Note: Although you have the option to print or to save the report to file, it is highly recommended that you

first preview the report on screen. You will once again have the option to print or save from the preview
screen. Also, unless you specifically delete a work order, it will remain in the SAM RF System indefinitely.
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4.13 Previewing the Work Order Report

To preview the work order report on
screen, confirm that the Preview option is
selected and click OK. Within a few
moments, the Work Order Report Preview
PC dialog box will open up in a new
window that you can maximize or

minimize like any Windows-based window.

If there are several pages to the work
order report, the preview screen provides
tools for going from one page to another
using either the buttons at the top of the
box or the Page pull-down menu. There
are also options for zooming in or zooming
out of the report using either the Zoom
box or the Zoom pull-down menu.

o =1
File Page Zoom Help
EE@|I<< P bl Page |1 Uf1|QQE—“|ZUUmIBU.EI %|E
]
HORTHWINDG APARTMENTS 1042402005
WORK ORDER REPORT
Wiork Order Number: 200510241
Unit 1014
Requested By: KEATING, MARYANN J
Telephone Number:
Date/Time Requested:  10/24/2005 02:28 PM
Date/Time Completed
Company Name AGE PLUMEING [VENDOR]
Assigned To: TYSON, JiM
Priority: HORMAL

4

Status:
Permission to Enter:

PENDING
WES

Job Description

Bathroom faucet leaking

"

4

To print the work order report, go to the File pull-down menu and select Print. This will open up the
printing PC dialog box for your default printer. Simply select the various options and click OK to

commence printing.

To exit the preview PC dialog box, go to the File menu and click Exit. This will return you to the Work
Order List PC dialog box. Click Close to return to the SAM RF System main menu screen.

Note: A permanent history of all work orders remains stored for future reference.
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4.14 Backing Up Data Files

As with most computer software programs, regularly backing up the information in the SAM RF System is
highly recommended. Should something unforeseen happen to your computer, a backup file of the data
would prevent inputting information all over again.

It is recommended that you backup the data in the SAM RF System at least once each week. Fortunately,
the SAM RF System has an easy-to-use backup function built in.

1. To backup your SAM RF System data files, click on the HLE
Management menu at the top of the window or the
Management icon.

2. Point to Maintenance, then select Back up...

3. Atthe Database Backup PC dialog box, the & 5AM Database Backup 5
default backup file name and location SelEshacting Datsbese  EEHEGTTENE
(directory) will already be listed in the box ek BE
next to the words “Self-Extracting Database g Creste Backup Pl | X cocel |
Backup.EXE”.

In other words, the backup file will be named SAMDBBackup.EXE and will appear in your C:\ directory
(normally your hard drive) in the Program Files subdirectory. Within the SAM RF program folder, a sub-
folder named “Backup” will be created with the backup file housed within it.

You have the option of changing the directory if you wish. If the backup data will be saved to the hard
drive, it is recommended that you DO NOT use the default directory. However, it is highly recommended
that you save the backup data OFF your computer — onto a floppy disk, a CD, tape, zip disk, or even
another computer.

Note: SAM RF System database files will often exceed the maximum available disk space on a 3.5-inch
floppy disk. It is therefore recommended that you find some other media to save this file to, such as a CD,
tape, zip disk, or another computer.

4. To save the backup file onto your computer’s hard drive, click Create Backup File. Within a few
moments, the SAM RF System will display an information screen with the following message:

“C:\\PROGRAM FILES\SAMRF\BACKUP\SAMDBBackup.EXE has been successfully created.”

5. Click OK on the information screen and then click Cancel at the Database Backup PC dialog box to
return to the SAM RF System main menu.
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4.15 Saving the Backup File Off Your Computer

1. To backup your SAM RF System data files off your computer, click on the Management menu at the
top of the window or the Management icon.

2. Point to Maintenance, then select Back Up.

3. At the Maintenance Backup PC dialog

E 2]
box, the default backup file name and Savein [ 3 BACKLP T e @ eF
location will already be listed in the box BT
next to the words Self-Extracting
Database Backup.EXE.

4. To change this default information, click
the Browse button next to the box. This
will display a typical Windows Save As
PC dialog box.
5. Click the down arrow (+) to access a _— = Save_|
different directory (for a CD drive, tape . : . GDE_ R j p—

drive or zip disk drive). Choose the 4
appropriate location for saving your backup file and click Save.

Note: While most computers use the C:\ directory as the hard drive, other directories for the CD drive,
tape or zip drive will not necessarily be the same for all computers.

6. When the file has been saved, you will return to the Maintenance Backup PC dialog box. The new
location for the backup file (along with the name of the backup file) will now appear in the box next to
the words “Self-Extracting Database Backup.EXE.” Click Create Backup File to proceed.

Within a few moments, the SAM RF System will display an information screen with the following
message:

XA\PROGRAM FILES\SAMRF\BACKUP\SAMDBBackup.EXE has been successfully created.
Note: X indicates the letter of the directory you have chosen for the backup file.

7. Click OK on the information screen, and then click Cancel at the Maintenance Backup PC dialog box
to return to the SAM RF System main menu screen.
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5.1 Creating Additional Construction Keys

The locks must be carefully programmed so that the correct keys open them. Until all of your locks are
programmed, you and your staff — along with any vendors, such as construction workers and painters —
will need an alternate method for gaining access into common access areas, suites and units. During this
time, you will need Construction keys.

Construction keys can ONLY be used on locks that have not yet been programmed — whether unit, suite
or common access locks. As soon as a lock is programmed, a Construction key will no longer open it.

While construction on your property is still in progress, Construction keys can be used as Master keys for
you and your staff to gain access into areas where locks have already been installed. These keys can
also be given to any vendors who need access to certain areas in order to complete their work on your

property.

Your SAM RF System came with a certain number of preprogrammed construction keys. If you do not
have a sufficient number of construction keys, you may opt to create more.

Note: It is strongly recommended that you limit the number of Construction keys for your property.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).

2. To create additional Construction [ security Access _alxl
keys, click on the Keys menu at the
top of the window or the Keys icon.

3. Point to Create, then select

Construction Key. Keys

Reesident Key...
Read. .. Zone Key...
Master Key, ..

Inhibit Resident Key...
Inihibit Zone Key. ..
Inhibit Master Key...

LatchfUnLatch Key. .,

Construction Key

Limited Use Key
Diagnostics Key
EBiattery Check Key
Guard Check Key
Emergency Key
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Creating Additional Construction Keys (continued)

4. Atthe Create Construction Key PC dialog box, click

the button to the right of the box to assign a
Construction key to a staff member. (This button
has a hand pointing to the right.)

5. Click the open circle next to Staff and click OK.

Note: Construction keys can be given to either staff or vendors, but can only

be assigned to staff.

6. At the Staff List PC dialog box, simply B A—

The Key |z Azzigned To:

<Select a Key Uzer> I}':

HOME (m

x Cancel ‘

Keys Made Thiz Session: 0

Select User Type

click on the name of the person to Ca NS [IFNans THl |
receive this key and click Select. ADMIN css %
CARLSON ANNITA,
MATHEWS ROGER
PETERSON RYA&N z
RICHTER DAN A
SMITH JANE z
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Creating Additional Construction Keys (continued)

7. Atthe Create Construction Key PC dialog Create Construction Key

box, the name of the person you selected
will appear. Place a key in the electronic

key encoder now and click OK. }
The Key Iz Azzigned To:

ADMIM. TS5 =
STAFF 1]

o OK | X Cancel |

Keys Made This Seszion: 0

Note: You must keep the key in the electronic key encoder base while the key image spins on the PC
screen.

8. The PC dialog box will display, “The write operation was successful!” The key is now encoded. Click
OK, and then remove the key from the electronic key encoder base.

9. The screen will return to the Create Construction Key PC dialog box. If you wish to create additional
construction keys, click the button to the right of the box. (This button has a hand pointing to the
right.) Follow the procedures previously described.

Note: It is recommended that you limit the number of Construction keys to only those individuals who

absolutely need keys. The use of Construction keys are not stored in the lock’'s memory. When locks are
in the construction mode, they cannot be audited.

© SAFLOK WL 12/20/2007



SAM® RF Operations Manual 92
Section 5: Keys

5.2 Creating Master Keys

After a lock is programmed, a Construction key will no longer provide lock access. You must create
Master keys to open any programmed lock on your property, including unit, suite and common access
area locks. Master keys are strictly for you and your staff. They are not to be given to residents or even
vendors who need access to a number of areas on your property.

Note: Electronic Construction keys can be re-encoded to create new keys.

Note: Not all properties have the option to make Master keys. The option to create a Master key is not
available on the software installed at those properties.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

| # Security Access Manager SMITH, JOHN O is logged on -1 x|
| File Keys Utility Device Management Reparts Help

2. To create additional Master keys,
click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select Master

Key. Keys

Resident Key...
2 K

Inhibit Resident Key. ..
Inhibit Zone Key. ..
Inhibit Master Key...

LatchfUnLatch Key, .,

Conskruction Key
Limited Use Key
Diagnostics Key
EBiattery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Master Key PC dialog

box, select the New Key option if this

is the first Master key. © New Key O Dupiicate Key

Start Hour: | 12-00 am
The Key |z Assigned Tao:

<Select a Key Userr
NONE [a

Stop Hour: 12:00 AM

ey Expires
o 0K | x Carea] | zwpiration Date: | gg 0222005 ﬂ
Keys Made This Session: 0
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Creating Master Keys (continued)

5. The default settings for master keys
assign each key for a full 24 hours
each day with no expiration date.

You may leave the settings if they
meet your requirements. However, if
you wish to limit the number of hours
per day the key will provide access or
assign an expiration date, you can do
so now. To assign operational times
— during the time a new hire is on

(%) New Key (O Duplicate key
Start Hour:
The Key |z Aszsigned To:
<Select a Key User: Stop Hour:

NOME a
ol Key Expires

W OK | x Cancel |

Keys Made This Session: 0

= wpiration D ate:

93

Create Master Key

12:00 A

12:00 A

08/03/2005 |

probation, for example — adjust the start and stop hours on the PC dialog box. To assign an expiration
date, click the open box next to Key Expires. A Date field will appear beneath these words. Enter the
desired key expiration date in the Date field.

6. Now, you must name the person to whom you wish to assign the key in the box under the words,
“The Key Is Assigned To.” Click the button to the right of the box. (This button has a hand pointing to
the right.) This will display the Select User Type PC dialog box.

Note: Master keys can only be assigned to staff members.

Select User Type

7. Click the open circle next to Staff and click OK.

8. Atthe Staff List PC dialog box, any staff
members you previously entered into the
system will be listed in this box. Simply
click on the name of the person to receive
this key and click Select.

© SAFLOK
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STAFF LIST :

Last Name I First Name i Ml I
ADMIN CSS bd
CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN 2
RICHTER DaN A
SMITH JANE &
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Creating Master Keys (continued)

9. Back at the Create Master Key PC

dialog box, the name of the
person you selected will appear in O NewK O Dupicack
w ew ke uphcate ke
the box under the words, “The i’ plealE ey Start Hour: (13,50 07
Key Is Assigned To.” The Key Is Assigned To:
ADMIN, C55 I?: Stop Hour: | 1200 &M
10. When you are satisfied with the STAFF m [7] Key Exires
settings for this key, insert a key |—| et .
N ! i oK. C | zxpiration Date: | ng /03,2005 ﬂ
into the encoder and click OK. e : X —— |
Keyz: Made Thiz Session: O

— Note: You must keep the key in the electronic key encoder base while the key image
-l‘g* spins on the PC screen.

Note: Whenever you select the New Key option, a Lotdl)

Warning PC dialog box will appear, indicating that
creating a new key will cancel any other keys of @ WARNING: Creating a MEW key will cancel
the same type. If this is the first key of this type you arg;“;ﬁﬁi:ﬁ{; gfum:zﬁ"eﬂe'

are creating, click Yes to proceed. Otherwise, click ’ '

No to return to the Create Master Key PC dialog
box and select the Duplicate Key option.

S |

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

F |
Note: You must keep the USB cable
connected between the electronic key

encoder base and the PC while the © New

. . 00 Akd
key Image Splns on the PC screen. The Key |z Assi @ The write operation was suc_cessful!
The PC screen will display, “The write ADMIN, CS5 % The Key D for this key is 1. 00 £M
operation was successful!” STAFF

Keyz Made Thiz Sesgion: 0
The Key ID for this key is 1.
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Creating Master Keys (continued)

screen message to create
additional keys. Follow the

procedure described above to O Newkey @ Duplicate Key Sathon o

continue creating duplicate keys. T Fey (b Casim To :
<Select a Key Users e Stop Hour: | 1200 am
NONE ]

[ Key Expires

x Cancel |

Keyz Made Thiz Seszion: 1

The SAM RF System designates every new key created as Key ID 1. Each subsequent key you create as
a duplicate key will be designated Key ID 2, Key ID 3, etc. — up to Key ID 64. Carefully assigning key IDs
will increase the level of security the SAM RF System provides — allowing you to know exactly who has
which keys and helping you make sure that any lost or stolen keys no longer provide access.

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.
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5.3 Creating Additional Duplicate Master Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

2. To create additional Master keys, | # security Access Manager =1l
C||Ck on the KeyS menu at the tOp Of Flle Keys Utlty Device Management Reports Help
the window or the Keys icon.

3. Point to Create, then select Master
Key. Keys

Resident Key...
Zone Key. ..

Inhibit Resident Key. ..
Inhibit Zone Key...
Inhibit Master Key...

LakchfUnLatch Key...

Conskruckion Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

Create Master Key

4. Atthe Create Master Key PC dialog box, it
is important to accept (i.e., do not change)

N ! ) New Kep (=) Duplicate Key
the default setting of Duplicate Key _ Stat Hour: [12:00 aM
. . . The Key |z Assigned To:
because this will NOT be the first master <Selent a Key Users n | StonHou 1200 am
key you are creating. NONE ) i

Key Expires

Sk | X cerce | Zwpiration Date: [ 03/03/2005 |

Keys Made This Session: 0

5. If you wish to limit the number of hours per day that this key will provide access, you can do so now.
To assign an expiration date — during the time a new hire is on probation, for example — click the
open box next to Key Expires. A Date field will appear beneath these words. Simply enter an
appropriate date in the Date field.

6. At this point, refer to the previous section to continue duplicating Master keys, starting with Step 7.
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5.4 Creating Emergency Keys

Emergency keys are programmed to open any lock on your property, including unit, suite and common
access area locks. They are strictly for you, your local fire department, or other select emergency
personnel.

Note: Not all properties have the option to make Emergency keys. The option to create an Emergency
key is not available on the software installed at those properties.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. TO Create add|t|ona| Emergency ;ﬁSecurity Access anager SMITH, JOHN 1) is logged on =10l x|
keyS, Clle on the KeyS menu at the | File Keys Utility Device Management Reports Help
top of the window or the Keys icon.

3. Point to Create, then select

Emergency Key. Keys

Resident Key...
Zone Key. ..
Master Key...

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key...

LatchfUnLatch Key...

Zanstruction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emerag; v Key

4. Atthe Create Emergency Key PC dialog

box, select the New Key option if this is the et et
first emergency key you create. Emergency © New Key
keys provide 24-hour access to all unit, The Kew Is Assigned Tor
suite, and common access locks. el oy W ol
Emergency keys do not have expiration NOKE o
dateS ,Wl x Cancel |
Keys Made Thiz Session: 0

5. Click the button to the right of the box. (This
button has a hand pointing to the right.)
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Creating Emergency Keys (continued)

6. Click the open circle next to Staff and click OK.

Note: Emergency keys can only be assigned to staff members. T

" BE

= WENDIIH

CZK | % concel|

7. Atthe Staff List PC dialog box, simply - Uy

click on the name of the person to

receive this key and click Select. Any ;g::]:fme | E"sss‘”am I ::' I

staff members you previously entered CARLSON ANNITA

into the system will be listed in this box. MATHEWS ROGER
PETERSON RYAN z
RICHTER DAN A
SMITH JANE z

=i Select I

8. Back at the Create Emergency Key PC

dialog box, the name of the person you

selected will appear in the box under the © New Key © Duplicale Key
WOI‘dS, “The Key IS ASSigned TO." The Key | Azzigned Tao:
ADMIN, C55 = @
9. When you are satisfied with the settings STAFF m
for this key, insert a key into the encoder TZOK | X carcel |
and CI|Ck OK Keys Made This Session: 1
— Note: You must keep the key in the electronic key encoder base while the key image
"1!!:!!* spins on the PC screen.

Note: Whenever you select the New Key option, a bl
Warning PC dialog box will appear, indicating that
creating a new key will cancel any other keys of WARNING: Creating a MEW key will cancel
the same type. If this is the first key of this type @ any current keys of this bpe!

you are creating, click Yes to proceed. Otherwise, Dl o e lio aailiiL ey

click No to return to the Create Emergency Key
PC dialog box and select the Duplicate Key
option.

ST
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Creating Emergency Keys (continued)

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you

insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was

successful! The Key ID for this key is 1.”

Note: The SAM RF System designates [ . -
every new key created as Key ID 1. Ke'_,‘;m'ﬁiiw P

Each subsequent key you create as a © New

dup”cate key will be deSignated Key ID The wiite operation was successful

2, Key ID 3, etc. — up to Key ID 64. Theferlsdssia @ The Kep 1D For this key is 1.

Carefully assigning key IDs will increase
the level of security the SAM RF System
provides — allowing you to know exactly
who has which keys and helping you
make sure that any lost or stolen keys
no longer provide access.

10. Click OK on the PC dialog box screen
message to create additional keys. Follow
the procedure described above to continue
creating duplicate keys.

STAFF

Keys Made This Session: 0

The Key ID for this key iz 1.

Create Emergency Key

) New Key (%) Duplicate Key
The Key |z Azsigned Ta:
<Select a Key User> =i
MOME [0
o 0K | X Cancel |
Keys Made This Session: 1

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect

each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.
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Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. To create additional Emergency
keys, click on the Keys menu at the
top of the window or the Keys icon.

3. Point to Create, then select
Emergency Key.

Keys

Resident Key...
Zone Key. ..
Master Key...

Inhibit Resident kKey,..
Inhibit Zone Key...
Inhibit Master key...

LakchfUnLatch Key...

Construction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emerag;

Create Emergency Key

4. Atthe Create Emergency Key PC dialog box, it
is important to accept (i.e., do not change) the
default setting of Duplicate Key because this '® [l
will not be the first master key you are creating.

The Key |5 Assigned Ta:

|<Select a ke Usery =

MOME 0

x Cancel

Keys Made This Session: 0

5. At this point, refer to the previous section to continue duplicating Emergency keys, starting with

Step 5.
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Zone keys will open any lock within a specific zone, including common access area locks, unit locks and
suite locks. In other words, they are essentially a Master key for a specific zone. Assuming your property
has zones, you may decide that managers should only have keys for one or more specific zones.

Note: Not all properties have the option to make Zone keys. The option to create a Zone key is not
available on the software installed at those properties.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the
electronic key encoder to create keys.

2. To create additional Zone keys, click on the
Keys menu at the top of the window or the
Keys icon.

3. Point to Create, then select Zone Key.

4. Atthe Create Zone Key PC dialog box, it is
important to select the New Key option if
this will be the first zone key you are
creating. If this is the first zone key you
make, you will see at the top of this PC
dialog box in red letters, “No Keys Have
Been Made.”

5. The default settings for zone keys assign
each key for a full 24 hours each day with no
expiration date. You may leave the settings
if they meet your requirements. However, if
you wish to limit the number of hours per
day the key will provide access or assign an
expiration date, you can do so now. To
assign operational times — during the time a
new hire is on probation, for example —
adjust the start and stop hours on the PC

# Security Access Manager
| Flle Keys Utlity Device Management Reports Help

=1gix|

SMITH, JOHN Q is logged on

Keys

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key...

LatchfUnLatch Key...

Construction Key
Limited Use Key
Diagrostics Key
Battery Check Key
Guard Check Key
Emergency Key

Create Zone Key

(3) New Key () Duplicate Key
Start Hour: X
Zone: [ZaNE 01 3 12:00 &M
Stop Hour: | 92.00 oM
Ky will work in zelected Common Access Lock
[ ke Expires
The Key |z Assigned To:
<Select a Key User> =i
NONE (m
" Ok | x Cancel |
Keys Made This Session: 0

dialog box. To assign an expiration date, click the open box next to Key Expires. A Date field will
appear beneath these words. Enter the desired key expiration date in the Date field.
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Creating Zone Keys (continued)

6. Go to the Zone pull-down box and confirm that Cieate Zone Rey
you are creating a key for the appropriate zone. All
zones within your property will appear in the pull-
down box. In fact, the first zone should already be
selected and appear in the box. When you have
selected the desired zone(s), click OK.

(&) New Key

Key will work in

The Key |s Assigned To:
<Select a Key User>

HOME

Zore |ERIENE

102

Mo Keys Have Eeen Made

Start Hour: | 1200 aM
Stop Hour: [12:-00 am

[ Key Expires

L]

X Concol

Keys Made This Session: 0

7. Now you must hame the person to whom you wish to assign the key in
the box under the words, “The Key Is Assigned To.” Click the button to
the right of the box. (This button has a hand pointing to the right.) This
will display the Select User Type PC dialog box.

Note: Zone keys can only be assigned to staff members.

Select User Type

 STAFF
€ AESIDENT

= VENDOR

8. Click the open circle next to Staff and click OK. This  BEEEEEG_——

will take you to the Staff List PC dialog box. Any staff Last Name | Fist Name YN

members you previously entered into the system will | Z2hi5on i %

be listed in th|§ box._S|mpIy cI|ck_on the name of the atlaciold ApaRn .

person to receive this key and click Select. RICHTER DAN A
MITH JaN
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Creating Zone Keys (continued)
9. Back at the Create Zone Key PC dialog box, — EEaids]
the name of the person you selected will

MNa Keps Have Been kMade

appear in the box under the words, “The Key © New Key st o (o

Is Assigned To.” You will now confirm the Zane: [Z0NE 02 v 1200
default settings for the common access areas e il merk I sfocte] Conmon s Lock Stop Hour: | 12,00 M
for this zone. These default settings were set [ PoaLT ke Espires

up in the site design process and will not likely 0 PooL2

require any changes. However, you may SEEELS

choose to limit select common access lock(s) | [ggmgmggigg tggi ggl

by a zone key. If so, select the common E{EDMMDNAEEESS LOCK u;}

access locks you wish to assign or unassign (] [COMMON ACCESS LOCK 08] g

the particular key by clicking in the squares T b
next to the inside the common access lock PC  jaowin.cssx

dialog box area. STAFF i)
. e . . o OK | X Cancel |
10. When you are satisfied with the settings for Koys Mado This Sossiom 0
this key, insert a key into the encoder and click
OK.
— Note: You must keep the key in the electronic key encoder base while the key image
"1@;’ spins on the PC screen.

Note: Whenever you select the New Key option, a Warning

PC dialog box will appear, indicating that creating a new key
will cancel any other keys of the same type. If this is the first WARNING: Creating a NEWW key will cancel
key of this type you are creating, click Yes to proceed. @ any cunent keys of this bypel

A N o you wizh to continue?
Otherwise, click No to return to the Create Zone Key PC
dialog box and select the Duplicate Key option.

I

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC

while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful! The KEY ID for this key is 1.”
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Creating Zone Keys (continued)

The SAM RF System designates every new key
created as Key ID 1. Each subsequent key you
create as a duplicate key will be designated Key
ID 2, Key ID 3, etc. — up to Key ID 64. Carefully
assigning key IDs will increase the level of
security the SAM RF System provides — allowing
you to know exactly who has which keys and
helping you make sure that any lost or stolen
keys no longer provide access.

11. Click OK on the PC dialog box screen
message to create additional keys. Follow
the procedure described above to continue
creating zone keys.

104

(*) New Key O Duplicate Key
Zone: [ZONE 02 -

Start Hour: | 1200 ap
Stop Hour: | 1200 ap

The write operation was successfull

The Key D for this keyis 1. plepm il

]
O
O
O
O
O
O

The Key |z Assigned To:
LEA, TiM

STAFF (8)

I |

Keys Made This Session: 0

Create Zone Key

O Mew Key (%) Duplicate Key

Zone: | ZONE 02

Start Hour: | 12.00 am
Stop Hour: | 12.00 aM

[ Key Expires

|

ey will work. in selected Common Access Lock
[] POOLY
[] PoOL2 =
[] POOL3
[ 5Pa
[] [COMMON ACCESS LOCK 05]
[] [COMMON ACCESS LOCK, O8]
[] [COMMON ACCESS LOCK 07]
[] [COMMON ACCESS LOCK. 0] o,

The Key |z Assigned To:
<Select a Key User»

NOME W]

x Cancel |

Keys Made Thiz Session: 2

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect

each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.
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Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 5.7 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2 . To Create addlthI’]a' Zone keys’ C“Ck i N Security Access Manager SMITH, JOHN Q) is logged on 5 ;Iglﬂ

on the Keys menu at the top of the
window or the Keys icon.

3. Point to Create, then select Zone
Key.

4. Atthe Create Zone Key PC dialog box, it is
important to accept (i.e., do not change) the
default setting of Duplicate Key because this
will now be a duplicate Zone key.

| File kews Utiity Device Management Reparts  Help

Keys

Resident Key. ..

2o o0
Master Key...

Inhibit Resident Key...
Inhibit Zone kKey...
Inhibit Master Key. ..

LakchiUnLatch Key. ..

Construction Kesy
Limited Use Key
Diagniostics Key
Battery Check Key
Guard Check Key
Emergency Key

Create Zone Key

) Hew Ky @ Duplicate Key
Zore: [Z0NE 1 - Start Hour: | 12 00 ap

Stop Hour | 12.00 aM
Key will wark, in selected Comman Access Lock

[ Key Expires

The Key |z Assigned Ta:
<Select a Key Users

HONE L]

° OK XK Cancel

Keys Made This Session: 0

5. At this point, refer to the previous section to continue duplicating Zone keys until you have enough
keys to give to the appropriate number of staff members. Be sure to assign them as duplicate keys to
create a new key ID for each staff member. Be sure to also choose the appropriate zone for each

person.
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5.8 Creating Latch/Unlatch Keys

The latch/unlatch key allows a common access lock to be unlatched and latched. The first time the
latch/unlatch key is used in the lock it will unlatch the lock. When a lock is unlatched, a key is not needed
to open the door. The second time the key is used, it will latch the lock. When the lock is latched, you
must use a valid key to open the lock.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

I “0‘ Security Access Manager SMITH, JOHN Q is logged on =10 5[
| File Kews Utiity Device Management Reports  Help

2. Click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select

Latch/Unlatch Key. A
eys

Resident Key. ..
Zone Key...
Master Key...

Inhibit Resident Key...
Inhibit Zone kKey...
Inhibit Master Key. ..

Construction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check key
Emergency Key

4. Atthe Create Latch/Unlatch PC dialog box, it

is important to select the New Key option if MO AR
this will be the first latch/unlatch key you are
creating. If this is the first latch/unlatch key you e Kol s Te

make, you will see at the top of this PC dialog <Selectakay ey ﬂ
box in red letters, “No Keys Have Been Made.” NONE 0]

o OK X Cancel |

Keys Made This Session: 0

(3) Mew Key
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Creating Latch/Unlatch Keys (continued)

5. You must name the person to whom you wish to assign the key in the
box under the words, “The Key Is Assigned To.” Click the button to the

right of the box. (This button has a hand pointing to the right.) This will C STAFF

display the Select User Type PC dialog box. Click the open circle next -

to Staff and click OK. 2 HESIUE]
© VENDOR

Note: Latch/Unlatch keys can only be assigned to staff members.

STAFF LIST

6. At the Staff List PC dialog box, any staff members

. . . . Last N First N Mi
you previously entered into the system will be listed T e e
i i i i CARLSON ANNITA
in th|'s bo>§. Simply chc[( on the name of the person to D, s
receive this key and click Select. PETERSON RYAN z
RICHTER DAN A
SMITH JANE z
I} Select
-5

7. Back at the Create Latch/Unlatch Key PC dialog box, the name of the person you selected will appear
in the box under the words, “The Key Is Assigned To".

8. When you are satisfied with the settings for this key, insert a key into the encoder and click OK.

Note: You must keep the key in the electronic key encoder base while the key image
spins on the PC screen.

Note: Whenever you select the New Key q
option, a Warning PC dialog box will
appeatr, indicating that creating a new key
will cancel any other keys of the same
type. If this is the first key of this type you
are creating, click Yes to proceed.
Otherwise, click No to return to the Create
Latch/Unlatch Key PC dialog box and
select the Duplicate Key option.

WARMIMG: Creating a MEW key will cancel
any current keys of this typel

ADMIM, C55 % Do you wish to continue?

STAFF

S |

Keys: Made This Session: 0

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC

while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful! The key ID for this key is 1.”
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Creating Latch/Unlatch Keys (continued)

The SAM RF System designates every new key created as

Key ID 1. Each subsequent key you create as a duplicate key
will be designated Key ID 2, Key ID 3, etc. — up to Key ID 64. @

The write operation was succeszsfull

Carefully assigning key IDs will increase the level of security The Key ID for this kew is 1.

the SAM RF System provides — allowing you to know exactly
who has which keys and helping you make sure that any lost
or stolen keys no longer provide access.

9. Clck OK on the PO dilag box screen

message to create additional keys. Follow the
procedure described above to continue

creating duplicate keys. 2D 2nEEEE

The Kep |s Assigned To:

<Select a Key User» =i

MNOME 0]

o 0K | X Cancel ‘

Keys Made This Session: 1

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.
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5.9 Creating Additional Latch/Unlatch Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of

the window or the Keys icon. =l
3. Point to Create, then select
Latch/Unlatch Key.
Keys

Resident Key. ..
Zone Key...
Master Key...

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key. ..

Construction Kesy
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check key
Emergency Key

Create Latch/Unlatch Key

4. Atthe Create Latch/Unlatch Key PC dialog box, it
is important to accept (i.e., do not change) the

= MNew Key
default setting of Duplicate Key because this will Koy s A To
now be a duplicate latch/unlatch key. Seketaey Usen =1
NOME L}

x Cancel |

Keys Made This Session: 0

5. At this point, refer to the previous section to continue duplicating latch/unlatch keys until you have
enough keys to give to the appropriate number of staff members. Be sure to assign them as duplicate
keys to create a new key ID for each staff member.
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5.10 Preventing Staff Access

Merely deleting staff members from the SAM RF System is not enough to ensure the security of your
property. It is also very important that you collect whatever keys they might have in their possession. If
former staff members do not relinquish their keys, they can continue to gain access to common access
areas or to your residents’ units.

To ensure the security of your property whether or not you have collected any keys in former staff
members’ possession, you should reprogram the locks where these staff members previously had
access. To reprogram these locks, you need an Inhibit key.

An Inhibit key is programmed to tell a lock to ignore keys with specific key IDs. If you assign key IDs
carefully in the key creation process, the inhibiting process will be easy.
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5.11 Creating an Inhibit Master Key

If a staff member loses a key, the security risk is far more serious than when a resident loses a key
because staff members’ keys are usually either Master keys or Zone keys, which provide access to more
than just a single unit.

To ensure the security of your property your residents, you must carefully reprogram all the locks that the
lost key previously opened. To reprogram these locks, you’ll need either an Inhibit Master key or an
Inhibit Zone key with the ID number or numbers you wish to inhibit.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Cllck on the Keys menu at the top Of the ;ﬁSEcurity Access Manager SMITH, JOHN Q is logged on =10l =]
. . | File keys Utility Device Management Reports Help
window or the Keys icon.

3. Point to Create, then select Inhibit

Master Key. Keys

Resident Key. ..
Zone Key...
Master Key...

Inhibit Resident Key. ..

Latch/UnLakch Key. ..

Canstruction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Inhibit Master Key PC dialog box, simply

click in the box to the left of the staff member(s) whose
key(s) you wish to inhibit.

. . . . Select 1Ds to Inhibit:
5. Name the person to whom you wish to assign the inhibit ] Or LEBLANC, AniTA

key in the box under The Key Is Assigned To. Click the [ 02: LEA, TiM
button to the right of the box. (This button has a hand
pointing to the right.)

The Key |z Assigned To:

<Select a Key User» =i

NOME (0

' 0K | x Cancel |

Keys Made This Session: 0
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Creating an Inhibit Master Key (continued)

6. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.

Note: Inhibit Master keys can only be assigned to staff members.

7. Staff members you previously entered 7N AEG

into the system will be listed in this box.

Simply click on the name of the person to :;:mam I E?;N"'"e I ;" I
receive this new key and click Select. CARLSON ANNITA
MATHEWS ROGER
PETERSON RYAN z
RICHTER DAN A
SMITH JANE z

8. Back at the Create Inhibit Master Key PC dialog box, the name of the person you selected will appear
in the box under The Key Is Assigned To. When you are satisfied with the settings for this inhibit
Master key, insert a key, and then click OK.

ﬁ Note: You must keep the key in the electronic key encoder base while the key image
— spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC

while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful!”
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Creating an Inhibit Master Key (continued)

9. Click OK on the PC dialog box screen message to m_
create additional keys. Follow the procedure described

above to continue creating duplicate keys.

Note: Depending upon the size of your property, you may
wish to create several Inhibit Master keys and enlist the
assistance of other staff members to help you reprogram
these locks.

Key/Utility Write

@ The wirite operation was successful
10. Reprogramming Locks — Now that you have created
an Inhibit Master key, it is necessary to go to each and
every unit, suite and common access lock on your
property and insert the Inhibit Master key. This

process will reprogram the locks to no longer provide The Kep s Assigned To:
access to the lost key ID. LEA, TIM ;
I
STAFF 18]

| |

Kepz Made Thiz Sesszion: 1
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5.12 Creating an Inhibit Zone Key

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top e — —

I ;'9' Security Access Manager SMITH, JOHN Q) is logged on - |E||5|

Of the W|ndOW or the KeyS |Con- | File Keys Utlty Device Management Reports Help

3. Point to Create, then select Inhibit
Zone Key.

Keys

Resident Key...
Zone Key. .,
Master Key...

Inhibit Resident Key. ..
Inhibit Zone Key...
Inhibit Master Key...

LakchfUnLatch Key...

Zanstruction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Inhibit Zone Key PC dialog box, go to the Zone

pull-down box and confirm that you are creating an inhibit key
for the appropriate zone. If you set up zones correctly in the
site design process, all zones within your property will appear Zome: [Z0NE 0 2
in the pull-down box. Select the appropriate zone. Seloct IDs o Infibi
07: LE&. TIM
5. Inthe Select IDs to Inhibit box is a listing of all zone key IDs
created, along with the name of the staff member to whom you
wish to assign each key. Simply click in the box to the left of
the staff member(s) whose key(s) you wish to inhibit.
The Key Is Assigned Ta:
6. Name the person to whom you wish to assign the key in the i o ol |
box under The Key Is Assigned To. Click the button to the
right of the box. (This button has a hand pointing to the right.) X Concl
Keys Made This Session: 0
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Creating an Inhibit Zone Key (continued)

7. Atthe Select User Type PC dialog box, click the open circle next to Staff
and click OK. i
€ HESIENT
Note: Inhibit Zone keys can only be assigned to staff members. € VENDDR
o OK X Cancel |
8. Atthe Staff List PC dialog box, staff members you
previously entered into the system will be listed in this e Nas [ Fist Nome il
qu. Simply cllpk on the name of the person to receive oo oo %
this key and click Select. MATHEWS ROGER
PETERSON RYAN Z
RICHTER DAN A
SMITH JANE Z

9. Back at the Create Inhibit Zone Key PC dialog box, the name of the person you selected will appear
in the box under The Key Is Assigned To. When you are satisfied with the settings for this Inhibit
Zone key, insert the key into the encoder and click OK.

— Note: You must keep the key in the electronic key encoder base while the key image
S spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC g
will display an error screen until you insert a key into the electronic |
key encoder.

.

Zone: | ZOME 01 ~
Note: You must keep the USB cable connected between the PR

electronic key encoder base and the PC while the key image spins Key/Utility Write
on the PC screen. The PC screen will display, “The write operation
was successful!” Click OK on the PC message to continue creating @
inhibit zone keys.

The wiite operation was successful

10. Reprogramming Locks — Now that you have created an ety Aemed e
Inhibit Zone key, it is necessary to go to each and every unit, il o ot
suite, and common access lock in the zone and insert the
Inhibit Zone key. This will reprogram the locks to no longer |
provide access to the lost key ID.

Keys Made This Session: 0

Note: Depending upon the size of your zone, you may wish to create several Inhibit Zone keys and enlist
the support of other staff members to help you reprogram these locks.
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5.13 Creating Guard Check Keys

The Guard Check key allows your staff or security to register their patrol throughout your property. The
non-opening key is programmed to function in all of your common access locks. The key can be read
upon return from the locks. You can view and print reports of the lock names and the times the Guard
Check keys were inserted. The report will show the last 25 common access locks in which the key was
used. After a key is read, it should be erased.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2 . Cllck on the KeyS menu at the tOp Of the | # Security Access Manager SMITH, JOHN Q is logged on =l0lx|

File Keys LUkility Device Management Reports  Help

window or the Keys icon.

3. Point to Create, then select Guard Check
Key.

Keys

Resident Key...
Zone Key...
Masker Key. ..

Inhibit Resident Key...
Inhibit Zane Key...
Inhibit Master Key. ..

Latch/UnLatch key...

Construction Key
Limited Use Key
Dizgnostics Key

4. Atthe Create Guard Check Key PC dialog box, you must
name the person to whom you wish to assign the key in
the box under the words, “The Key Is Assigned To.”
Click the button to the right of the box. (This button has a The Kep s Assigned Tor
hand pointing to the right.) <Select a Key Users o1
MOME [ J

x Cancel |

Keys Made This Session: 0

5. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.
(| STAFF
Note: Guard Check keys can only be assigned to staff members. | BESIDENT
& WENDIH

[ % comcel |
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Creating Guard Check Keys (continued)

6.

screen until you insert a key into the electronic key encoder.

At the Staff List PC dialog box, simply

click on the name of the person to
receive this key and click Select. Any

staff members you previously entered

into the system will be listed in this box.

117

srarrust

Back at the Create Guard Check Key PC dialog box,
the name of the person you selected will appear in the
box under The Key Is Assigned To. When you are
satisfied with the settings for this key, insert a key into

the encoder, and then click OK.

spins on the PC screen.

Last Name | First Name ITH
ADMIN Css %
CARLSON ANNITA,

MATHEWS ROGER

PETERSON RYAN z
RICHTER DAN A
SMITH JANE Z

Create Guard Check Key

The Key |z Assigned Ta:
ADMIN, C55

STAFF [1]

o OK | x Cancel |

Keys Made This Session: 1

Note: You must keep the key in the electronic key encoder base while the key image

Note: If a key is not currently in the electronic key encoder, the PC will display an error

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful!”

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create this session.

8.

Click OK on the PC dialog box screen
message to create additional keys for staff
members. Follow the procedure described
above.

-

The wirite operation was successiul

T
Keys Made This Session: 2

Note: It is recommended that you label each key as it is created to avoid confusion later.
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5.14 Reading the Guard Check Key

When the key is returned, it should be read to view or print the report of where the key was used. The
report will show the last 25 common access locks in which the key was used.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

2. Insert the Guard Check key into the electronic encoder.

3 . PO | nt tO the K eys pu I I_down men u and 1 ; Security Aess Manager SMITH, JOHN Q) is logged on ;IQIZI
| File kews Utiity Device Management Reparts Help
select Read.

Note: If the key is not currently in the
electronic key encoder, the PC will display
an error screen until you insert a key into
the electronic key encoder.

Keys

Create B
Read...
Note: You must keep the USB cable
connected between the electronic key
encoder base and the PC while the key
image spins on the PC screen.

4. Atthe Key Read screen, you will see the key type,
who the key was assigned to, the status of the key Kep Type: [Guard Check Key

and who made the key. Click on Report. Assigned Tor [DOE. JANE A
STAFF 12

Status: [Current

Made By [SMITH. JOHN O
STAFF 2)

1 Audit Records

@ Beport
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Reading the Guard Check Key (continued)

5. At the Output Options PC dialog box, click OK.

Within a few moments, the report will appear on screen. The

Guard Check Report will show the Lock Name, Date/Time and

Day of Week the key was used.

6. When finished viewing the report, click
on File, then Exit. This will return you
to the Key Read screen. If you would
like, you can erase the key by clicking
on the Erase box on the bottom right
of the screen. Once the key is erased,
click Close to return to the SAM RF
System main menu screen.

© SAFLOK
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Output Options X

elected Printer
HP LazerJet 2200 Series PCL Se ‘

—Report Destination
= Printer

% Preview . Cancel |
Coee |
Format: IRave Snapshot File vl §etup |

—Option:
Copies ™ Callate
I1 I~ | Duples:

e REWS LI LEYILE I gL REpUTs e

=10l x|
File Page Zoom Help
EEEIEE T oft | B A B Zoom [0 % | W
NORTHWIND APARTMENTS
GUARD CHECK KEY REPORT
Number of entries; 1
Lock Name Date/Time Day of Week

FOOL

0272005 044053 pm Thu

WL 12/20/2007



SAM® RF Operations Manual 120
Section 5: Keys

5.15 Creating Diagnostics Keys

The Diagnostics key is designed to help analyze and reveal why a key will not gain entry. This is a non-
opening key that may be used in any lock on the property. If a lock does not allow access for its
programmed key, program a Diagnostics key and insert it into the lock in question. Return the Diagnostics
key to the PC for a diagnostics report.

Note: The key that will not gain access must be the last key used in the lock prior to the Diagnostics key
to secure information.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

| # Security Access Manager SMITH, JOHN 0 is logged on i =10 x|

Keys Uity Device Management Reports  Help

Note: The utility device need not be in the
electronic key encoder to create keys.

2. Click on the Keys menu at the top of the

. ; K
window or the Keys icon. Ve

Resident Kay...
Zone Key...
Master Key...

3. Point to Create, then select Diagnostics
Inhibit Resident Key...
Key. Inhibit Zone Key...y

Inhibit Master Key...
LatchfUnLatch Key. ..

Construction Key
Limited Uss Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Diagnostics Key PC dialog box, you
. . Create Diagnostics Key
must name the person to whom you wish to assign the
key in the box under the words, “The Key Is Assigned

To.” Click the button to the right of the box. (This T e b T
button has a hand pointing to the right.) SelectaKeylsen o

NOME (m

H oK x Cancel |
Keysz Made Thiz Seszion: 0

5. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.

" STAFF
Note: Diagnostics keys can only be assigned to staff members.
o BESIDENT
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Creating Diagnostics Keys (continued)

121

6. Atthe Staff List PC dialog box, any staff

members you previously entered into the

system will be listed in this box. Simply Al\.g:lll:lm I E‘S‘:"m I ;“ I

click on the name of the person to receive CARLSON ANNITA

this key and click Select. MATHEWS ROGER
PETERSON RYAN z
RICHTER DAN A
SMITH JANE z

7. Back at the Create Diagnostics Key PC dialog box, the
name of the person you selected will appear in the box
under The Key Is Assigned To. When you are satisfied
with the settings for this key, insert a key in the encoder
and click OK.

ﬂ spins on the PC screen.

Create Diagnostics Key

The Kep |z Azsigned To:
AOMIN, C55 %

STAFF 1]

o 0K | XK Cancel |

Keys Made This Session: 0

Note: You must keep the key in the electronic key encoder base while the key image

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you

insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was

successful!”

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect

each key you create this session.

8. Click OK on the PC dialog box screen message to
create additional keys for staff members. Follow the
procedure described above.

Note: It is recommended that you label each key as it is
created to avoid confusion later.

© SAFLOK

@ The write operation was successhul

Keys Made This Session: 0
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5.16 Reading the Diagnostics Key

After the Diagnostics key has been used in the lock, you will need to read it to get the error as to why the
key did not work.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

2. Insert the Diagnostics key into the electronic key encoder.

3. P0|nt to the KeyS pu“ dOWn menu and ] security Access Manager SMITH, JOHN Q is logged on =gl x|
Select Read . File Keys Utility Device Management Reports Help

Note: If a key is not currently in the
electronic key encoder, the PC will display
an error screen until you insert a key into the
electronic key encoder.

Keys

Create ¥

Note: You must keep the USB cable
connected between the electronic key
encoder base and the PC while the key
image spins on the PC screen. When the
key is read it will automatically display the
Key Read PC dialog box.

4. Atthe Key Read screen, you will see the key type, who
the key was assigned to, the status of the key and who
made the key. Below that is the Diagnostic Key e T POETANER
Information. This will show the error code number and a STAFF 112
brief description explaining why the key did no work in
the lock. If you would like, you can erase the key by
clicking on the Erase box on the bottom right of the Mate B: [SHITH. JORN @
screen. Once the key is erased, click Close to return to STAFE H
the SAM RF System main menu.

Key Type: [Diagnostics Key

Status: [Current

Diagnostic Key Information

Code: B

Desc: Unit 1D on the key does not match with the lock,
Unit: 104B
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5.17 Creating Battery Check Keys

The Battery Check key is a non-opening key that is designed to check the battery voltage in the lock. If
the lock’s batteries have 5.0 volts or more when the Battery Check key is used, the lock light will display
one green light. If the lock’s batteries have less than 5.0, volts, the lock will display one red light. This
means you must replace the batteries in the lock. The Battery Check key never expires. It can be used on
any lock on the property.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of the window e T =1
or the KeyS iC0n Fie Keys Utiity Device Management Reports Help

3. Point to Create, then select Battery Check Key.

Keys

Resident Key...
Zone Key...
Master Key...

Inhibit Resident Key...
Inhibit Zone Key. .
Inhibit Master Key. .,

LatchfUnLatch Key...

Construction Key

Emergency Key

.
4. Atthe Create Battery Check Key PC dialog box, you

must name the person to whom you wish to assign the
key in the box under The Key Is Assigned To. Click the The Kep Is Assigned To:

button to the right of the box. (This button has a hand <Select a Key Liser> ﬂ
pointing to the right.) NONE ]

] oK X Cancel |
Keyz Made Thiz Seszion: 0

5. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.
" STAFF

Note: Battery Check keys can only be assigned to staff members.
& IHESIDENT
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Creating Battery Check Keys (continued)

STAFF LIST

6. At the Staff List PC dialog box, any staff

members you previously entered into the AL;E%EM | EE;NEM | :" |
system will be listed in this box. Slmply. CARLSON ANNITA
click on the name of the person to receive MATHEWS ROGER
; i PETERSON RYAN Z
this key and click Select. S K i
SMITH JANE z

7. Back atthe Create Battery Check

Key PC dialog box, the name of the
person you selected will appear in

the box under the words, “The Key The Key s Assigned To:

Is Assigned To.” When you are ADMIN. £S5 %

satisfied with the settings for this STAFF ]
key, insert a key in the encoder and

click OK. v ok | X concel |

Keys Made This Session: 0

— Note: You must keep the key in the electronic key encoder base while the key image
S spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC dialog screen will display, “The write operation was
successful!”

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create this session.

8. Click OK on the PC dialog box screen message to create
additional keys for staff members. Follow the procedure
described above.

@ The wiite operation was successfull
Note: It is recommended that you label each key as it is created
to avoid confusion later.

Keys Made This Sesszion: 0
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5.18 Limited Use/Vendor Keys

Limited Use keys are for vendors whose product and service companies help keep your property running
smoothly or staff members and potential residents who may wish to view a unit or common access area.
A vendor might provide pool-cleaning services, sending one or more employees to your property on a
regular basis. A vendor might also provide a one-time service, such as a plumber replacing a broken pipe
in a resident’s shower.

Limited Use keys provide access to a designated area (or areas) for a limited period of time that you
define as you create the key. The Limited Use key can be programmed to provide access to a single
location — such as a specific common access area or one specific unit — or up to 20 units per key.

Rather than provide a Master key to a vendor — giving him or her access to more areas than necessary —
you can create a vendor key, also known as a Limited Use key. Limited Use keys provide access for a
specific vendor to a designated area (or areas) for a finite period of time, up to 24 hours.

Before creating Limited Use keys, it is highly recommended that you register the specific vendor, as well

as that vendor’s employee(s), in the SAM RF System. This will allow you to assign Limited Use keys
appropriately and to track these keys if necessary later.
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5.19 Creating Limited Use/Vendor Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

1% Security Access Manager SMITH, JOHN Q is logged on : -0 x]
File Keys Utlity Device Management Reports Help

Note: The utility device need not be in the
electronic key encoder to create keys.

2. Click on the Keys menu at the top of the
window or the Keys icon.

Keys

Master Key...

Inhibit Resident Key. .
Inhibit Zone Key...
Inhibit Master Key. .

3. Pointto Create, then select Limited Use Key.

LatchfUnLatch Key...

ey
Battery Check Key
Guard Check Key
Emergency Key

4. In the Create Limited Use Key PC dialog box,

the first step is to select the locks that this key

R N i Key will work in Unit Locks: Ky will work in Common Access Locks:
will open. You can choose a single unit or any 0 PoaLt
combination of units up to a total of 20, as well O E:ggg; O Eggtg
as common access areas. When the Limited EUNlij Esw_\
Use key is read, it will show the last 40 locks [ uNIT-004 [] [COMMON ACCESS L
: H [ UmIT-005 [] [EOMMOM ACCESS L
in which the key was used. [ UNIT-006 [ [COMMON ACCESS L @ Mark A
[ umIT-007 [] [EOMMOM ACCESS L
Note: For the common access areas, you can Eﬂ::;ggg E{Egmg: igggggt
click Mark A!I to easily select .aII common access [ UNIT-010 [ [COMMON ACCESS L v
locks. If you intend to select eight out of 10 of [ UNIT-011 v >
these locks, for example, you can Mark All, then Bold tems have open or pending P
) wiork orders. Walid Date: | g7 20,2005 j
click the two unwanted areas to unselect them. o
[]One Shat Key Expiration Time: | g1.13 P

5. Next, if you wish a Limited Use key to have Wesliay bl Vo

one-time access, click the square next to One ;ZTEMKE?USED o ot |
Shot Key. This will program the key to work for

only one unit lock and allow it to open this lock LK | X coes |

only once.

6. You will need to assign a date and expiration time for the Limited Use key. First, click on Valid Date
and assign the date you wish the key to expire (this date can be in the future) if a future date is
selected; the key will not begin working until 12:01 a.m. on that date. Next, go to Expiration Time
and assign the time you wish the key to expire.

Note: Any unit numbers that appear in bold print have an open or pending work order. To view the work
order, double click on the unit number. See Sections 4.10-13 for detailed information on work orders.
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Creating Limited Use/Vendor Keys (continued)

7. You must name the person to whom you wish to assign the key in the

box under The Key Is Assigned To. Click the button to the right of the
box. (This button has a hand pointing to the right.) This will display the

Select User Type PC dialog box.

8. Click the open circle next to Vendor and click OK.

This will take you to the Vendor Company List PC

dialog box.

9. Any vendor companies previously entered
into the system will be listed in this box.
Click on the name of the vendor, and then
click Employees.

10. Click on the name of the vendor employee,
and then click Select. This will take you
back to the Create Limited Use Key PC
dialog box.

© SAFLOK
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" STAFF
" RESIDENT
 VENDOR
T/ ]| X concel |

MName
EUGEBGOME

FOOLS R US

i LCloze |

Vendor Employee List - BUGBGONE

Last Name
SELLERS

First Mame
FRED

M UserlD
12

E LCloze |
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Creating Limited Use/Vendor Keys (continued)

Create Limited Use Key

11. The name of the vendor employee you selected
will now appear in the box under The Key Is
Assigned To. When you are satisfied with the
settings for this key, click OK.

Key will work in Uit Locks:

1o

[ uMIT-00m

[] uMIT-002

[] UNIT-003

[] UMIT-004

[] UMIT-005

[] UNIT-006

[ uMIT-007

[] uMIT-008

[ uMIT-009

] uNIT-010

[ uMIT-011 ~

Eold itemz have open or pending
work orders.

[] One Shat Key

The Key |z Assigned To:

SELLERS. FRED

WENDOR
BUGBGONE

s |

Key will work in Common Access Locks:
[] PoOLA
[] PoOL2
[] POOL3
[] 5Pa
[] [COMMOM ACCESS L
[] [COMMOM ACCESS L
[] [COMMON ACCESS L
[] [COMMOM ACCESS L
[] [COMMOM ACCESS L
[] [COMMOM ACCESS L
[ [COMMOM ACCESS L »

>

Yalid Date: | g7/ 30/ 2005
Expiration Time: | g4. 23 Pp

N2

X Cancel |

128

@ Mark Al
@ Clear Al

=

Note: You must keep the key in the electronic key encoder base while the key image

spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you

insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC dialog screen will display, “The write operation was

successful!”

12. Click OK on the PC dialog box screen message
to create additional limited use keys. If you have
more than one vendor or vendor employee
needing access, repeat the process for creating
a Limited Use key. Be sure to assign each key
to a specific vendor employee to be able to track
the key if necessary.

© SAFLOK

K.ey will work. in Unit Locks:
1m
] umIT-001
[] umIT-002
[] UnIT-003
[] UNIT-004
[l

The write operation waz successfull

K.ey will work in Cammon Access Locks:
[] FOOLT
[] POOLZ
[] POOL3
[] 5P
[] [COMMON ACCESS L
habd LRI M

B Mark 2

@) Clear Al |

[ One Shat Key

The Key |s Aszsigned Ta:

SELLERS, FRED

YENDOR
BUGBGOME

Expiration Time: | g4. 23 Pp

1z
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5.20 Reading Limited Use Keys

129

After a Limited Use key has been issued and used, you can read the key. Reading the key will allow you
to save the audits from the key. The audits will allow you to see where and when the key was used.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top
of the window or the Keys icon.

3. Click on Read.

Note: If a key is not currently in the
electronic key encoder, you will be
prompted to insert a key into the
electronic key encoder now. You must
keep all the USB cable connected
between the electronic key encoder
base and the PC while the key image
spins on the PC screen.

4. The Key Read PC dialog box displays the key
type, to whom the key was assigned, the status

of the key, the expiration date, who made the
key and the common access locks and unit

numbers the key was programmed to access. At

the bottom left of the screen there is a box to
Save Audits. If you click on the box it will

display the Confirmation Requested PC dialog

box.

© SAFLOK
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Keys

Create b
Read...

Key Read

Key Type: [Limited Use Keyp

Assighed To: [DDE. JANE A
STAFF (121

Status: [Current

Expitation Date: 1042772005

Made By: [SMITH, JOHN Q
STAFF (2)

KeylD: [2

Allowed In Common Access Locks:
POOL 1048

1 Audit Records:

Save Audits |
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Reading Limited Use Keys (continued)

5. To save the report for later viewing, click Yes. This EiEm
will display the Success PC dialog box.

Key Type: [Limited Use Key

Assigned To: DOE. JANE A
STAFF nz

1140342005

Confirmation Requested

Mac There are 1 audit records. Do you wish to 3
save the records far later report viewing?

1 Audit Records

Save Audits

6. The Success PC Dialog Box confirms that the
operation was successful and the report was
saved. Click OK.

Note: If you save the audits, you can print or view the @ Dperation was successhul,
Limited Used Audit Report. The Limited Use Audit will
show the last 40 times the key was used. For details
on the Limited Use Audit Report, see Section 7.6.

Note: It is not necessary to replace lost or stolen
limited use keys if they have reached their expiration
date and time.
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Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of the
window or the Keys icon.

3. Point to Create, then select Resident
Key.

box, your first task is to select either the
New Key option or the Duplicate Key
option. As with master keys, you must
choose the New Key option each time you
create the first key for a specific unit and
the Duplicate Key option for subsequent
keys created for the same unit.

5. The next step is to go to the Unit pull-
down box and select the appropriate unit.
Units within your property that are
programmed in the SAM RF System will
appear in the pull-down box.

© SAFLOK
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Keys

Reesident Key. ..
Zone Key.,.
Master Key...

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key...

LakchfUnLatch Key. ..

Construckion key
Limited Use Key
Diagnostics Key
Eattery Check Key
Guard Check Key
Emergency Key

At the Create Resident/Unit Key PC dialog

(%) New Key () Duplicate Key
Unit: |1m I

Key will work in selected Cammon Access Lack
[ Key Expires

The kKey |z Azssigned To:

<Select a Key Users e

MONE ]

" OK | X Cancel |

Keys Made This Session: 0

WL 12/20/2007



SAM® RF Operations Manual

Section 5: Keys

132

Creating Resident/Unit Keys (continued)

6. The key will have no expiration date unless
you assign one. If you wish to assign an
expiration date, click the box next to Key
Expires. A Date field will appear beneath
these words. Enter the desired key
expiration date in the Date field. You must
name the person to whom you wish to
assign the key in the box under The Key Is
Assigned To. Click the button to the right of
the box. (This button has a hand pointing to
the right.)

7. Assuming you are creating a key for a resident, click the open circle

next to Resident and click OK.

Note: Resident keys can be assigned to either staff members or residents.

8. This will take you to the Resident List PC
dialog box. Any residents registered into the
system for that particular unit will be listed in
this box. Simply click on the name of the
person to receive this key and click Select.

Note: To add a resident into the system, see
Section 4.7 “Adding Residents to the SAM RF
System”.

© SAFLOK

Create Resident Key
Mo Keps Have Been Made

() Mew Key
Urit: 417001 -

ey will work in selected Common Access Lock
Keyp Expires

Expiration Date: m 3172005 2]

The Keypls Azsigned To:

<5Select a Key User: g
I=i
NONE (0} J
o 0K X Cancel |
Keys Made This Session: 0
" STAFF
" RESIDENT
= WENDT
X Corcel |

RESIDENT LIST

M UserlD

First Name Lirnited?

Last Mame
LEBLANC

LEBLANC TEMP 4
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Creating Resident/Unit Keys (continued)

5. Bakal he Creato Resident Koy PC

dialog box, the name of the person you
selected will appear in the box under the _
words, “The Key Is Assigned To.” Select ©ONew o © Dupicsts Ky
. t:
the common access locks you wish to add i s
to the I‘eSIdent key you are programmlng Key will work, in selected Common Access Lock
Place the cursor in the box to the left of FOOLT (e Erpzs
. FOOLZ
the common access locks you wish to Epuma
assign to the resident and click. A check 5PA
mark will appear. When you are satisfied EovMON coEee Lok o6
with the settings for this key, click OK. [COMMON ACCESS LOCK 07]
[] [COMMON ACCESS LOCK. 08] o,
The Key |z Azzigned To:
LEBLANC, &MITA -
g I=i
RESIDENT 2 J
o OK | X Cancel |
Keys Made This Session: 0

— Note: You must keep the key in the electronic key encoder base while the key image
S spins on the PC screen.

Note: Whenever the New Key option is selected, a Warning PC  [ELTH
dialog box will appear, indicating that creating a new key will
cancel any other keys of the same type. If this is indeed the very @ WAF‘“'%CCJ;::?E; g‘mi‘gﬁp@!" RS
first key of this type you are creating, click Yes to proceed. Da you wish to continue?
Otherwise, click No to return to the Create Resident/Unit Key PC

dialog box and select the Duplicate Key option.

Qo |

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful! The key ID for this key is 1.”

10. Click OK on the PC dialog box screen message to

create additional resident keys. Follow the procedure
described above until you have enough keys to give to

the appropriate number of residents. Be sure to assign @
additional keys created for the same unit as duplicate
keys (to create a new key ID for each resident) and to
carefully label them for each specific resident.

The write operation was successfull
The ke 1D for this key is 1.
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5.22 Creating Additional Duplicate Resident/Unit Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of  |FEEEELEEAREIIE =101
the W|ndOW or the Keys |COn | File keys LUtity Device Management Reports  Help
3. Point to Create, then select Resident
Key.
Keys
Resident Key...
Zone Key,..
Master Key...
Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key. ..
LatchiUnLatch Key,..
Construction Kesy
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check key
Emergency Key
4. Atthe Create Resident Key PC dialog box, it is frate ResidentKey |
important to accept (i.e., do not change) the
default setting_of Duplilcate Key because this will e R
now be a duplicate resident key. Unit 3
. . . . Feyp will work in selected Common Access Lock
5. At this point, please reference “Resident/Unit Key ’ : [ Jkey Expres
Options” and “Encoding the Resident/Unit Key”
earlier in this section to continue duplicating
resident keys until you have enough keys to give
to the appropriate number of residents. Be sure to
assign them as duplicate keys to create a new key
ID for respective residents. The Key Is Assigned Ta:
<Select a Kep User» I}:
MOME )]
x Cancel
Keys Made This Session: 0
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5.23 Preventing Resident Access

Merely deleting residents from the SAM RF System is not enough to ensure the security of your property.
It is also very important that you collect whatever keys former residents might have in their possession. If
former residents do not relinquish their keys, they can continue to gain access to common access areas
and to their former unit(s).

To ensure the security of your property AND the security of the new residents of that unit, it is important to
make sure that any keys in a former resident’s possession will no longer provide access.

To prevent access, you must reprogram the locks that the residents previously had access to. To
reprogram these locks, you need to create an Inhibit Resident key. If a new resident will be moving in
immediately you do not need to create an Inhibit Resident key. When the new Resident key is made and
used in the lock(s) it will invalidate the previous Resident(s) keys.
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5.24 Replacing Lost Resident Keys

Note: Replacing lost Resident keys is discussed in this section. Replacing lost Master keys and Zone
keys (Staff keys) is discussed in Sections 5.11 and 5.12.

One of the tasks you will perform most often with the SAM RF System is replacing keys lost by either staff
or residents. When keys are lost, there are two ways to ensure the security of the property.

First, you may choose to create a new key for each resident. Refer to Section 5.21 to create a new
Resident key for each resident and use the keys in the lock immediately.

Alternately, you will need to create replacement keys and visit the lock to inhibit the lost key as discussed
in this section.

Note: When there is only one resident in a unit, replacing that person’s key is a fairly simple process.
Simply create a new key for the resident, and once the key is used in the lock(s), it will invalidate the lost
key. However, when several people reside in a unit, a key assigned specifically to one of the residents
may end up being used by another. When replacing a lost key in the case of multiple residents, it is
critical that you determine which key is actually lost.

The best way to determine exactly which key is lost is to have all the other residents of that unit bring their
keys to the office so that you can read each key using the electronic key encoder. This will provide
information as to each key’s ID and to whom it is assigned.

Reading Resident Keys

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

i ¥ Security Access Manager SMITH, JOHN 0 is logged on —10O] x|
| File kews Utiity Device Management Reports Help

2. Click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select Read.

Keys

Create b

Note: If a key is not currently in the
electronic key encoder, you will be
prompted to insert a key into the
electronic key encoder now. You must
keep all the USB cable connected
between the electronic key encoder base
and the PC while the key image spins on
the PC screen.
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Replacing Lost Resident Keys (continued)

The Key Read PC dialog box will then appear and Key Read
display the type of key, to whom the key is assigned,
the status of the key, the expiration date, the unit

Key Type: [Resident Key
Aszsigned To: |KEATINE, MARYANN J

number and the key ID. In addition you will see the RESIDENT 18]
staff member_who made the key and the common — Erpirton Dt Navar——
access locks it was allowed to access. Uni: [TOTA

Made By: [SMITH, JOHN Q KeplD: 4

Once you have determined which resident/unit keys STAFF H

are accounted for, you will know exactly which key tllowed In Common Agcess Locks:
ID is missing. However, before you create a FARKNG GARAGE
replacement key, it is essential that you first create Foot

an Inhibit Resident key.

e | [

Creating an Inhibit Resident Key

An Inhibit Resident key is programmed to tell a lock to ignore keys with specific key IDs. In the process of
making an Inhibit Resident key, the SAM RF System will be programmed with the knowledge that a
specific resident key is no longer a valid key ID.

When you create the Inhibit Resident key, it will be programmed with the invalid key ID and its
information. As the Inhibit key is used, it will automatically program each lock to ignore the invalid key ID.
This is why it is so important to determine which key is actually lost. If you are not certain exactly which
key ID is lost, you might invalidate the wrong key.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

i ¥ Security Access Manager SMITH, JOHN 0 is logged on 10l x|
| File kews Utiity Device Management Reports Help

2. Click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select Inhibit

Resident Key.
Keys

Create P
Read...
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Replacing Lost Resident Keys (continued)

4. Atthe Create Inhibit Resident Key PC dialog box, your first
task is to select the appropriate unit in the pull-down box.
Once you have selected the unit in question, the Select
IDs to Inhibit box lists all resident key IDs created for that
particular unit, along with the names of the residents each Uit 101 v
key is assigned to. Simply click in the box to the left of the

resident(s) whose key(s) you wish to inhibit. Click the Rt DAL

01: LEBLANC, ANITA
button to the right of the box with the message “This Key Is [ 02: LEBLANC, TEMP
Assigned To.” (This button has a hand pointing to the
right.)

Note: If more than one Resident key is lost, you can select

more than one key ID to inhibit.
The Key |z Assigned To:
LEBLANC, ANITA

RESIDENT (2]

o O | XK Cancel |

Keys Made This Session: 1

5. To choose a staff member to assign this key to, click the open circle
next to Staff and click OK. This will take you to the Staff List PC dialog
box. To choose a resident to assign this key to, click the open circle L Bl
next to Resident and click OK.  RESIDENT

Note: Inhibit Resident keys can be assigned to staff members or residents.

6. This will take you to the Resident List PC dialog box.
Click on the name of the person who will be assigned e T L
this key and click Select. LEBLANC TEMP !
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Replacing Lost Resident Keys (continued)

7. Back at the Create Inhibit Resident Key PC dialog box, the name of
the person you selected will appear in the box under the words, “The
Key Is Assigned To.”

Unit: 101 -

Select 1D ta Inkibit:
01: LEBLANC, ANITA

8. When you are satisfied with the settings for this Inhibit Resident key, 0] 02 LEBLENE, TEMP
insert a key into the encoder and click OK.

The Key |s Assigned To:

LEBLANC, ANITA

RESIDENT 21

' Ok XK Cancel

Keys Made This Session: 1

— Note: You must keep the key in the electronic key encoder base while the key image
’_.‘@‘*’ spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC dialog screen will display, “The write operation was
successful!”

9. Click OK on the PC message to continue creating Inhibit Resident E -
keys if you wish.

Uit 17 3

Note: “The Keys Made This Session” number at the bottom of the PC
dialog box will change to reflect each Inhibit Resident key you create.

Now that you have created the Inhibit Resident key, you have updated &) Wiz =R a0 Qs
the SAM RF System as to which resident key IDs are no longer valid. You
can immediately create a replacement Resident key.

The Key s Assigned Ta:

10. Reprogramming Locks To ensure the security of your property, all LEBLANC. ANITA s
locks that a lost key once opened must be reprogrammed to ignore RESIDENT B
that key from now on.

Keys Made This Session: 0

IMPORTANT: You will need to insert the Inhibit Resident key into that resident’s unit lock, suite lock (if
applicable) and all common access locks on your property. This will reprogram the locks to no longer
provide access to any of the key IDs selected.
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5.25 Creating a Replacement Resident Key

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

;ﬁ Security Access Manager SMITH, JOHN Q) is logged on - Dlﬂ

2. Click on the Keys menu at the top
of the window or the Keys icon.

File Keys Utility Device Management Reports Help

3. Point to Create, then select

Resident Key.
Keys

Read... Zone Key...
Master Key. ..

Inhibit Resident kKey...
Inhibit Zone Key...
Inhibit Master Key...

Latch/UnLateh Key. ..

Construction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Inthe Create Resident/Unit Key PC .
. L. . Create Resident Key
dialog box, it is extremely important to

accept the default Duplicate Key

option. Selecting the New Key option ONewkey O Empinele
will invalidate ALL other Resident keys Hit 101 4
for th IS unit. Ky will work. in selected Comman Sccess Lock
POOL [ Key Expires
5. At this point, please reference Egggi
“Resident Key Options” and “Encoding SPA
the Resident Key” earlier in this [ [EOMMON ACCESS LOCK 0]

. . . . [ [COMMON ACCESS LOCK 08]
section to continue duplicating _ [ ICOMMON ACCESS LOCK 07]
replacement Resident keys until you [ [COMMON ACCESS LOCK 08] o
have enough_ keys. Be sure to assign The Kep s signed To
them as duplicate keys to create a <Select aKep Usen o
new key ID for respective residents NONE (
and/or staff members.

" OK | X Cancel |

Keys Made This Session: 1
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6.1 InSync Locks

There are several different InSync locks available for use with the SAM RF system. Each lock type is
shown below with a description of how they operate.

D (Unit or Suite) Lock ——

The D Lock is a battery operated deadbolt lock
that is mounted above the passage latch lock on
a door.

o()e

Unlocking your door from the outside

1. Fully insert your RFID key into the lock port.

2. Wait until the GREEN light flashes once.

3. Rotate the key as you would a standard mechanical dead bolt.

® (O ©

Locking and unlocking your door from the inside
e To lock the door from the inside, rotate the thumb turn to lock the dead bolt.
e To unlock the door from the inside, the thumb turn in the opposite direction.

Locking your door from the outside

1. Shut the door, then insert your key into the lock port.
2. Wait until the GREEN light flashes once.

3. Rotate the key to extend the dead bolt.

x|
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INSync Locks (continued)

| (Unit or Suite) Lock

/
\

The | Lock is a stand-alone, battery operated,
interconnected cylindrical latch and deadbolt
lock.

g
/T
-0

—

e
| &&
J
L
o (e

Unlocking your door from the outside

1. Fully insert your RFID key into the lock port.

2. Wait until the GREEN light flashes once.

3. Rotate the key as you would a standard mechanical dead bolt.
4. Rotate the lever to open the door.

1 2

2

w
A

o@D
e®>e

4;\—"4?"

e
ol
=T<]

Locking and unlocking your door from the inside

e To lock the door from the inside, rotate the thumb turn to lock the dead bolt.

e To unlock the door from the inside, rotate the inside lever to retract the latch and dead bolt
simultaneously. Rotating the outside lever retracts the latch only.

Locking your door from the outside

1. Pull the door shut, then insert your key 1 2
into the lock port.

2. Wait until the GREEN light flashes
once.

3. Rotate the key to extend the dead
bolt.

jo=0]

e®e

e/
=
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INSync Locks (continued)

M Unit Lock

The M Unit Lock is a stand-alone, battery operated, full
mortise lock with a latch, automatic deadbolt and

thumb turn on the inside.

Note: The door will remain unlocked until a key is
inserted from the outside or the thumb turn is rotated

from the inside.

Unit Configuration

Unlocking your door from the outside

1. Fully insert your RFID key into the
lock port.

2. Wait until the GREEN light flashes
once.

3. Rotate the lever downward to retract
the latch bolt and the dead bolt to
open the door.

@

:

®

Locking and unlocking the door from the inside

Exterior

To lock the door from the inside,
rotate the thumb turn to a position
halfway between vertical and
horizontal.

To unlock the door from the inside,
rotate the lever downward or return
the thumb turn to a vertical position.

Loded | &

]

Halfway between
vertical and horizontal

A D) =

143

Interior Views

A0

A

j Unlocked t
Locked™ Thumb Tumn “Locked
Left-Hand ~ Position  Rght-Hand

Note: The thumb turn in a vertical position does not always indicate that the door is unlocked; it could be

locked from the outside in this condition.

Locking your door from the outside

1. Pull the door shut and insert the key into the lock port.

2. Wait unit the RED light flashes once.

© SAFLOK
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INSync Locks (continued)

M Suite Lock

The M Suite Lock is a stand-alone, battery operated,

full mortise lock with a latch and an automatic
deadbolt. InSync M locks for suite configuration
have no thumb turn. Suite locks cannot be left
unlocked.

Note: The lock will latch/lock immediately after the
door is opened.

Unlocking your door from the outside

1. Fully insert your RFID key into the lock port.
2. Wait until the GREEN light flashes once.

3. Rotate the lever downward to retract the

latch bolt and the dead bolt to open the door. %

© SAFLOK
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INSync Locks (continued)
L Unit Lock

The L lock is a stand-alone, battery operated, cylindrical
latch lock with a thumb turn on the inside.

Unlocking your door from the outside

1. Fully insert your RFID key into the

lock port. @g ng
2. Wait until the GREEN light flashes

once.

@)

3. Rotate the lever downward to retract
the latch bolt to open the door.

AR

[Tl

Bxterior Bxterior

Locking and unlocking the door from the inside
To lock the door from the inside,
rotate the thumb turn to the
horizontal position.

Interior Views

P

Unlocked Thumb-Turn Rosition

To unlock the door from the
inside, rotate the lever downward
or return the thumb turn to the
vertical position.

o/ e

Interior

Notes:

1. Ifthe lever is used when the door is locked, the thumb turn will always return to the vertical position
and the door will remain unlocked. To lock the door from the outside, insert the key and wait for the
RED light to flash once.

2. Ifthe door is locked from the inside and entry if made from the outside, the thumb turn will remain in
the horizontal position and the door will re-lock in approximately five seconds.

Locking your door from the outside
1. Pull the door shut and insert the key into the lock port.
2. Wait until the RED light flashes once.

@

=10

Exterior
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INSync Locks (continued)

L Suite Lock

The L Suite lock is a stand-alone, battery operated
cylindrical latch lock. InSync L locks for suite
configuration have no thumb turn. Suite locks cannot
be left unlocked.

Note: The lock will latch/lock immediately after the
door is opened.

Unlocking your door from the outside

1. Fully insert your RFID key into the lock @ @

port.
2. Wait until the GREEN light flashes once.
3. Rotate the lever downward to retract the 5 5

latch bolt and the dead bolt to open the B B

door. ® 8

Exterior Exterior Interior

C Locks

The C locks are locking devices provided for common areas of the property such as pools, laundry rooms,
garages, etc. There are several different C locks available.

Note: The common area locks will latch/lock immediately after the door is opened, unless the lock is
latched open.

CR Lock

/

The CR is a key reader mounted in an electrical box adjacent to

the door, gate or elevator panel for controlling electrical locking
devices such as electric strikes, magnetic latches, elevator control
panels and parking gates. 5

From Outside

To Unlock: Insert key, wait for green light to flash. The relay will
engage allowing the door to be opened, the gate to lift or the
elevator button to be pushed.

To Lock — No action necessary, automatically relocks.

g
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INSync Locks (continued)
CL Lock

The CL is a latch only lock designed for common
access areas.

From Outside

To Unlock — Insert the key, wait for the green light to
flash and turn the handle.

To Lock — No action necessary, automatically
relocks.

Qe
QL]
[

From Inside

To Lock — No action necessary, automatically
relocks.

To Unlock — Turn the handle which will release the latch.

|
-

CM Lock

The CM is a mortise lock designed for common
access areas. The CM is available with or
without a deadbolt.

From Outside

To Unlock — Insert the key, wait for the green
light to flash and turn the handle.

To Lock — No action necessary, automatically
relocks.

From Inside

To Lock — No action necessary.

To Unlock — Turn the handle which will release
the latch or latch and deadbolt.

CP Lock

The CP is an L outer trim with a common
access circuit board mounted with panic
hardware on the inside of the door.

From Outside

To Unlock — Insert the key, wait for the green
light to flash and turn the handle.

To Lock — No action necessary, automatically
relocks.

From Inside
To Lock — No action necessary.
To Unlock - Push the panic bar.
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6.2 Lock Maintenance and Diagnostics

Lock Diagnostics (Lights)

The InSync locks have an LED (Light Emitting Diode) located above the lock port. When a key is used,
the LED will flash, providing information to the user. Listed below are the LED patterns and a description
of what they indicate.

One Green Flash — indicates that a correct key was used.
One Green followed by Six Red Flashes — indicates that the lock batteries are low.
Three Green Flashes — indicates that the lock is unable to communicate with the key.
Three Red Flashes — indicates that an incorrect key was used in the lock
Note: An expired key, a wrong key, or a key that was never encoded could have been used.

Three Red followed by Three Green Flashes — indicates that the key is an old key and new key was
used to invalidate the key

Three Red followed by Two Green Flashes — indicates that the clock in the lock needs to be reset.

No Lights — Indicates that the lock batteries are dead

Clock Maintenance

Every InSync Lock has its own clock built into the unit. This internal clock is set with the proper time and
date by the SAM RF System utility device when the lock is first programmed. To ensure accuracy, it is
recommended the date and time in the locks be updated once a year. The utility device is used to update
the clock (refer to Resetting the Date/Time in Locks later in this section).

Lock Environmental Considerations
InSync Locks are operable in normal environmental conditions. Extreme weather conditions may have a
temporary adverse effect on operation.

Checking Lock Batteries

Rather than waiting for a low battery indication, it is recommended that you perform periodic preventive
lock maintenance. To check the battery condition, use the SAM RF System to set the utility device to “Get
Lock Info” (see Section 6.4) or to create a “Battery Check Key” (see Section 5.17 “Creating Battery Check
Keys”).

Low Battery Indication
Every time an access key is used in a lock, the lock will do a self-check on its battery condition. A low
battery indication will occur when the battery voltage drops below 5.0 volts.

After the lock first senses a low battery, the light will flash green followed by six red flashes. If your lock

has the optional buzzer, each flash will be accompanied by the buzzer sounding. This will occur with
every use of the key until the batteries are changed (approximately 100 lock openings/closings).
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6.3 Programming the Locks

For the lock programming process, the utility device assigns a name or number identification and
programs the correct date and time into a lock.

Note: The utility device should never be exposed to wet conditions.
Programming Locks

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).

2. C||Ck on the Utllltles menu at the tOp Of ,@‘Security Access Manager SMITH, JOHN Q is logged on - =alx]
the WIndOW or the Utl|lt|eS |Con. | File Keys Utlity Device Management Reports Help

3. Click on Program Lock(s).

Utilities

Set DatefTime in Lack{s)

Program Lock(s)...

— Note: You must keep all USB
ﬁ cables connected between
the electronic key encoder
base, the utility device and the PC while the
key image spins on the PC screen.

Reload Common Access Lockis)
Download Audit Trail from Lock{s)
Get Lock Info

Upload Audit Trail Infio From Utility Device
Read Lock Info

Battery Backup

Set Date)Time in Ltility Device
Read DatejTime From Lkility Device

4. Click the unit, suite, andor common access

locks for which you wish to program. You may

i N Selectup to 100 locks to program:
select up to a maximum of 100 locks. Click OK.

Unit Locks: Suite Locks: Common Access Locks:
1 [ PoOL1
Note: You must keep all USB cables connected H o B oot
between the electronic key encoder base, the utility uNIT-003 D
. H H H [ UNIT-004 [ [COMMON ACCESS L
device and the PC while the key_ image spins on the 0 uNiT s ] [COMMON ACCESS L
PC screen. The number of lock identifications O i 206 O {Egmgmggéggt
requested will determine the length of the Eumﬁnna E[mwaw ATTESS L
downloading process time. [ unir 203 L] [COMMON ACCESS L
[ uNIT-m0 [ [COMMON ACCESS LOCK 1]
[ uMIT-om [[] [COMMON ACCESS L
[ umiToi2 [] [COMMON ACCESS L
[ uNIT-m3 [ [COMMON ACCESS L
[ uMIT-014 [[] [COMMON ACCESS L
[ uMIT-015 [] [COMMON ACCESS L
[ uNITDE [ [COMMON ACCESS L a0
[ uNIT-017 v >
1 i] 0
/ oK x LCancel
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Programming the Locks (continued)

ﬁ Note: You must keep all USB cables connected between the electronic key encoder base,
- the utility device and the PC while the key image spins on the PC screen.

5. When the PC screen displays, “The write
operation was successful!”, click OK.

@ The write operation was successful

6. Disconnect the USB cable located on the back left hand side of the electronic key encoder base. The
USB cable must remain attached to the top of the utility device.

7. Remove the utility device with the USB cable attached and take it to the lock.

8. The utility device screen will display, “Ready .
to Program.” Utility Ver.
Ready to Program
UNIT-007
9. Press HOME/O to display multiple lock
identifications. The first one to three lock Please select a door
identifications will display on the utility
device screen. Press the Arrow Buttons 1. UNIT-005
dCow? or up to v_iethheAnext tfgeﬁ locks. 2. UNIT-006
ontinue pressing the Arrow Buttons up or _
down until you locate the desired lock 3. UNIT-007

identification number(s). Press the
appropriate number (1, 2 or 3) on the utility
device pad of the lock identification number
you wish to program.

Note: Press Home/0 at any time to bring back the first three locks on the list. You may also press ESC to
return to the default screen with the first lock on the list.

10. You will see Ready to Program on the Utility Ver.
utility device screen after you have selected

the lock identification. Ready to Program

UNIT-006
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Programming the Locks (continued)

11. Connect the USB cable on the utility device to the lock’s receptive port located underneath the bottom
of the lock. You will need to remove the rubber cover on the lock’s receptive port to insert the USB
cable. Be sure the connectors of the USB cable and the lock’s receptive port match up.

12. The utility device screen will display the
message, “OPERATION COMPLETED | OPERATION COMPLETED
REMOVE DEVICE NOW Ready to REMOVE DEVICE NOW
Program.” You will hear two beeps. The Ready to Program
lock identification has been
programmed. Remove the USB cable

from the lock. Replace the rubber cover UNIT-006
on the lock’s receptive port.
13. The next lock identification will appear Utility Ver

for programming. You may continue
programming locks if you wish.
Ready to Program

UNIT-007

After you have finished programming locks, return the utility device to the electronic key encoder base.
Reconnect the USB cable to the back left hand side of the electronic key encoder base.
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6.4 Get Lock Info

The SAM RF System allows you to retrieve information about a lock’s identity, current date and time, and
current battery voltage status using the utility device. This feature is an important part of your regular
maintenance routine, including lock battery replacement and making certain that the lock’s clock is
properly synchronized.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).

2. Toinitialize the utility device to get lock
information, point to the Utility Device pull-down
menu and select Get Lock Info.

Utilities

Note: You must keep all USB
— cables connected between the
w electronic key encoder base, the
utility device and the PC while the
key image spins on the PC screen.

ek DateTime in Lock(s)
Program Lock(s),

Relaad Comman Access Lock(s)
it Trail from Lock(s)

Uplaad Audit Trai Info From Uity Device
Read Lock Info

Battery Backup

ek DateTime in Uity Device
Read Date/Time From Lty Device

3. The PC screen will display, “The write operation was ey vty write
successful!” Click OK.
@ The wiite operation wasz successfull

4. Disconnect the USB cable located on the
back left hand side of the electronic key Utility Ver.
encoder base. The USB cable must
remain attached to the top of the utility
device. Remove the utility device with the Get Lock Info.
USB cable attached and take it to the lock.

The utility device screen will display, “Get Lock Info.”

5. Connect the USB cable on the utility
device to the lock’s receptive port
located underneath the bottom of the
lock. You will need to remove the
rubber cover on the lock’s receptive
port to insert the USB cable. Be sure
the connectors of the USB cable and

the lock’s receptive port match up.
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Get Lock Info (continued)

6. The utility device screen will display the OPERATION COMPLETED

message “OPERATION COMPLETED REMOVE DEVICE NOW
REMOVE DEVICE NOW Get Lock Info.” You

will hear two beeps. The lock information has
been retrieved. Remove the USB cable from the Get Lock Info.
lock. Replace the rubber cover on the lock’s

receptive port.

7. You may continue by inserting the USB cable attached to the utility device into additional locks for
which you wish to retrieve lock information.

Note: You can get lock info for up to 100 locks. You will need to return the utility device to the PC and
reprogram it in order to continue getting lock info for more than 100 locks.

8. When you have finished, bring the utility device with the attached USB cable to the electronic key
encoder base and your PC. Reconnect the USB cable to the back left hand side of the electronic key
encoder base and place the utility device in the base for recharging.

9. Be sure that all USB cables between the PC, electronic key encoder and utility device are attached.
The PC must be turned on and the electronic key encoder plugged in to an electrical outlet (see
Section 2.5 “Installing the Key Encoder and Utility Device”).

10. To read the lock information, point to the L8 sccury accoss Hanager __sMiTH, 0N Qis loggedon =lolx|
Utlllty DeViCG pU”-dOWn menu and SeleCt File Keys Utiity Device Management Reparks
Read Lock Info.

Help

Utilities

St DatsTime in Lockis)

Program Locki(s)...

Reload Comman Access Lock(s)
Download Audit Trail Fram Lockis)
Get Lock Info

Upload Audit Trail Infa From Ltility Device
Read Lock Info

Battery Backup

Set DatefTime in Ukility Device
Read DatefTime from Ltility Device

11. The PC screen will display the message “There are audit records ]
for [the number of locks previously read, up to 100] locks. Do you . P
wish to save the records of each lock for later report viewing?” (2))| Tz auiceas forl oo Do rou o sove

12. Click Yes. The Output Options PC Dialog Box will appear.
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Get Lock Info (continued)

13. At the top of the Output Options PC dialog box, your default printer
will be listed. Beneath that will be a Report Destination PC dialog . [-Sslectsd Prirter
box, along with three options: ﬁ S50 on LSERRIO! |
e Printer: To print the report out as hard copy [t e
e Preview: To view the report on screen & Frevew cancel |
e File: To save the report to your hard drive or to disk. cee[ H
Fommat oo S e | Sewn |
—Cptions:
Copies I~ | Collete
|1— I= | Butez

14. To view the report on screen, confirm that the Preview option is selected and click OK. Within a few
moments, the Lock Information Report PC dialog box will open up in a new window that you can
maximize or minimize like any Windows-based window.

File Page Zoom Help

ELEEFIEE I ol R A = B Zoom [[E % | B

NORTHWIND APARTMENTS 41872006 10:45 Ah
LOCK INFORMATION REPORT Page 1 of 1

MNurnber of entries: 1

Software Open/Close
Lock Type Lock Mame Date/Time Day “Wersion Cycle Battery Yoltage
LINIT LOCHK 1045 04/18/2006 11:47:15 am Tue 6.0 B0 5873
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Get Lock Info (continued)

The Lock Information Report lists the locks that were checked in the order in which the utility device
retrieved the information. In addition, the report lists the following information:

e Lock Type: Whether unit lock, suite lock or common access lock
e Lock Name: Such as Pool or Unit 101
e Date/Time: The date and time setting in the lock at the time the lock information was requested

Note: Be sure to take a close look at the date and time settings of each lock. If there is a wide variance in
the times from one lock to the next, it is highly recommended that you reset the date and time in the
lock(s) using the utility device (see “Resetting the Date/Time in Lock(s)” later in this section).

e Day: The day of the week the lock information was requested

e Software Version: The version of the SAM RF System software that the lock was programmed with

e Open/Close Cycle: The number of times the lock has been unlocked using an access key

e Battery Voltage: The actual voltage of the batteries inside the lock. N

Note: If a lock’s battery voltage is below 5.0, “LOW” will appear next to the voltage number to flag the lock
for possible battery change (see Section 6.6 “Replacing Lock Batteries”.)

If there are several pages to the report, the lock information report provides tools for going from one page
to another using either the buttons at the top of the box or the Page menu. There are also options for
zooming in or zooming out of the report using either the Zoom box or the Zoom menu.

15. To exit the lock information report, point to the File menu and click Exit. This will return you to the
SAM RF System main menu screen.
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6.5 Resetting the Date/Time in Lock(s)

It is important that your lock’s clock is set to the correct time. When the clock is set properly, the lock will
keep an accurate audit trail and allow entrance for keys with particular shift times, including Limited Use
keys. Each lock’s clock should be programmed yearly and after each battery change.

Note: Check that your computer’s clock is also set to the correct time.
1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet

and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).

2. Click on the Utilities menu at the ==l
top of the window or the Utilities
icon.

3. Click on Set the Time/Date in
Lock(s). Utilities

Set DateTime in Lockis)

Program Lockis)...
Reload Common Access Lock(s)
Download Audit Trail from Lockis)
Get Lock Info

—_ Note: You must keep
n‘t all USB cables
connected between the
electronic key encoder base, the utility

device and the PC while the key image
spins on the PC screen.

Upload Audit Trail Info From Utility Device
Read Lock Info

Battery Backup

Set DatefTime in Utility Device
Read DatefTime from Utility Device

4. The set date/time in lock(s) process will take a | Key/LRiRE SR

few moments. When it is completed, a

message will appear indicating, “The write @ The wiite operation was successiul
operation was successful!” Click OK.

5. Disconnect the USB cable located on the back left hand side of the electronic key encoder base. The
USB cable must remain attached to the top of the utility device. Remove the utility device with the
USB cable attached and take it to the lock(s).

The utility device screen will display, “Set o
Date/Time.” Utility Ver.

Set Date/Time
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Resetting the Date/Time in Lock(s) (continued)

6. Connect the USB cable on the utility device to the lock’s receptive port located underneath the bottom
of the lock. You will need to remove the rubber cover on the lock’s receptive port to insert the USB
cable. Be sure that the connectors of the USB cable and the lock’s receptive port match up.

7. You will hear two beeps indicating that the
date/time have been set. The utility device OPERATION COMPLETED

screen will display the message REMOVE DEVICE NOW
“OPERATION COMPLETED REMOVE
DEVICE NOW Set Date/Time.” Set Date/Time

8. Remove the USB cable from the lock. Replace the rubber cover on the lock’s receptive port. You may
continue resetting the date/time in additional locks or return the utility device to the electronic key
encoder base for reconnection and charging.
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6.6 Replacing Lock Batteries

If the lock information report indicates any locks with low voltage (below 5.0), it is recommended you
replace the set of double AA batteries immediately.

To replace the batteries, follow these simple steps:

1. Remove the two torque-head screws on the inside cover plate.

2. Remove the inside cover plate from the lock.

3. Remove all the old batteries.

4. Replace the batteries with a new set of AA alkaline batteries.

Note: Do not use a mix of old and new batteries.

5. The lock will reinitiate. It will beep once, flash one red light, and then one green light.

6. Replace the back cover.

Note: A backup power source is used to power the lock’s internal clock for up to two minutes after the
batteries are removed. If more than two minutes elapse between removing the old batteries and replacing

them with new ones, you may have to reset the lock’s date and time using the utility device as discussed
in the previous section.

© SAFLOK WL 12/19/2007



SAM® RF Operations Manual 159
Section 6: Locks

6.7 Opening a Lock With a Dead Battery

The SAM RF System offers you two options for accessing a lock with a dead battery. The utility device
when set to act as a Battery Backup (see information below) is one option. The SAM RF System is also
available with an external power supply (EPS) unit that will also open a lock (see “EPS Unit” later in this
section).

Option 1: Battery Backup

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).

I ,'9 Security Access Manager SMITH, JOHN ) is logged on _1Of x|
| File Keys Uity Device Management Reparts  Help

2. Toinitialize the utility device to be
used as the battery backup, point to
the Utility Device pull-down menu
and select Battery Backup.

Note: You must keep UL
&5‘ all USB cables

connected between the

electronic key encoder

base, the utility device and the PC while
the key image spins on the PC screen.

Set Date/Time in Lockis)
Prograrm Lock(s)...

Reload Common Access Lock(s)
Download Audit Trail From Lockis)
Get Lock Info

Upload Audit Trail Info From Ltility Device
Read Lock Info

Set Date/Time in Utility Device
Read DatefTime from Utility Device

3. The PC screen will display, “The write operation | Key,/Utility Write

was successful!” Click OK.
@ The write operation was successfull

4. Disconnect the USB cable located on the back left hand side of the electronic key encoder base. The
USB cable must remain attached to the top of the utility device. Remove the utility device with the
USB cable attached and take it to the lock.

Note: You will also need to take a valid key for the lock.

5. The utility device screen will display, Utility Ver.
“Battery Backup.”

Battery Backup
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Opening a Lock With a Dead Battery (continued)

6.

Connect the USB cable on the utility device to the lock’s receptive port located underneath the bottom
of the lock. You will need to remove the rubber cover on the lock’s receptive port to insert the USB
cable. Be sure the connectors of the USB cable and the lock’s receptive port match up.

You will hear two beeps. Insert the valid key that has been programmed for this lock. The lock will
open.

Remove the USB cable from the lock. Replace the rubber
cover on the lock’s receptive port. The utility device

screen will display the message “OPERATION REMOVE DEVICE NOW
COMPLETED REMOVE DEVICE NOW Battery Backup.”

OPERATION COMPLETED

Once the door is open, replace the batteries. Return the utility device to the electronic key encoder
base for reconnection and charging.

Option 2: EPS Unit

The EPS (External Power Supply) can be used to supply power to a lock when its internal batteries are
too low to allow the lock to open. See the introduction for a diagram of the EPS unit.

Take the EPS and a valid key to the lock and follow these simple steps:

1.

Connect the USB cable on the EPS unit to the lock’s receptive port located underneath the bottom of
the lock. You will need to remove the rubber cover on the lock’s receptive port to insert the USB
cable. Be sure the connectors of the USB cable and the lock’s receptive port match up.

Insert a valid key for the lock.

The lock should now open.

Remove the USB cable from the lock’s receptive port and replace the rubber cover.

Replace the lock’s batteries.
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6.8 Reloading Common Area Locks

Normally, when a resident moves out and takes their key with them, you would simply inhibit the key. The
Inhibit key would be used in the unit lock and all common area locks where their key had access.
However, if numerous residents move out at one time (e.g., the end of a semester at a university) it will be
faster to invalidate the resident keys in the common area locks by using the utility device to reload
common area locks. The process will put the common area locks in sync with the current authorized keys
in the database.

Important: You will still need to inhibit Resident keys at the unit doors.
1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder

and Utility Device").

2. Click on the Utilities menu at the top of | # Security Access Manager SMITH, JOHN Q is logged on I =[S
1 Ea i
the W|ndOW Or the Utl | ItleS Icon . File Keys Uklity Device Management Repoarts

Help

3. Click on Reload Common Area Locks.

Utilities

Set Date)Time in Lock{s)

Program Lockf{s)...

Reload Common Access Lockis)
Download Audit Trail from Lock{s)
Get Lock Info

Upload Audit Trail Info From Utility Device
Read Lock Info

Battery Backup

Set DateyTime in Lkility Device
Read DatefTime From Utility Device

4. The screen will not prompt you to select esetvs"ﬂ'" laggzdn =laix|
lock identifications as with lock
programming. It will simply download the
current information from the database.

Note: You must keep all USB cables
connected between the electronic key
encoder base, the utility device and the PC
while the key image spins on the PC screen.
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Reloading Common Area Lock (continued)

J Security Access Manager St OHN 0 i
File  kKeys Utiliky Device agement Reports  Help

5. The PC screen will display, “The write I=Tal L

operation was successful!” Click OK.

The write operation was successfull

6. The utility device screen will display, “Reload Common Utility Ver. 1.00
Acc.”

Reload Common Acc.

7. Disconnect the USB cable located on the back left hand side of the electronic key encoder base. The
USB cable must remain attached to the top of the utility device. Remove the utility device with the
USB cable attached and take it to the lock.

8. Connect the USB cable on the utility device to the lock’s receptive port located underneath the bottom
of the lock. You will need to remove the rubber cover on the lock’s receptive port to insert the USB
cable. Be sure the connectors of the USB cable and the lock’s receptive port match up.
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Reloading Common Area Lock (continued)

9. The utility device will display the screen above and the
red light will flash on the lock while the utility device >>>

reloads the common access lock. Reload Common Acc.

10. When complete, the utility device screen will display
the message, “OPERATION COMPLETED REMove | OPERTION COMPLETE
DEVICE NOW Reload Common Acc.” You will hear REMOVE DEVICE NOW
two beeps. The common access lock has been Reload Common Acc.
reloaded. Remove the USB cable from the lock.
Replace the rubber cover on the lock’s receptive port.

11. Once the cable is removed from the lock the Utility —
Device will return to the screen shown above. You Utility Ver. 1.00
may continue reloading common access locks.

Reload Common Acc.

12. After you have finished, return the utility device to the electronic key encoder base. Reconnect the
USB cable to the back left hand side of the electronic key encoder base.
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7.1 SAM RF System Reports - Common Functions

The SAM RF System provides a high degree of security by allowing you to reprogram (rather than
completely change out) locks as well as electronically program keys and locks. In addition, SAM provides
a number of reports to help you monitor activities around your property. Information about the reports and
how to access them follows the list of available reports below.

Unit key history report

User key history report

Keys made report

Lock audit report

Limited use key audits report
Transactions report

Note: In order to generate reports on the SAM RF System, a printer must be assigned to the computer.

Because SAM RF System reports have many similar functions, rather than describe each function
repeatedly when discussing each report, the most common report functions are discussed in this section.

Selecting a Date Range
Almost all SAM RF System reports allow you to select a range of dates for the report desired. The default
settings provide a time range of just one day. There are several options for changing the date range.

1. Click on the large down arrow (V) next to Beginning Date or Ending Date Begirring Dats Ending Dats
to display the date range calendar. = R R
4] swgzos  p | e
The double arrow buttons (<< » ) will change the date range from year | b 2=t f = |
to year, while the single arrow buttons (<« ») will change the date range A EI R R
from month to month. k3| 5 3 | 1 59| e
1 23| 24| 25| 26| 27
There are also four buttons near the bottom of the calendar that allow you T
t ickly clear the date, ch th t date and t | th
Soegiur:;:sycear e date, choose the current date and accept or cancel the i 2 B e

@ Wiew Report | ﬁ Close |

2. Click on a specific day in the date range calendar. This will automatically enter the desired numbers
into the Beginning Date field.

3. Once you have opened up a date range calendar, small up/down arrows appear right next to the
date. These buttons allow you to quickly change the month field; clicking the up arrow moves the date
up a month, while clicking the down arrow moves the date back a month.

4. Highlight over the individual number field (month/day/year) you wish to change and type in the
desired number(s).
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SAM RF System Reports - Common Functions (continued)

Previewing Reports T X
Once you have selected the date range — along with any other ]—SHP Mobie Prirting Driver |
necessary settings — for a desired report, your next step will be to P
click the View Report button located at the bottom of a report PC € printer
dialog box. This will display the Output Options PC dialog box. & Preview |
g play p p g  He I— Cancel
Farmat: IRave Snapshot File vl ﬂl
—Options
Copies I~ | Callate
I1 I~ | Duplex

At the top of the Output Options PC dialog box, your default printer will be listed. Beneath that will be a
Report Destination box, along with three options:

e Printer: To print the report out as hard copy
e Preview: To view the report on screen
e File: To save the report to your hard drive or to disk.

Although you have the option to print or to save the report to file, it is recommended that you first preview
the report on screen. You will once again have the option to print or save from the preview screen.

To view the report on screen, confirm that the I;F =1
; e . . 5 e G Gk
Preview option is selected and c_hck OK. Wlthln SHF[44 e P [ o3| R D@ D 7o [T % B
a few moments, the Report Preview PC dialog =
box will open up in a new window that you can
maximize or minimize like any Windows-based NORTHWIND APARTMENTS
window TRANSACTION HISTORY REPORT
' Date Range:  08/22/2005 to 08/24/2005
ALL TRANSACTIONS
If there are several pages to the report, the Date/Time Logld  Descrigtion Ac
preview screen provides tools for going from one 08/23/2005 0251 PM 32 Change Ao Open f ontnan Access )
. . L]
page to anOther USIng elther the bUttonS at the (08/2372005 02:51 PM 31 Change Start/Stop Time of Common Access
top of the box or the Page pull-down menu. {#) LAUNDRY ROOM To
. . . 08/23/2005 02:51 P 30 Rename Common Access Lock
There are also options for zooming in or (2) [COMMON ACCESS LOCK 03] @
zooming out of the report using either the Zoom e = wrorvid e e .
box or the Zoom pull-down menu. 09/23/2005 0251 PM 28 Rename Common Access Lock =
P I | o
bl 3

The File menu provides options for saving the report, opening another report or for printing the report to
your default printer. To exit the preview screen, go to the File menu and click Exit. This will return you to
the Report PC dialog box that you started with. Click Close to return to the SAM RF System main menu
screen.
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7.2 Unit Key History Report

The unit key history report provides data on any keys created during a specified date range that would
open a specific unit lock. This would include any Resident keys, Master keys, and Zone keys.

. L. X i ,'_G'Security Access Manager SMITH, JOHN Q is logged on =181 =]
1. To view this information, click on [ e WFyisrne Memsgeert G el
the Reports menu at the top of
the window or the Reports icon.
2. Click on Unit Key History... Eenorts
Unik Key Histary...
User Key His!
Keys Made...
Lock Audits. ..
Limited Use Audits. ..
Transactions...
. . . # 5AM - Unit Key History Report v.3.05 = 1ol x|
3. Inthe Unit Key History Report PC dialog box, you :
. . . Units: Beginning Date Ending Date
can view the key history of any of the units on your O ORI = [wrzvzs =] [wzems s
roperty for any range of time. 108
property y rang 18
=
4. To choose a unit, simply find it in the Units list box =
and click on it. (You may have to scroll down to see 1042
all of the units listed.) ang
=
5. Once you have chosen a unit, select the date range. | |25 i
For instructions on choosing a date range, see 24
Section 7.1. e = Jigese |

6. When you are satisfied with the settings (i.e., you have chosen the right date range for the desired
unit), click the View Report button at the bottom of the box. This will display the Output Options PC
dialog box again.
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Unit Key History Report (continued)

7. To view the unit key history report on screen, confirm that the Preview option is selected and click
OK. Within a few moments, the Unit Key History Report Preview PC dialog box will appear.

=l

File Page Zoom Help

S|4 e page i of 1 | B &\ = B Zoom [0 % | @

232006 1112 A
Page 1 of

NORTHWIND APARTMENTS

UNIT KEY HISTORY REPORT
Date Range:  10/23/2005 to 11/25/2005

Unit: ~ 102A

Zone BUILDING 03 (R=Resident; S=Staff, W=\endor,
DatefTime Key Type Key User 1D/ Name Operator |0 / Name Status

110242005 10:32 AW Resident Key (1) (R-17 ROCHE, JEMNIFER 2 SMITH, JOHM Current

=
| | »

The unit key history report lists the date range requested, the specific unit number and its zone (if any).
In addition, the report displays the following information:

e Date/Time: When the key was created for the unit.

o Key Type: Whether resident key, master key or zone key, limited use key, programming key,
etc.

e Key User ID/Name: The key level (e.g., “R” for Resident) and the number assigned to that
particular key in the database are shown, followed by the person to whom the key was
assigned.

e Operator ID/Name: The person who made the key (or the person who was logged on to the
system when the key was made).

e Status: Whether the key is current; expired (a specific expiration date had been assigned and
is now past); old (a newer key has invalidated it); canceled (the key was intentionally inhibited
by creating an inhibit key); or returned (the key was erased after being read).
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7.3 User Key History Report

The user key history report provides data on any keys created during a specified date range for a specific
individual. This would include any Resident keys, Master or Zone keys, as well as Programming keys,
Construction keys, etc.

1. To view this information, click on the £ Sty Aoy TSI O e =8
Reports menu at the top of the window or
the Reports icon.

2. Click on User Key History... Reports

Lock Audits, ..
Limited Use Audits...
Transactions. ..

,'V' SAM - User Key History Report v.3.05 f ;Iglil

3. Inthe User Key History Report PC dialog box, you can —— P m——
choose to view the key history of any individual who has Jou id 22w 2] [rorzerzms ]
ever been assigned a key.

Mame | Tupe | UsgerlD =
MO USER)] NONE 1}
ADMIN, CS5 STAFF 20
4. To narrow the list of users, you can go to the User DOENE  Sha 12
Types pull-down box and choose from All Users, KEATING MARVSNN  ESDENT 6

. KEATING, MEGAN RESIDENT 15 |
Resident, Staff, or Vendor. KEATING, PAT RESIDENT 13
FICKMNER, THERESA RESIDENT 8

PRATT, MARK. RESIDENT 19 =

L. PR I

5. Once you have chosen a user category, simply find the _
individual user in the Users box and click on it. (You _Bvenseon | fioe |
may have to scroll down to see all of the users listed.)

6. The last step is to select a date range. For instructions on choosing a date range, see Section 7.1.

7. When you are satisfied with the settings (i.e., you have chosen the right date range for the specific
user), click the View Report button. This will display the Output Options PC dialog box.
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User Key History Report (continued)

To view the user key history report on screen, confirm that the Preview option is selected and click OK.
Within a few moments, the User Key History Report Preview PC dialog box will appear.

=8l
File Page Zoom Help
S E G144 b Pl Page |l ofl |8 A= B Zompo0 % | B

Demofiles ¥3.08 5/2412007 3:55 PM

USER KEY HISTORY REPORT Page 1 of 1

Date Range: 058/23/2007 to 05/25/2007

User  ADMIN,CSS (STAFF)

UserlD: 1

DiatelTime Key Type UnitZone/Common Access Cperator 1D Mame Status
05/2352007 10:24 AM Resident Key 1-51 1 ADMIMN, 55 Current
0562372007 10:23 AM Construction Key 1 ADMIM, C55 Current

The user key history report lists the date range requested along with the specific user. In addition, the
report displays the following information:

e Date/Time: When the key was created for the unit.

e Key Type: Whether Resident key, Master key or Zone key, Limited Use key, Programming key,
etc.

e Unit/Zone/Common Access: What specific locks the key will open. (Because Master keys
open all locks, none will be specifically listed.)

e Operator ID/Name: The number in the database assigned to the person who made the key (or
the person who was logged on to the system when the key was made) and the name of that
person.

e Status: Whether the key is current; expired (a specific expiration date had been assigned and
is now past); old (a newer key has invalidated it); canceled (the key was intentionally inhibited
by creating an inhibit key); or returned (the key was erased after being read).
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7.4 Keys Made Report

The keys made report provides data on any keys created during a specified date range based on user,
key type, and/or status.

1. To view this information, click on the

Jf=TE]
Reports menu at the top of the
window or the Reports icon.
2. Click on Keys Made...
Reports
Unit Key Hiskory...
User Key History. ..
Keys Made...
Lock audits. ..
Limited Use Audits. ..
Transactions. ..
3. Inthe Keys Made Report PC dialog box, you , prreprmemremrerr S
can choose from many combinations of [T —
criteria based on user type, key type, key [ALL] - fALL] -
LUsers:
status, and date range. — — o] S
[ALL] ] |
MO USER NOME
Note: The keys made report allows you to DM, 255 STAFF Beghing Date Ending Date
: CO, RAYMOND RESIDENT
choose all or any group of users (staff, resident, DOE, JANE STAFF [tz =] [1orear208 =]
. KEATING, JACK, RESIDENT
or vendor), as opposed to the user key history KEATING, MARYANN  RESIDENT
report, which only reports on one individual user | [fina b Feabenr  —
. FICKMER. THERESA RESIDENT
at a time. § | PRATT, MaRK RESIDENT
i TI‘\FHF AFMMIFER BECSINFNT _bl_l :@VIEW Fepat ﬁglnse |

4. The next step is to select a date range. For instructions on choosing a date range, see Section 7.1.

5. Once you have chosen the specific criteria and are satisfied with the settings for this report, click the
View Report button. This will display the Output Options PC dialog box.
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Keys Made Report (continued)

6. To view the keys made report on screen, confirm that the Preview option is selected and click OK.
Within a few moments, the Keys Made Report Preview PC dialog box will appear.

1Bl x]

File Page Zoom Help

SE A PPl Page 1 of1 | 8 S = B Zoom [ % | B

NORTHWIND APARTMENTS

KEYS MADE REPORT
110142008 to 11/16/2005

282006 319 P

Page 1 of
[(R=Resident; S=Staff; V=lfend

Date/Time Key Type Key User ID f Name Unit/Zone Cperator [0/ Name Status
11/07/2005 11:25 A Construction Key  (S)-12 DOE, JANE 2 SMITH, JOHM Current
11/04/2005 04:55 P Resident Key (RIE  KEATING, MARYAMM 104 2 SMITH, JOHN Expired
11/04/2005 03:26 PM - Resident Key (RE KEATING, MARYANM 1014 2 SMITH, JOHN Expired
11/04/2005 10:33 Ad Limited Use Key ()21 TYSON, JiM 1014 2 SMITH, JOHM Expired

ACE PLUMBING
11/04/2005 10:32 &b Limited Use Key (3312 DOE, JANE 2 SMITH, JOHM Expired
11/03/2005 02:03 PM  Guard Check Key  (S)-12 DOE, JANE 2 SMITH, JOHN Current
11/03/2005 02:02 P Resident Key (RIE  KEATING, MARYAMM 1014 2 SMITH, JOHM Old
11/03/2005 02:01 PM  Inhibit Resident ke  (S)-12 DOE, JANE 1014 2 SMITH, JOHM Old
11/03/200501:35 PM Resident Key (RE KEATING, MARYANM 1014 2 SMITH, JOHN Canceled
11/03/2005 11:55 Ad Diagnostics Key (53112 DOE, JANE 2 SMITH, JOHM Current
11/03/2005 11:55 AWM Limited Use Key (3312 DOE, JANE 1014 2 SMITH, JOHN Expired
11/02/2005 04:10 P Diagnostics Key (S)-12 DOE, JANE 2 SMITH, JOHN Current
11/02/2005 04:08 P Resident Key (RIE  KEATING, MARYAMM 1014 2 SMITH, JOHM Old
11/02/2005 04:08 P Resident Key (Ri-B  KEATING, MARYAMM 1014 2 SMITH, JOHM Old
11/02/2005 03:28 P Battery Check Key  (5)-12 DOE, JANE 2 SMITH, JOHN Current |
11/02/2005 11:16 &b Limited Use Key (5312 DOE, JANE 104 2 SMITH, JOHN Expired
110272005 10:32 AWM Diagnostics Key (3312 DOE, JAME 2 SMITH, JOHN Current
11/02/2005 10:32 AM Resident Key (R)-17  ROCHE, JENNIFER 1024 2 SMITH, JOHN Current
11/02/2005 08:33 A Resident Key (RIE  KEATING, MARYAMM 1014 2 SMITH, JOHM Old
11/02/2005 08:24 AM - Program Lockis) (5}2  SMITH, JOHMN 2 SMITH, JOHN Current
11/01/2005 12:00 P Resident Key (R)-14  KEATING, PAT 1014 2 SMITH, JOHN Expired

The keys made report lists the date range requested along with the following information:

e Date/Time: When the key was created for the unit.

o Key Type: Whether Resident key, Master key or Zone key, Limited Use key, Programming key,
etc.

e Key User ID/Name: The key level (e.g., “R” for Resident) and the number assigned to that
particular key in the database are shown, followed by the person to whom the key was
assigned.

e Unit/Zone: What specific locks the key will open. (Because Master keys open all locks, none
will be specifically listed,)

e Operator ID/Name: The person who made the key (or the person who was logged on to the
system when the key was made).

e Status: Whether the key is current; expired (a specific expiration date had been assigned and
is now past); old (a newer key has invalidated it); canceled (the key was intentionally inhibited
by creating an inhibit key); or returned (the key was erased after being read).
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7.5 Auditing Locks

Auditing a lock refers to retrieving information saved in the lock and uploading that information to the SAM
RF System. This information, also known as the audit trail, shows which keys have been used to gain
access, along with the time and date that each key was used. You will want to audit a lock to verify key
entries and maintain security.

Note: You can audit up to three unit locks or one common area lock at a time.

Note: Your report will show the last 200 transactions for unit locks and the last 100 transactions for suite
locks.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).

Note: The utility device should never be exposed to wet conditions.

! ;V Security Access Manager SMITH, JOHN ( is logged on - |E||5|
| File keys Utility Device Management Reparts  Help

2. Click on the Utilities menu at the
top of the window or the Utilities
icon.

3. Click on Download Audit Trail

from Lock(s). Utilities

Set Date/Time in Lockis)
Program Lockis)...

Reeload Common Access Lock(s)
Download Audit Trall from Lock(s)

Note: You must keep
P all USB cables
ﬁ connected between the
electronic key encoder
base, the utility device and the PC while
the key image spins on the PC screen.

Get Lock Info

Upload Audit Trail Info From Utility Device
Read Lock Info

Battery Backup

Set Date/Time in Utility Device
Read DatefTime from Utility Device

4. The PC dialog box will display, “The write operation was successful!” Click OK.

5. Disconnect the USB cable located on the back left hand side of the electronic key encoder base. The
USB cable must remain attached to the top of the utility device.

6. Remove the utility device with the USB cable attached and take it to the lock.
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Auditing Locks (continued)

7. Connect the USB cable on the utility device to the lock’s receptive port located underneath the bottom
of the lock. You will need to remove the rubber cover on the lock’s receptive port to insert the USB
cable. Be sure the connectors of the USB cable and the lock’s receptive port match up.

[~&|[=

8. The download process will take several
moments, during which time the utility device )
screen will display the message “<<< Download Download Audit
Audit” and beep every few seconds.

<

9. The utility device screen will display the
message “OPERATION COMPLETED OPERATION COMPLETED
REMOVE DEVICE NOW Download Audit” You | REMOVE DEVICE NOW
will hear two beeps. The lock’s audit trail has
been retrieved. Remove the USB cable from the Download Audit
lock. Replace the rubber cover on the lock’s
receptive port.

10. You may continue downloading audit trails by inserting the USB cable attached to the utility device
into the locks you wish to audit.

Note: You can download audit trails for up to three unit locks or one common area lock. You will need to
return the utility device to the PC and reprogram it in order to continue auditing the next lock(s).

11. When you have finished, bring the utility device with the attached USB cable to the electronic key
encoder base and your PC.

12. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).
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Auditing Locks (continued)

13. Click on the Utilities menu at the
top of the window or the Utilities
icon.

14. Click on Upload Audit Trail from
Lock(s).

Note: You must keep all USB cables
connected between the electronic key
encoder base, the utility device and the
PC while the key image spins on the PC
screen.

15. At the Confirmation Requested PC dialog box, click Yes
to save these audit records for later viewing.

16. The PC screen will display a Success PC dialog box to
let you know that the audits were successfully saved.
Click OK.

© SAFLOK
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Utilities

Set Date|Time in Lock{s)

Program Lock(s)...

Reload Common Access Lockis)
Download Audit Trail from Lock(s)
Get Lack Infio

Upload Audit Trail Info From Likility

Read Lock Info

Battery Backup

Set DateTime in Ltility Device
Read Date/Time Fram Ukility Device

Confirmation Requested

There are audit records for 2 locks. Do you wish o save
the recaords of each lock for later repart viewing?

Oue |

@ Operatioh was successiul.
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Auditing Locks (continued)

17. Click on the Reports menu at the top
of the window or the Reports icon.

18. Click on Lock Audits...

! ;@‘ Security Access Manager
File Kews Utiity Device Management Reports Help

SMITH, JOHN Q is logged on

175

=10l x|

Reports

Unit Key Hiskory...
User Key History. ..
Keys Made. ..
Lack Audits. ..

Limited Use Audits. ..
Transactions. ..

19. To view a report, click on the desired report and click View Report.

Reports will be listed in
chronological order, according to
when the reports were created,
with the most recently created
report appearing at the bottom of
the list. Also displayed are the
names of the locks audited (such
as Pool or Unit 101), the lock type
and the time/date of the audit. If
you performed several lock audits
on the same day, you can find the
desired report using one of these

Available Audits

LA SAM - Lock Audit Report v.3.03

Added To Spstem

07/20/2005 09:41 A
07/20/2005 09:43 A
07/25/2005 02:13 P
07/25/2005 02:13 PM

Lock Mame
UNIT-007
UNIT-007
UNIT-007
UNIT-007

Lock Type
UKIT LOCK
UNIT LOCK
UNIT LOCK
UNIT LOCK

Lock Date/Time

07/20/2005 0341 &M
07/20/2005 0341 &M
07/25/2005 02:03 PM
07/25/2005 0212 PM

*+1 Delete Fecod

other criteria.
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Auditing Locks (continued)

20. At the top of the Output Options PC dialog box, your default printer
will be listed. Beneath that will be a Report Destination box, along ’—ianonSBDDonUSBPRNm |
with three options: ~Report Destintion

. . . € Printer
. Prmt_er. To prl_nt the report out as hard copy & Proview Cancel |
e Preview: To view the report on screen e |
e File: To save the report to your hard drive or to disk. Formet [R.v= Srepshot Fis (1C 2 _Seup_|
Note: In order to generate reports on the SAM RF System, a printer {)Zp I Calete
must be assigned to the computer. [ 1= Dl

21. To view the report on screen, confirm that the Preview option is selected. Click OK.

Within a few moments, the E -
Lock Audit Report willopen %570

i =1- N * Bl Fage 1 of2 8 S g B Zoom 1000 % B
a new window that you can -
. . WHISPERING HILLS 202006 1227 PM
maximize or LOCK ALDIT REFORT Page 1 of 2

— minimize like
=) any

Windows-

1004

UNIT LOCK

rested 020172005 10:54 AM
NEORTH BULDRG

60

based program.

O2201/2006 10:53 AM

O2201/2006 10:53 AM

(R=Residerd; S=Siaf. V=Vandor)

Kay User ID / Hame Add1 Data
)3

DateTime
020172005 10.52 AM

D01 2006 10:49 AM
20122006 10:49 AM
20122006 10:49 AM
el s} AT An
202008 10.47 AM
02/01/200G 10:47 AM
02012006 10:47 AM

RN PONE 17-AT A Beuridant W R RS RETTY
3 >

(Rp4 DAMVIS, MARVIN
(532 MATHIAS, DALE
(S5 DAIS. BETTY

The lock audit report displays the name of the lock you audited (such as Pool or Unit 101), the type of
lock and the time the report was generated. In addition, the report will display the date and time the lock
was audited, how it was audited and the number of transactions (the number of times any activity took
place, such as a key being inserted or the lock being programmed).

The lock audit report then displays a list of the last transactions with details about what took place at the
lock. For instance, if a key was inserted, the report shows the type of key, whose key it was and the
actual time the key was inserted. Reviewing this report can provide valuable information about any
suspicious activity related to that lock.

If there are several pages to the report, the lock audit report provides tools for going from one page to
another using either the buttons at the top of the box or via the Page menu. There are also options for
zooming in or zooming out of the report using either the Zoom box or the Zoom menu.

22. To exit the lock audit report, point to the File menu and click Exit. This will return you to the SAM RF
Lock Audit Report PC dialog box. Click Close to return to the SAM RF System main menu screen.
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7.6 Limited Use Audits Report

The Limited Use Audits Report provides information on any or all Limited Use, or Vendor, keys created.
Limited Use Audits reports will be listed in chronological order according to when the limited use keys
were created, with the most recently created key appearing at the bottom of the list. This report also
displays the person the key was assigned to and his or her user type (staff or vendor), along with a listing
of the locks to which the key provided access. This report displays the last 40 lock transactions, including
both authorized and unauthorized transactions.

1. To view this information, click on the VATCIEI T =8l
: | e e e s G
Reports menu at the top of the window or
the Reports icon.
2. Click on Limited Use Audits. Réports
Unit key Histary...
User Key History...
Keys Made. ..
Lock Audits. ..
Limited Use Audits,,.
Transactions. ..
At the Limited Use Key Report PC dialog § SAM - Limited Use Key Report .3.05 =T
box, a list of the Limited Use keys appears iU e
. h d th tth d N t th t Added to Spstem |Assigned Ta |User Type |Umts.¢‘Locks |
in the order that they were made. Note tha 102772006 156PM  DOE, JANE STAFF 1048 and Common Access Lacks
the most recently created key appears at the TR S N ol e s

bottom of the list.

This PC dialog box also displays the person
the key was assigned to and his or her user
type (staff or vendor) along with a listing of

the locks to which the key provided access.

< | |
* Delete Record @ Wiew Report | ﬂ Lloze |

3. To view the limited use key audits report for any of the keys listed, simply click on the desired report
and click View Report. This will display the Output Options PC dialog box.
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Limited Use Key Audits Report (continued)

4. Confirm that the Preview option is selected and click OK. Within a few moments, the Limited Use
Key Report Preview screen will appear.

Mo L F LALL Y LeLTILLe IR e i PRSI L 1

=10l x|
File Page Zoom Help
SHE G| AP P page i of 1 | ¥ A = B Zoom 00 % | B
Y
HORTHWIND APARTMENTS
LIMITED USE KEY REPORT
Date created: 1072742005 04:56 Phd
FPesigned to: OOE, JAME [5TAFF)
Uzer |D: 12
Status: Currerit
Units: 1048
Common Access
Lonzhis:: rooL
B=Bad Record
Time Lock Type Lock Hame Lock Status
0500 Phd UMIT LOCE 1048
-
1| | 3
| Y

The Limited Use Key report displays the date the key was created, who it was assigned to, the user ID,
status, and the units and common access locks the key was made to access. At the bottom of the report
there will be a list of the time, lock type, lock name, and status of all the locks in which the Limited Use
Key was used.

5. When you have finished viewing the report click File and Close.
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7.7 Transactions Report

The term “transactions” refers to any action taken with the SAM RF System, both keying transactions
(such as when new keys are made) and non-keying transactions (such as when a new resident or staff

member is added to the system).

1. To view a transaction history report,
click on the Reports menu at the
top of the window or the Reports
icon.

2. Click on Transactions.

3. For the transaction history report, you can choose to
view All Transactions within a given date range, all
Keying Transactions, or all Non-Keying
Transactions for a specific date range. For
instructions on choosing a date range, see
“Selecting a Date Range” at the beginning of this

section.

4. Once you have chosen the specific criteria and are
satisfied with the settings for this report, click the

! ,‘V Security Access Manager SMITH, JOHN 1} is logged on i m| ﬂ
| File kews Utiity Device Management Reports Help
Reports

Unit Key Histary. ..

User Key History..,

Keys Made, .,

Lock Audits...

Limited Use Audits. ..

Transactions...

A SAM - Transaction History Report _ 1Ol x|

Ending Date
|10/24/2005 |

Beginning D ate
|10/23/2008 |

Transaction Types

JALL TRANSACTIONS =l

¥ Print with shading

E 1] View Repont |

View Report button. This will display the Output

Options PC dialog box.
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Transactions Report (continued)

180

5. To view the report on screen, confirm that the Preview option is selected and click OK. Within a few
moments, the Transaction History Report Preview PC dialog box will appear.

File Page Zoom Help

1Bl x]

aﬁ@“ﬂﬂ > Pl Page |1

02 | & & = B Zoom [N

DECINERT /ey

AN A

MNORTHWND APARTMENTS 28/2006 327 PM
TRAMNSACTION HISTORY REPORT Page 1 of 2
Date Range:  11/01/2005 to 11/16:/2005
ALL TRANSACTIONS
Date/Time Log ID Description Add' Data Operatar
11/07/2005 11:58 AM 291 Make Mew Key (20) ADMIN, CE5
UTILITY DEVICE UPDATE CLOCK
1140772005 11:29 AM 283 Make Mew Key (2) SMITH, JOHN
UTILTY DEYICE UPDATE CLOCK
11/07/2005 11:26 AM 287 take Mew Key (2) SMITH, JOHN
LOCK TIME BEFORE URDATE
11M07/2005 11:25 AM 286 Mlake Mew Key [2) SMITH, JOHN
CONSTRUCTION KEY
11/07/2005 11:22 A 284 Make Mew Key (2) SMITH, JOHN
UTILITY DEVICE UPDATE CLOCK
11/04/2005 04:55 P 283 Make Mew Key (2) SMITH, JOHN
RESIDEMT KEY 1074
11/04/2005 03:26 PM 282 Make Mew Key (2) SMITH, JOHN
RESIDEMNT KEY 1074
11/04/2005 10:45 AM 280 Make Mew Key (2) SMITH, JOHN
UTILITY DEVICE RETRIEVE AUDIT ]
11/04/2005 10:33 AM 273 Make Mew Key (2) SMITH, JOHN
LIMITED USE KEY
110472005 10:32 AWM 278 Mlake Mew Key [2) SMITH, JOHN
LIMITED USE KEY
11372005 02:07 PM 277 Erase Key 2] SMITH, JOHN
CONSTRUCTION KEY
11/03/2005 02:03 P 276 Make Mew Key (2) SMITH, JOHN
GUARD CHECK KEY
110372005 02:02 P 275 Make Mew Key (2) SMITH, JOHN

| o

The transaction history report displays the following information:

Date/Time of the transaction.
Log ID: The identifying number for the transaction.

A short Description of the transaction, such as “Make Key” or “Add Resident,” and the key type.
Any available Additional Data about the transaction, such as the unit number a key is made for
or the name of the resident that was added.

e Operator: The person who performed the transaction (or the person who was logged on to the

system when the transaction was performed).
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All information contained herein, including but not limited to product pricing and other intellectual property, is confidential and

intended for the sole use of the addressee(s) so named. Any misuse of this confidential information contained herein may result in
legal action by Computerized Security Systems dba SAFLOK and its parent company.
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8.1 Frequently Asked Questions

Q:
A:

>0

> Q

> Q

>Q 20

Q0 > Q

>0

How can | make a key for a vendor that will last longer than a Limited Use key?

If your site design was set up with Zone keys, you can make a Zone key with a limited shift time
and expiration date. Be aware that the Zone key will allow the vendor to access any unit in that
zone.

What type of batteries do | use in the utility device?
The batteries in the utility device are rechargeable NiCad batteries. DO NOT put alkaline batteries
in the utility device, as they will explode when placed in the charger base.

Why does every key work except the Limited Use Key?

The date and time in the lock is not set properly. Use the utility device to set the date and time in
the lock.

What does it mean when the lock displays no light when a key is used?

The batteries in the lock are dead. Use the EPS or the utility device in the battery backup mode to
open the lock, and then replace the batteries (see Section 6.7 “Opening a Lock with a Dead
Battery”).

How do | determine why a key is not working?

Read the key to verify it is the proper key and has not expired. If the data on the key looks fine,
then use the Diagnostics key (see Section 5.15 “Creating Diagnostics Keys” and Section 8.16
“Reading Diagnostics Keys”) to determine why the key does not work in the lock.

How long will the batteries in the lock last?
The batteries in the locks will last about two years, depending upon usage.

Will I need to update my lock’s clock for daylight saving time?

No, the clock in the lock will automatically update for daylight saving time changes. However, to
ensure accuracy, we recommend that the lock’s clocks be updated once a year. Use the utility
device to update the lock’s date and time (see Section 6.5 “Resetting the Date/Time in Lock(s)").

How long do the utility device batteries last?
If the batteries have a full charge, they will last three to five hours off the base when the unit is in
use.

Can keys be made if the utility device is out of the electronic encoder base?
Yes, the utility device just sits in the electronic key encoder base to charge its batteries; it does
not need to be in the base to create keys.

Why is a Resident key not working in some common access locks?
Read the key to verify the common access locks were assigned to the key when it was made. If
they were, remake the key for the resident creating a duplicate Resident key.
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Frequently Asked Questions (continued)

Q:
A:
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What do | do when a staff member loses their key?
You will need to create an Inhibit Master or Inhibit Zone key (depending upon which key is lost).
Then the Inhibit key needs to be used in every lock where the lost key had access.

Can the SAM RF system be networked?
Yes, the SAM RF software can be loaded onto multiple computers. Follow the instructions in
Section 2.3 “Installing the SAM RF Software for Client/Remote Computers”.

Can the SAM RF system interface with property management systems?
Yes, however interface software needs to be written by SAFLOK and the property management
company. Additional charges will apply.

Can | change the password time out in the software?
No, the time out cannot be changed. The system will log you out if there are no transactions
performed within five minutes.

How do | back up my database files and how often should I do this?
The detailed instructions for backing up files are in Section 4.14 “Backing Up Data Files.” We
recommend that you back up the files every day.

How do | order parts?
Contact the main office at 800.999.6213. Select option 1, then select option 2 for Parts Order
Department.

How do | request service or technical support?
Contact the main office at 800.999.6213. Select option 3 for Technical Support.
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8.2 Glossary

Auditing Locks — Auditing a lock refers to retrieving information saved in the lock and uploading that
information to the SAM RF system. The lock audit shows which keys have been used to gain access
along with the time and date that each key was used. You may want to audit a lock if there has been a
guestion of security in a unit.

Audit Trail — The audit trail refers to the data retrieved from the lock during a lock audit.

Battery Check Key - The Battery Check key is a non-opening key that is designed to check the battery
voltage in the lock. If the lock has 5.0 volts or more when the battery check key is used, the lock light will
display one green light. If the lock has less than 5.0 volts, the lock will display one red light. This means
you must replace the battery within the lock. The Battery Check key never expires. It can be used on any
lock on the property.

Common Access Locks — A common access lock will be used for areas within your property that all
residents need access such as the pool, laundry room, or garage.

Construction Key — Construction keys will allow you and your staff to gain access into locks that have
just been installed and have not yet been programmed using the utility device.

Diagnostics Key - The Diagnostics key is designed to help analyze and reveal why a key will not gain
entry. This is a non-opening key that may be used in any lock on the property. The Diagnostic key can be
read upon return from the lock to determine why the key did not work.

Electronic Key Encoder — The electronic key encoder is used to program the keys for your locks.

Electronic Key Encoder USB Cable — The USB cable that connects from the electronic key encoder to
the USB port on the PC.

Emergency Key — An Emergency key will open every lock on the property including units, suites, and
common access areas. These keys should be held by the property management and be available for the
fire department.

Emergency Power Supply (EPS) — The EPS is used to provide external power to the lock if the batteries
in the lock are too low to allow a key card to open the lock.

Guard Check Key — The Guard Check key allows your staff or security to register their patrol throughout
your property. The non-opening key is programmed to operate in all of your common access locks. The
key can be read upon return from the locks to see the common access number(s), date(s) and time(s) the
key was used.

Inhibit Key — Inhibit keys can be made for Resident keys, Zone keys and Master keys. An Inhibit key is
used to cancel a specific key out of locks if a key was lost or stolen.

Latch/Unlatch Keys - The Latch/Unlatch key allows a common access lock to be unlatched and latched.
The first time the key is used in the lock it will unlatch the lock; now the lock is set it so that no key will be
required to open the door. The second time the key is used in a lock it will latch the lock, setting it so that
a key must be used to open the lock.

Limited Use Key — A Limited Use key can be issued to staff residents or vendors who need access to
specified unit lock(s). It will work for a limited period of time on a specified date.
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Glossary (continued)

Master Key — A Master key will open every lock on the property. These keys should be issued to
employees that need access to all units, suites and common access areas.

Resident Key — A Resident key will be issued to the resident. This key will allows access into the
individual resident unit as well as any associated suite and common access locks.

Suite Lock - Suite locks are used for areas where multiple unit keys need access such as an entry way

into a building.

Unit Lock — A unit lock will be used on an individual door such as an apartment door.

Utility Device — The utility device is used to communicate with the lock for lock programming, lock

auditing, getting lock information, etc.

Utility Device USB Cable — The USB cable that connects from the utility device to the electronic key
encoder to communicate with the PC or from the utility device to the lock’s receptive port to communicate

with the lock.

Work Order — A work order can be input into the system when a unit or area of the property has
maintenance issues that need attention.

Zone Key — Zone keys will open specific groups of unit locks such as: all the units in a building or all the
units on a floor as designated in the site design process. A Zone key will be issued to employees who

need access to those units.
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