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Section 4: Management Functions

4.1 Assigning the System Administrator

58

If you are the system administrator, you must register yourself in the SAM RF System and assign yourself

the authority of the system administrator.

1. To register yourself as the system administrator in
the SAM RF System, click on the Management

menu at the top of the window or the
Management icon.

2. Point to Maintenance, then select Staff...

3. Atthe Staff List PC dialog box, the default user will
appear on the screen. Click Add on the right-hand
side of the screen to create your system administrator
identity and authorization.
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Assigning the System Administrator (continued)

4. Using the example to the right as a guide, type your

information into the Staff Form — ADD Mode PC
dialog box. At the top, type in your last name, first
name, and middle name or initial (optional) in the
appropriate fields. In the Position field, type
Administrator, Manager, or another appropriate
descriptor.

Note: A user name can range from one to 15
characters and a password can range from three to ten
characters. This information will become the user ID
and password that you will use each time you log on to
the SAM RF System.

5. Click on the small box next to Administrator. This
will give you full authority to access all aspects of
the SAM RF System.

59
staff Form - ADD Mode i
Last Mame Firgt Mame Fiddle M ame
|SMITH JOHN o
Position
|MANAGER
—System Authorization Information—————————
User Mame Pazzword
IEE e
Uszer D
<Mew User>
o Save |
x Cancel |

6. Click Save. You will return to the Staff List PC dialog box. Click Close to return the SAM RF System

main menu.

Note: If someone else will ultimately be the system administrator, you can register him/her using these
instructions. You may still want to register yourself with full system administrator authority if you will be

performing a number of administrative functions.
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4.2 Removing the Default System Administrator
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Once you have registered yourself (and/or someone else) as the system administrator, it is highly
recommended that you remove the default system administrator (ADMIN, CSS) from the SAM RF

System.

1. Log off the system (File, Log Off) and then log on again using your new user name and password.

2. Click on the Management menu at the top
of the window or the Management icon.

3. Point to Maintenance, then select Staff...

4. Within the Staff List PC dialog box, click on
ADMIN, CSS to highlight it, and then click
Delete.

5. A Delete Confirmation PC dialog box will

appear, asking, “Do you wish to delete ADMIN,

CSS?” Click Yes to confirm the deletion.

6. Back at the Staff List PC dialog box, you can
click Close to return to the SAM RF System
main menu screen, or stay in the Staff List PC
dialog box to register SAM RF System users.
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4.3 Creating Authorization Groups

Assigning a staff member to a specific authorization group allows that person access to a specific (and
limited) list of SAM RF System functions, such as assigning work orders or creating new keys, rather than
allowing access to the entire system.

Be very careful as you determine how much access to give to other users of the system.

,'G? Security Access Manager ADMIN, CS5 X is logged on -1 x|
File Keys Utility Device Management Reports

1. Click on the Management menu at
the top of the window or the
Management icon.

Help

2. Point to Maintenance, then select

Authorization Groups... ManSirn o

IMaintenance Authorization Groups...

Work Orders... Wendors...
Terminal Settings. .. Work Order Property Areas...
Backup...
3. Atthe Authorization Groups PC dialog box, there will be no WL TR e

authorization groups listed in the box. To create new authorization
groups, click Add on the right hand side of the PC dialog box to
display the Authorization Group — ADD Mode PC dialog box.
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Creating Authorization Groups (continued)

4. Create and type a name for it in the Name field at the

top of the PC dialog box. It is recommended that the Mame: o Save |
name be something that is easily identifiable, such as [UNIT ACCESS
Maintenance or Work Order Access. We've added a _X Corca |
Unit Access authorization group as an example. System Authorizations | Key Authorizations
5. Below the Name field are two tabs — System E E:da':: Unit .
Authorizations and Key Authorizations — each with g iﬁ:ﬂf;ﬂ?ﬁi\*eStatﬂf“"“
a list of options from which to choose. A list of System I Move Unit fom Zane =
Authorization options with short definitions follows. [¥' Move Unit from Suite
To select options, simply click in the small box next to o ot

the option so a check mark appears in it. [ Change Active State of Common Ac
[T Change Stat/Stop Time of Commar
[~ Rename Zone

[T Change Active State of Zone

[T Edit*endor Campany

[T Delete Vendar Compary

[~ aAddWendor Company

[~ Edit*endor Employes s
T LH

System Authorizations

Read Key — Allows the user to use the electronic key encoder to read a key
Rename Unit — Allows the user to go into the site design section and change the names of units

Change Active State of Unit — Allows the user to go into the site design section and edit the active state
of a unit

Add Unit — Allows the user to go into the site design section and add additional units to the system.

Move Unit From Zone — Allows the user to go into the site design section and change a unit's zone
assignment

Move Unit From Suite — Allows the user to go into the site design section and change a unit’s suite
assignment

Change Switch Mode of Unit — Allows the user to go into the site design section and change a unit’s
switch mode. Not applicable at this time

Rename Common Access Lock — Allows the user to go into the site design section and change the
names of common access locks

Change Active State of Common Access — Allows the user to go into the site design section and edit
the active state of a common access lock

Change Start/Stop Time of Common Access — Allows the user to edit the start and stop times of a
common access lock

Change Auto Open of Common Access — Allows the user to change the time a common access lock
will automatically open
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Creating Authorization Groups (continued)

Rename Zone — Allows the user to go into the site design section and rename a zone

Change Active State of Zone — Allows the user to go into the site design section and edit the active
state of a zone

Edit Vendor Company — Allows the user to go into the maintenance section and edit information about a
vendor company

Delete Vendor Company — Allows the user to go into the maintenance section and delete a vendor
company from the SAM RF System

Add Vendor Company — Allows the user to go into the maintenance section and add a vendor company
to the SAM RF System

Edit Vendor Employee — Allows the user to go into the maintenance section and edit information about a
vendor employee

Delete Vendor Employee — Allows the user to go into the maintenance section and delete a vendor
employee from the SAM RF System

Add Vendor Employee — Allows the user to go into the maintenance section and add a vendor employee
to the SAM RF System

Edit Resident — Allows the user to go into the maintenance section and edit information about a resident

Delete Resident — Allows the user to go into the maintenance section and delete a resident from the
SAM RF System

Add Resident — Allows the user to go into the maintenance section and add a resident to the SAM RF
System

Edit Staff — Allows the user to go into the maintenance section and edit information about a staff member

Delete Staff — Allows the user to go into the maintenance section and delete a staff member from the
SAM RF System

Add Staff — Allows the user to go into the maintenance section and add a staff member to the SAM RF
System

Utility Device Update Clock — Allows the user to reset the date and time in a lock(s)
Utility Device Update Common Access — Allows the user to edit information in common access lock(s)

Utility Device Download Audit — Allows the user to prepare the utility device to go to the lock to retrieve
its audit trail information

Utility Device Get Lock Info — Allows the user to prepare the utility device to retrieve information from a
lock(s) about its identity, current date and time and current battery voltage information

Utility Device Read Lock Info — Allows the user to display or print information that has been retrieved
after getting lock info (see above)
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Creating Authorization Groups (continued)

Utility Device Upload Audit — Allows the user to upload lock audit trail information from the utility device
into the PC for display or printing

Utility Device Battery Backup — Allows the user to access a lock with a dead battery

Edit Property Settings — Allows the user to go into the site design section and edit information regarding
default settings and more

Edit Work Order — Allows the user to go into the work order section and edit a work order

Delete Work Order — Allows the user to go into the work order section and delete a work order
Add Work Order — Allows the user to go into the work order section and add a work order
Rename Suite — Allows the user to go into the site design section and change the names of suites

Change Active State of Suite — Allows the user to go into the site design section and edit the active
state of a suite lock

Add Suite — Allows the user to go into the site design section and add additional suites to the system

Move Suite From Zone — Allows the user to go into the site design section and change a suite’s zone
assignment in the SAM RF System

Change Switch Mode of Suite — Allows the user to go into the site design section and change a suite’s
switch mode. Not applicable at this time

Edit Area — Allows the user to go into the Work Order Property Areas and edit information about
locations in the SAM RF System

Delete Area — Allows the user to go into the Work Order Property Areas to delete locations from the SAM
RF System

Add Area — Allows the user to go into the Work Order Property Areas and add additional locations to the
SAM RF System

View Reports — Allows the user to view reports on the PC
Program Unit Locks — Allows the user to use the utility device to program unit locks

Program Common Access Locks - Allows the user to use the utility device to program common access
locks

Program Suite Locks - Allows the user to use the utility device to program suite locks
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Creating Authorization Groups (continued)

6. Under the Key Authorizations tab, every key that can be created is S mmmees "
listed under Key Types and the transactions that can be performed ————— -

. . . X Cancel
are listed under Authorizations. K|
Sustem Autherizations  Key Authorizations |
Key T Authorizations
To select any or all of these options, click on the name of the ECACI | [ dehonter
specific key type in the left-hand column and then click in the small et sy
box next to the authorization so a check mark appears in it in the pemte
right-hand column. Repeat for each key type. e
e o
Latch/Unlateh Key
Emergency Key
Battery Check Kep
Key Types

Resident Key — A Resident key will be issued to the resident. This key will allow them to gain access into
their individual unit, as well as any associated suite and common access locks.

Inhibit Resident Key — An Inhibit Resident key is used to cancel a resident key out of locks if a key was
lost or stolen.

Zone Key — Zone keys will open specific groups of unit locks, including all the units in a building or all the
units on a floor, as designated in the site design process. A Zone key will be issued to employees who
need access to those units.

Inhibit Zone Key — An Inhibit Zone key is used to cancel a Zone key out of locks if a key was lost or
stolen.

Master Key — A Master key will open every lock on the property. These keys should be issued to
employees that need access to all units, suites and common access areas.

Inhibit Master Key — An Inhibit Master key is used to cancel a Master key out of locks if a key was lost or
stolen.

Limited Use Key — A Limited Use key is issue to vendors who need access to specified unit lock(s). It will
work for a limited period of time on a specified date.

Diagnostics Key - The Diagnostics key is designed to help analyze and reveal why a key will not gain
entry.

Construction Key — Construction keys allow you and you staff to gain access into locks that have just
been installed and have not yet been programmed using the utility device.

Guard Check Key — The Guard Check key allows your staff or security to register their patrol throughout
your property at common access locks.

Latch/Unlatch Keys - The Latch/Unlatch key allows a common access lock to be unlatched and latched.
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Creating Authorization Groups (continued)

Emergency Key — An Emergency key will open every lock on the property including units, suites and
common access areas. These keys should be held by the property management and be available for the
fire department.

Battery Check Key - The Battery Check key is a non-opening key that is designed to check the battery
voltage in the lock

For each Key Type, you can authorize users to perform three tasks:
» Make New Key

» Make Duplicate Key
* Erase Key

Note: If one of these three options appears dark, that option is not available for that particular key.
7. When you have finished assigning system authorizations and key authorizations, click Save at the

Authorization Group-Add Mode PC Dialog Box. Once you have setup your authorization groups, your
next task is to add system users.
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4.4 Adding SAM RF System Users

67

System users are loosely defined as the people who will be using the SAM RF System. However, it is

recommended that you register all staff members, whether they will be directly using the SAM RF System
or not. This will make performing such functions as creating staff keys or assigning work orders an easier
process. You can register system users now or at any time in the future.

1. Click on the Management menu at
the top of the window or the
Management icon.

2. Point to Maintenance, then select
Staff...

3. Within the Staff List PC dialog box, click Add
to display the Staff Form — ADD Mode PC

dialog box.
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Adding SAM RF System Users (continued)

Staff Form - ADD Mode

4. Enter the person’s name. At the top of the form =\ Ft e - il Harne
are fields for inputting each person’s last, first [poE TANE 3
and middle name/initial (optional).

Position

5. Enter information about his/her position. In the [MAINTENANCE
Position field, type in a word or two that
identifies this person’s position or responsibility

—Sustem Authorization [nfarmation—————————

3 N Uszer Mame Pazzword
at your site, such as Manager or Maintenance. [iDOE [
6. Enter the System Authorization Information. ™ Admiristator
Create a user name and password for this
[T LEASING AGENT
person. [T UMIT ACCESS
Uszer ID
<Mew Uszer:
o Save |
X Cancel |

Note: A user name cannot be more than 15 characters and a password cannot be more than 10
characters. Keep in mind that this information will become the user ID and password that each user will
type in when logging on to the SAM RF System. Be sure it is something they can easily remember. For
this reason, it is recommended that you employ an easily identifiable system for assigning user names,
such as the person’s first initial and last name. For example, Jane Doe’s user name would be JDOE.

As the system administrator, you will have access to user name and password information in the future.
This will be useful in cases where you need to add or remove users from the system or change
passwords.

7. Assign the authority level. It is highly recommended that you not give administrator privileges to
any other users of the SAM RF System. In other words, leave the Administrator box unchecked.
Below the Administrator box is a larger box that that should now contain the names of authorization
groups that you have set up.

8. To assign the authorization group, click in the box next to the group name so that a check mark
appears in the box.

Note: Authorization groups were created in the previous section as a shortcut for assigning authorizations
to system users.

9. Click Save to return to the Staff List PC dialog box. Click Add to add the next user and follow the
process once again. When you have registered all staff members in the SAM RF System, click Close
to return to the SAM RF System main menu screen.
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4.5 Adding New Staff to the SAM RF System

You can register additional system users now or any time in the future, such as when a new staff member
joins your team.

1. C||Ck on the Man ag ement menu at i # Security Access Manager SMITH, JOHN Q is logged on I =]
. File Keys Utiity Device Management Reports  Help
the top of the window or the
Management icon.

2. Point to Maintenance, then select Management

Staff wen - Maintenance Authorization Groups...

i »
ML Residents...
'wiark Orders,., Wendors...
Terminal Settings... ‘work Order Property Areas, .,
Backup...

3. At the Staff List PC dialog box, click Add to display the
Staff Form — ADD Mode PC dialog box. Last Nare IR |

SMITH JOHM oz

i Llose |
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Adding New Staff to the SAM RF System (continued)

4. Complete the Staff Form.

[5taff Form - ADD Mode

Enter the person’s name. At the top of the form are Last Name Fitst Narne Middle Name
fields for inputting each person’s last, first and middle |
namel/initial (optional). Pasition

Enter information about his/her position. In the

—Spstem Authorization Information————————

Position field, type in a word or two that identifies this User Name Password
person’s position or responsibility at your site, such as |

Manager or Maintenance. I A

Enter the System Authorization Information. Create a [ LEASING AGENT

[~ UMIT ACCESS

user name and password for this person. y
zer D

<Mew User:

W Save |
X Cancel |

Note: A user name cannot be more than 15 characters and a password cannot be more than 10
characters. Keep in mind that this information will become the user ID and password that each user
will type in when logging on to the SAM RF System. Be sure it is something they can easily
remember. For this reason, it is recommended that you employ an easily identifiable system for
assigning user names, such as the person’s first initial and last name. For example, John Smith’s
user name would be “jsmith.”

As the system administrator, you will have access to user name and password information in the
future. This will be useful in cases where you need to add or remove users from the system or
change passwords.

Assign the authority level. It is highly recommended that you not give administrator privileges to
any other users of the SAM RF System. In other words, leave the Administrator box unchecked.

Below the Administrator box is a larger box that contains the names of authorization groups that you
have set up. An authorization group is essentially a label that represents access to a specific (and
limited) list of SAM RF System functions — such as assigning work orders or creating new keys —
rather than allowing access to the entire system.

Once you have set up authorization groups in the SAM RF System, you can go back and edit the
authority level of certain staff members by selecting one of the authorization groups that will then
appear in the System Authorization Information box. See Section 4.3 “Creating Authorization
Groups.”

5. Click Save to return to the Staff List PC dialog box. Click Add to add the next user and follow the
process once again. When you have registered all staff members in the SAM RF System, click Close
to return to the SAM RF System main menu screen.
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4.6 Preventing Staff Access

When staff members leave your employment, it is highly recommended that you delete them from the
SAM RF System and change any existing passwords for current staff. This will prevent previous
employees from accessing the information contained in the system or possibly creating new keys.

1 . Cllck on the Man ag ement menu at i # Security Access Manager SMITH, JOHN 0 is logged on [ |

| File Keys Uklity Device Management Reparts  Help

the top of the window or the
Management icon.

2. Point to Maintenance, then select Management

Staff e ; = Maintenance Authorization Groups...

Site Design L3

Residents...
‘wiark Orders. ., Wendors...

Terminal Sethings. .. ‘work Order Property Areas...

Backup...

3. Within the Staff List PC dialog box, click on the

Lazt Mame | Firzt Mame | bl | Uszer [0 |

person’s name you wish to delete, and click oo AN PRET:
Delete. SMITH JOHN g o2

4. A Delete Confirmation box will appear, asking if
you are sure about deleting that person.

5. Click Yes to confirm deletion and then click
Close at the Staff List PC dialog box to return to
the SAM RF System main menu screen.

IMPORTANT: In the event that an employee does not return his or her key, see the Creating Inhibit Keys
section to inhibit staff access. If former staff members do not relinquish their keys, they can continue to
gain access to common access areas or to your residents’ units. Merely deleting staff members from the
SAM RF System is not enough to ensure the security of your property. It is also very important that you
collect whatever keys they might have in their possession.

To ensure the security of your property whether or not you have collected any keys in former staff
members’ possession, you should reprogram the locks where these staff members previously had
access. To reprogram these locks, you need an Inhibit key.

An Inhibit key is programmed to tell a lock to ignore keys with specific key IDs. If you assign key IDs
carefully in the key creation process, the inhibiting process will be simple.
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4.7 Adding Residents to the SAM RF System

i ;ﬁ‘ Security Access Manager SMITH, JOHN Q is logged on ] 5
File Keys Utiity Device Management Reports

1. Click on the Management menu at
the top of the window or the
Management icon.

Help

. . Management
2. Point to Maintenance, then select
. Maintenance uthorization Groups. ..
Residents... o eatan Grece
Site Design L3 Residents...
Work Orders. .. Wendars...
Terminal Settings. .. ‘“Work Order Property Areas. ..
Backup. ..
3. Atthe Unit/Resident List PC dialog box, all units within your Unit/Resident List
property will appear in the Unit/Resident List. Click on the unit =
where the resident is moving, then click Add. - )
1024,
E 1028
[~ Rl
B 10
B 1o Sl
1048 =
E 204 - 15} Edt
B 20e
B 202s +5 Delate
B 20
[~
H =0
B 20 —
B 20
B 2ma
H e
B -
A X R esideFm .- Mode
4, At the.ReS|den.t Form — ADD Mode PC d|alpg bo>_<, ente_r as Y - RN
much information as you can about the resident, including his I I
or her name, work phone and home phone numbers. There is  HemePhaneto ‘work Phone No
also space to record some notes about the resident. Io—— I
Notes: I™ Limited Access ’%
/ Save
x Cancel

Note: If the Limited Access box is checked here at this Add Mode screen, when making keys for this
resident, any defaults for common access areas previously set will be disabled. An example of when to
check the limited access box would be for children residing in the unit who may not have access to the
pool or health club. You can still manually select common access areas you may want the resident to
have access to when making the key.
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Adding Residents to the SAM RF System (continued)

5. When you have entered as much information as you wish about the resident, click Save. This will
return you to the Unit/Resident List PC dialog box.

6. If more than one resident will be moving into the same unit, click on that specific unit once again at
the Unit/Resident List PC dialog box and enter information about the next person moving in. Continue
registering additional residents moving into that same unit — or into a different unit — following the

same process. Click Close at the Unit/Resident List PC dialog box to return to the SAM RF System
main menu screen.
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4.8 Deleting Residents

When residents move out of your property, it is highly recommended that you delete them from the SAM
RF System.

1 C“Ck on the Man ag em ent menu at ¥ Security Access Manager SMITH, JOHN Q is logged on =101 x]
' . File Keys Utlity Device Management Reports  Help
the top of the window or the
Management icon.

2. Point to Maintenance, then select Management
Residents... Mairkenance: Authorization Groups...

Site Design 3

Wendors, ..

Work Orders...

Terminal Settings. .. Work Order Property Areas...

Backup...

3. Atthe Unit/Resident List PC Dialog Box, click the Plus Sign (+)
next to the unit number in which the resident resides.

Unit/Resident List

[~ -
e
B 108 = ——
H e
[~ QL]
E 2z
B 203
B 2s
[~ —
B 2048
H =
H =ms
B o -

Unit/Resident List

4. Click on the person’s name you wish to delete, and then click
Delete.

[~ -
B e
= ] 1oz

ROCHE, JENNIFER &

OCHE, MICHELE K

o [Hee]
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Deleting Residents (continued)

5. A Delete Confirmation PC dialog box will appear asking if you are sure about deleting that person.
Click Yes to confirm, and then click Close at the Unit/Resident List PC dialog box to return to the
SAM RF System main menu screen.

6. Repeat the process until all residents vacating a unit are removed from the SAM RF System.

7. Merely deleting residents from the SAM RF System is not enough to ensure the security of your
property. If former residents do not relinquish their keys, they can continue to gain access to common
access areas and to their former unit(s). It is also very important that you collect whatever keys
former residents might have in their possession.

To ensure the security of your property AND the security of the new residents of that unit, it is
important to make sure that any keys in a former resident’s possession will no longer provide access.

To prevent access, you must reprogram the locks that the residents previously had access to. To
reprogram these locks, you need to create an Inhibit Resident key. If a new resident will be moving in
immediately you do not need to create an Inhibit Resident key. When the new resident key is made
and used in the lock(s) it will invalidate the previous resident(s) keys.

Note: If you have new residents to register, follow the process “Adding Residents to the SAM RF System”
described earlier in this section.
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4.9 Adding Vendors to the SAM RF System

1. Click on the Management menu at the top LA i ElIEl
: : e Keys Uity Device Hanagement Reports Help
of the window or the Management icon.
2. Point to Maintenance, then select Management
Vendors...
Maintenance Authorization Groups. ..
- Staff..
Site Design » Residents...
‘Work Orders. ..
Terminal Settings... Work Order Property Areas...
Backup...
3. Click Add at the Vendor Company List PC dialog box. endor Company List
Name |
7 add
2 Edit
% Employeesl
E Cloze |
4. Input as much information as you wish about the vendor
company in the fields provided including: f”mpa”y“a“e I"e”‘“”m
s Street 1 Street 2
e The vendor's company name [ |
e The vendor type, such as Plumber, Painter, etc. iy State
e Address and phone number information |Z - feLaBae |
ip Code
e
5. Click Save to return to the Vendor Company List PC dialog Phone Ko: FaNo: Mobile Ko
box. If you would like to add another vendor to the system right '———*— J—/—— [——
away, click New and follow the process once again. s | X cancel
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Adding Vendors to the SAM RF System (continued)

'Yendor Employee List - BUGBGONE

6. To register employees of a specific vendor company,
be sure you are in the Vendor Company List PC dialog  [Letame [ FustName Wi s |

box. Click on the vendor for which you will be i
registering employees and click Employees. This will —
display the Vendor Employee List PC dialog box. £
% Delete
7. To register a new vendor employee, click Add. This ]
will display the Vendor Employee Form — ADD Mode
PC dialog box.
8. Enter as much information as you can about the
employee, including his or her name, position and the - Tt e
phone number that he or she uses most often. When ——
you have entered as much information as you wish, oot s et i Name ]
click Save. This will return you once again to the f [ | B
Vendor Employee List PC dialog box. Posiion User D
9. Continue registering additional vendor employees by iRl L |
following the same process, or click Close at the Jo——— _X cance |
Vendor Employee List PC dialog box and again at the
Vendor Company List PC dialog box. _ B |
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4.10 Creating and Viewing Work Orders

Not only does the SAM RF System provide enhanced security for your property, it also enhances the
level of service you can provide to your residents, specifically through the use of computer-generated
work orders for property maintenance.

The SAM RF System allows you to create new work orders, assign them to specific staff members or
vendors, and track and edit them as they are processed. Pending and open work orders are interrelated
with limited use keys. They are easily identified as they appear in bold print when making limited use
keys.

1. To view existing work orders, click on the ‘

1 # Security Access Manager SMITH, JOHN Q is logged an =10 x|
Management menu at the top of the window  fle_kess Uity beviceHanagenent_feparts _Helo
or the Management icon.
2. Click on Work Orders.
Management
Maintenance »
Terminal Settings...
3. The Work Order List PC dialog box provides a number ork Order List
of viewing options for existing work orders. For instance, o 2 Spen, IMT_I @ Fereh
under Work Order Type, you can choose the Unit R T T S Vi | ———
option to view all work orders for all units or just for a Dese o FEDING  VuoiiEs. Dav —
single unit. Alternatively, you can choose the Property s |
option, which will list any work orders for common _ipe |
access areas around your property. i) on
4. Next, you can choose to review only pending, open or =
closed work orders — or any combination of the three. -
You can also choose to review work orders based on | | o

the staff member to whom they were assigned by
selecting a specific user.

Note: Whenever you make changes to the viewing options, it is important to click the Refresh button at
the top right corner of the PC dialog box to update the screen.
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Creating and Viewing Work Orders (continued)

5. To create a new work order, click Add to Wark Order - ADD Mode
display the Work Order — ADD Mode PC [medij
. ‘Work Order Mumber: & Urit " Property Requested By:

dlalog bOX <Mew Wark Orders MO UNIT] - SMITH. JOHN O =t
STAFF (2]

The SAM RF System automatically assigns a

H ' H D ate/Time Requested Phore No: Assigned Ta

work order number for later identification. In- [z | e —— o

addition, the Date/Time Requested fields will STAFF @

automatically fill in with the current date and

tl me Priority: Statug:

[HORMAL | Jrenoig 7]

Job Description:

6. The first step in creating a new work order is =
to select the Work Order Type by clicking the
small circle next to either Unit or Property. If

the work order is for a unit, you will then select =
the unit number using the pull-down box below e Cicumstances ™ Pemmission To Enter

Unit. Property refers to other areas within the A s |
property in need of maintenance attention | X Carcel |

such as the pool or health club. If property is
selected, you will then select the area by using the pull down box below Property.

7. A staff member or a resident can make service requests. By default, the
name of the person currently logged on to the SAM RF System will appear in

the box “ Requested By.” To change this information, click the button to the " STAFF

right of the box. (This button has a hand pointing to the right.) This will " BESIDENT
display the Select User Type PC dialog box.  VENDOR
If a resident requested the service, click the open circle next to Resident and X Carcel |
click OK. This will take you to the Resident List PC dialog box.
Resoentust
8. Any residents registered into the system for that Last Name [ Fist Name [M]Oserip | Limites?
particular unit will be listed in this box. Click on the : [&™" HATHOND .-
name of the person who reported the problem. | M THERESA Ao
Click Select.
| @Eﬁe\ect |
Note: If the resident who requested the service is not i
in the resident list, see Section 4.7 “Adding Residents
to the SAM RF System”.
9. If a staff member requested the service, click the
open circle next to Staff and click OK. 0| [

10. At the Staff List PC dialog box, click on the name of the staff member who reported the problem and
click Select. Back at the Work Order List PC dialog box, the name of the person you selected will
appear in the box under the words, “Requested By.”

Note: If the staff member who requested the service is not in the staff list, see Section 4.5 “Adding New
Staff to the SAM RF System”.
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Creating and Viewing Work Orders (continued)

. .
11. Work orders can be assigned to either a staff member or a vendor. By —
default, the name of the person currently logged on to the SAM RF System P
will appear in the box under the words, “Assigned To.” To assign the work -
order to someone else, click the button to the right of the box. (This button
has a hand pointing to the right.) This will display the Select User Type PC ¢ VENDOR
dialog box.

€ RESIDENT

X Cancel |

12. Determine whether the work order will be assigned to a staff member or a vendor.

o If the work order is being assigned to a staff member, click the open circle next to Staff and click
OK. This will take you to the Staff List PC dialog box. Click on the name of the staff member who
will be assigned the work order and click Select.

‘endor Employee List - ACE PLUMBING

o |f the work order is being assigned to a vendor, p— T — T |
click the open circle next to Vendor and click OK. GREGD MIKE 10
This will take you to the Vendor Company List PC | " ?
dialog box. Any vendors you previously registered
into the system will be listed in this box. Click on
the name of the vendor to whom you wish to
assign this work order and click Select.

e If you would like to assign this work order to a
specific vendor employee, click on the name of the -
vendor and then click Employees. This will o L_Fommsoon Tobni

; . . R
display the Vendor Employee List PC dialog box. T
LI [
Note: If the vendor company or vendor employee you wish to assign the work order to is not in the
vendor company list, see Section 4.9 “Adding Vendors to the SAM RF System”.
13. Back at the Work Order — ADD Mode PC S — =
dialog box, the name of the person or vendor Work Dt Ty :
company you selected will appear in the box ok et Mo g CHEREE L= e :
under the words, “Assigned To.” If known, type SR e . i |
that person’s phone number into the Phone
No. field. Date/Time Reguested: Phane Mo: ‘Assigned Ta:
[o8rz5rz005 +] [1om0aM | [ B JUI @ & |
14. If you wish to assign a date to this work order e ?
other than the current date/time, you can do Piiiy: Status
so in this PC dialog box. Inorus. ] Jeenone x|
Job Description:
15. The next task is to select the Priority for this 2
work order — Low, Normal or High — with
Normal being the default. And because this is =
a new work order, you can accept the default Special Citcumstances I Permission To Enter
Status of the work order as Pending. Zl o sae
;I x Cancel
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Creating and Viewing Work Orders (continued)

16. The Work Order — ADD Mode PC dialog box has additional fields for recording a full description of the
service problem as well as any additional information, such as whether or not permission to enter has
been granted, if there is a pet on the premises, etc.

17. When you are satisfied with all the settings for this work order, click Save.

18. The Success PC dialog box will appear and show you the newly
assigned work order number. Click OK.
@ The new work order number is 200608251,
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4.11 Editing Existing Work Orders

To keep accurate records, it may be necessary to make changes to existing work orders. For instance, if
a work order is being reassigned to a different staff member or to a vendor, or when a work order’s status
goes from open to closed, that information should be recorded.

# Security Access Manager SMITH, JOHN Q is logged on N [=E3]
| File Keys Utiity Device Management Reports Help

1. To edit an existing work order,
click on the Management menu at
the top of the window or the
Management icon.

2. Click on Work Orders... Management

Maintenance »

Site Design 3

Work Order - Edit Mode

3. Atthe Work Order List PC dialog box, click on

the work order you wish to update and then Wk Ordrtambos | & 0 Pty | Feuested By
click Edit. This will display the Work Order — UL AT |  [<EATING. MAFIYANN J = |
Edit Mode PC dialog box. RESIDENT “

Date/Time Requested: Phane Ma: Assigned To:

06/25/2005 | [11:04aM L1 ‘TYSUN,J'M =i |

YENDOR (9
ACE PLUMEING

Priarity: Status:
NORMAL | |FEnDING =

Fl

Job Description:

Bathroom faucet leaking. ;l

Special Circumstances [~ Permission Ta Enter

Cat. ;I o Save
LI x Cancel
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Editing Existing Work Orders (continued)

4. Either a staff member or a resident can make service requests. To change this information, click the
button to the right of the box. (This button has a hand pointing to the right.) This will display the Select
User Type PC dialog box.

To change this information to a resident, click the open circle next to Resident and click OK. This will
take you to the Resident List PC dialog box. Any residents you registered into the system for that
particular unit will be listed in this box. Click on the name of the person who reported the problem and
click Select.

Note: If the resident who reported the problem is not in the resident list, see Section 4.7 “Adding
Residents to the SAM RF System” for instructions on adding that person to the list.

To change this information to a staff member, click the open circle next to Staff and click OK. This will
take you to the Staff List PC dialog box. Click on the name of the staff member who requested the
service and click Select.

Note: If the staff member who requested the service is not in the staff list, go to Section 4.5 “Adding New
Staff to the SAM RF System” for instructions on adding that person to the list.

Back at the Work Order List PC dialog box, the name of the person you selected will appear in the
box under the words, “Requested By.”

5. Work orders can be reassigned to either a staff member or a vendor. To change the work order
assignment, click the button to the right of the box under the words, “Assigned To.” (This button has a
hand pointing to the right.) This will display the Select User Type PC dialog box.

o If the work order is being reassigned to a staff member, click the open circle next to Staff and
click OK. This will take you to the Staff List PC dialog box. Click on the name of the staff member
who reported the problem and click Select.

e |f the work order is being reassigned to a vendor, click the open circle next to Vendor and click
OK. This will take you to the Vendor Company List PC dialog box. Any vendors you previously
registered into the system will be listed in this box. Click on the name of the vendor you wish to
assign this work order to and click Select.

e If you would like to assign this work order to a specific vendor employee, click on the name of the
vendor company and then click Employees. This will display the Vendor Employee List PC dialog
box.

Note: If the vendor to whom you wish to assign the work order is not in the vendor company list, go to
Section 4.9 “Adding Vendors to the SAM RF System” for instructions on adding that vendor to the list.

7. Back at the Work Order — Edit Mode PC dialog box the name of the person or vendor company you
selected will appear in the box under the words, “Assigned To.” If known, type that person’s phone
number into the Phone No. field.

8. If you wish to assign this work order a new date/time, you can do so in this dialog box.
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Editing Existing Work Orders (continued)

9. Other changes that can be made in the Work Order — Edit Mode PC dialog box are: changing the
Priority (Low, Normal or High), its Status (Pending, Open or Closed) and adding more information
to the Job Description and Special Circumstances fields.

10. When you are satisfied with all the changes to this work order, click Save.

Although you have created and assigned a work order using the SAM RF System, it does not necessarily
mean the person to whom the work order is assigned is aware of it. Somehow, that person needs to be
informed that the work order exists and action needs to be taken.

There are essentially two ways to do this: (1) Print the work order out and hand it to the staff member it is

assigned to (call/fax it to the vendor); (2) Provide access to the SAM RF System work orders functions for
responsible staff members to retrieve and edit work orders themselves.
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4.12 Printing Work Orders

1. TO prlnt an eXlStlng WOI’k Order, Clle ;Security Aess anager SMITH, JOHN Q is logged on =lol =l
on the Man agement menu at the File Keys Ukility Device Management Reports Help
top of the window or the
Management icon.
2. Click on Work Orders... Management
Maintenance 4
Site Design 3
Terminal Settings. .. |
3. At the Work Orders List PC dialog box, click on the work order you Output Options ]
wish to print and then click Report. This will display the Output ﬁi;ﬁ‘;:;j;‘m;ww |
Options PC dialog box. —
£ Printer

i+ Preview

4. At the top of the Output Options PC dialog box, your default printer coe [ B Cancel |
will be listed. Below that will be a Report Destination box along with F'm_ setup |
three options:

e Printer: To print the report out as hard copy e I~ calete
e Preview: To view the report on screen f I~ Dupiex

e File: To save the report to your hard drive or to disk.
Note: Although you have the option to print or to save the report to file, it is highly recommended that you

first preview the report on screen. You will once again have the option to print or save from the preview
screen. Also, unless you specifically delete a work order, it will remain in the SAM RF System indefinitely.
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4.13 Previewing the Work Order Report

To preview the work order report on
screen, confirm that the Preview option is
selected and click OK. Within a few
moments, the Work Order Report Preview
PC dialog box will open up in a new
window that you can maximize or

minimize like any Windows-based window.

If there are several pages to the work
order report, the preview screen provides
tools for going from one page to another
using either the buttons at the top of the
box or the Page pull-down menu. There
are also options for zooming in or zooming
out of the report using either the Zoom
box or the Zoom pull-down menu.

o =1
File Page Zoom Help
EE@|I<< P bl Page |1 Uf1|QQE—“|ZUUmIBU.EI %|E
]
HORTHWINDG APARTMENTS 1042402005
WORK ORDER REPORT
Wiork Order Number: 200510241
Unit 1014
Requested By: KEATING, MARYANN J
Telephone Number:
Date/Time Requested:  10/24/2005 02:28 PM
Date/Time Completed
Company Name AGE PLUMEING [VENDOR]
Assigned To: TYSON, JiM
Priority: HORMAL

4

Status:
Permission to Enter:

PENDING
WES

Job Description

Bathroom faucet leaking

"

4

To print the work order report, go to the File pull-down menu and select Print. This will open up the
printing PC dialog box for your default printer. Simply select the various options and click OK to

commence printing.

To exit the preview PC dialog box, go to the File menu and click Exit. This will return you to the Work
Order List PC dialog box. Click Close to return to the SAM RF System main menu screen.

Note: A permanent history of all work orders remains stored for future reference.
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4.14 Backing Up Data Files

As with most computer software programs, regularly backing up the information in the SAM RF System is
highly recommended. Should something unforeseen happen to your computer, a backup file of the data
would prevent inputting information all over again.

It is recommended that you backup the data in the SAM RF System at least once each week. Fortunately,
the SAM RF System has an easy-to-use backup function built in.

1. To backup your SAM RF System data files, click on the HLE
Management menu at the top of the window or the
Management icon.

2. Point to Maintenance, then select Back up...

3. Atthe Database Backup PC dialog box, the & 5AM Database Backup 5
default backup file name and location SelEshacting Datsbese  EEHEGTTENE
(directory) will already be listed in the box ek BE
next to the words “Self-Extracting Database g Creste Backup Pl | X cocel |
Backup.EXE”.

In other words, the backup file will be named SAMDBBackup.EXE and will appear in your C:\ directory
(normally your hard drive) in the Program Files subdirectory. Within the SAM RF program folder, a sub-
folder named “Backup” will be created with the backup file housed within it.

You have the option of changing the directory if you wish. If the backup data will be saved to the hard
drive, it is recommended that you DO NOT use the default directory. However, it is highly recommended
that you save the backup data OFF your computer — onto a floppy disk, a CD, tape, zip disk, or even
another computer.

Note: SAM RF System database files will often exceed the maximum available disk space on a 3.5-inch
floppy disk. It is therefore recommended that you find some other media to save this file to, such as a CD,
tape, zip disk, or another computer.

4. To save the backup file onto your computer’s hard drive, click Create Backup File. Within a few
moments, the SAM RF System will display an information screen with the following message:

“C:\\PROGRAM FILES\SAMRF\BACKUP\SAMDBBackup.EXE has been successfully created.”

5. Click OK on the information screen and then click Cancel at the Database Backup PC dialog box to
return to the SAM RF System main menu.
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4.15 Saving the Backup File Off Your Computer

1. To backup your SAM RF System data files off your computer, click on the Management menu at the
top of the window or the Management icon.

2. Point to Maintenance, then select Back Up.

3. At the Maintenance Backup PC dialog

E 2]
box, the default backup file name and Savein [ 3 BACKLP T e @ eF
location will already be listed in the box BT
next to the words Self-Extracting
Database Backup.EXE.

4. To change this default information, click
the Browse button next to the box. This
will display a typical Windows Save As
PC dialog box.
5. Click the down arrow (+) to access a _— = Save_|
different directory (for a CD drive, tape . : . GDE_ R j p—

drive or zip disk drive). Choose the 4
appropriate location for saving your backup file and click Save.

Note: While most computers use the C:\ directory as the hard drive, other directories for the CD drive,
tape or zip drive will not necessarily be the same for all computers.

6. When the file has been saved, you will return to the Maintenance Backup PC dialog box. The new
location for the backup file (along with the name of the backup file) will now appear in the box next to
the words “Self-Extracting Database Backup.EXE.” Click Create Backup File to proceed.

Within a few moments, the SAM RF System will display an information screen with the following
message:

XA\PROGRAM FILES\SAMRF\BACKUP\SAMDBBackup.EXE has been successfully created.
Note: X indicates the letter of the directory you have chosen for the backup file.

7. Click OK on the information screen, and then click Cancel at the Maintenance Backup PC dialog box
to return to the SAM RF System main menu screen.
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