
Co mmu n it y™ Re le as e N o t e s
Co mmu n ity 2 .0

We lc o me

Co mmu n i t y i s a w eb-based ac c ess man agemen t so ft w are fo r o u r mu l t i h o u si n g
pro pert y empl o y ees t o easi l y c o n fi gu re resi den t , v en do r an d st aff ac c ess.
Co mmu n i t y empo w ers pro pert y man agers t o i n t u i t i v el y au t h en t i c at e an d man age
au t h o ri z at i o n t h ro u gh o u t t h e en t i re pro pert y pro v i di n g sec u ri t y , c o n v en i en c e an d
o perat i o n al effi c i en c y .

Co mmu n i t y o ffers w eb-based ac c ess fro m a desk t o p c o mpu t er, l apt o p o r mo bi l e
dev i c e w h i l e o n t h e pro pert y ’ s n et w o rk . P ro pert y c o n fi gu rat i o n an d ac c ess
man agemen t o f resi den t s, st aff an d v en do rs c an be pro grammed remo t el y at an y
t i me 24/7.

Wh at ' s N e w

Co mmu n i t y 2. 0 i n c l u des t h e fo l l o w i n g n ew feat u res:

Co mmu n ity AP I

Fo r c o mpl et e i n fo rmat i o n abo u t t h e Co mmu n i t y AP I, refer t o Co mmu n i t y Cl i en t AP I
D o c u men t at i o n v ersi o n 1. 15.

n Up t o 542 v ari abl e ac c ess po i n t s c an n o w be en c o ded o n S t aff ( v ari abl e ac c ess)
an d Ven do r 4K k ey s. T h i s fu n c t i o n al i t y i s al so su ppo rt ed i n t h e S t aff/Ven do r Key s
mo du l e.

L o c k s may t ak e u p t o si x sec o n ds t o u n l o c k depen di n g o n t h e
n u mber o f ac c ess po i n t s t h e k ey gi v es ac c ess t o an d t o w h i c h l o c k
t h e k ey i s presen t ed.

n N ew /mo di fi ed Co mmu n i t y AP I su ppo rt fo r:

Wel c o me
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n R et u rn i n g l i st o f c o n fi gu red en c o ders
n R et u rn i n g t h e l at est ac c ess po i n t au di t i n fo rmat i o n fo r t h e spec i fi ed ac c ess

po i n t
n E rasi n g a k ey
n E n c o di n g Can c el k ey s fo r R esi den t , S t aff ( v ari abl e ac c ess) an d Ven do r k ey

i n st an c es
n R eadi n g an d ret u rn i n g t h e M i fare k ey UID fo r R esi den t , S t aff ( v ari abl e ac c ess)

an d Ven do r k ey s
n R et u rn i n g t h e M i fare k ey UID fo r ex i st i n g R esi den t , S t aff ( v ari abl e ac c ess) an d

Ven do r k ey s

O n lin e Co mmu n ica tio n

n T h e Gat ew ay II AP I o n l i n e i n t egrat i o n i n t erfac e i s n o w fu l l y su ppo rt ed fo r
Co mmu n i t y t o perfo rm al l remo t e o perat i o n s, mo n i t o r o n l i n e ev en t s an d st at u s,
an d sen d rel at ed n o t i fi c at i o n s.

R AC5 E le va to r P r o f ile

Co mmu n i t y ex t en ds su ppo rt fo r t h e R AC5 ( R emo t e Ac c ess Co n t ro l l er) el ev at o r
pro fi l e. T h e R AC5 pro fi l e c an be c o n fi gu red t o c o n t ro l u p t o 64 di st i n c t fl o o rs an d
su ppo rt s t h e same o n l i n e o perat i o n s an d ev en t s as t h e M FC el ev at o r c o n t ro l l er.

Fo r o n l i n e en v i ro n men t s, go t o D ev i c e M an agemen t > Gat ew ay Co n fi gu rat i o n t o
c o n fi gu re t h e R AC5 el ev at o r c o n t ro l l er o v er US B.

T h e fo l l o w i n g R AC5-spec i fi c ev en t s are n o w i n c l u ded i n t h e Ac c ess P o i n t Au di t
R epo rt an d M o n i t o ri n g ( On l i n e/E v en t s) det ai l s:

n " R equ est T o E x i t Open "
n " R equ est T o E x i t Cl o se" ( M o n i t o ri n g o n l y )
n " R emo t e Un l o c k Open "
n " R emo t e Un l o c k Cl o se"
n " Fi re Al arm Ac t i v at ed"
n " Fi re Al arm D eac t i v at ed"

Wh at 's N ew
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R e p o r ts

T h e Ac c ess P o i n t Au di t R epo rt n o w i n c l u des t h e fo l l o w i n g ev en t s:

n “E sc ape R et u rn S t art ”
n “E sc ape R et u rn E n d”
n “D eadbo l t D eac t i v at i o n ”
n “Au t o Un l at c h S c h edu l e S t art ed” ( prev i o u sl y “Au t o Un l at c h ”)
n “Au t o Un l at c h S c h edu l e E n ded” ( prev i o u sl y “Au t o L at c h ”)

S u ppo rt ed l o c k t y pes:   M T 4, P i x el , R CU4, R T + , S affi re L X, R AC5. L at est
l o c k fi rmw are requ i red.

Co r r e c t e d Is s u e s

T h i s sec t i o n l i st s c o rrec t ed i ssu es. An i n t ern al referen c e n u mber may fo l l o w t h e fi x
desc ri pt i o n .

S ys te m S e ttin g s

n Key E x pi rat i o n . T h e defau l t ex pi rat i o n fo r Bl o c k /Un bl o c k /R esequ en c e/Can c el
k ey s n o l o n ger affec t s t h e ex pi rat i o n sel ec t ed at k ey -mak i n g t i me. ( 29012)

M o b ile Ke ys

n Upo n mo di fy i n g mo bi l e k ey set t i n gs i n S y st em S et t i n gs > Adv an c ed, st aff/
v en do r-l ev el ac c ess po i n t s are n o w fl agged fo r repro grammi n g as ex pec t ed.
( 27919)

Co mmu n ity AP I

n An i n t ermi t t en t AP I i ssu e t h at prev en t ed k ey en c o di n g i s reso l v ed. ( 32476/S D -
1065)

n An i n t ermi t t en t AP I i ssu e t h at prev en t ed st aff/v en do r mo bi l e k ey s fro m bei n g
del et ed i s reso l v ed. ( 33049/S D -1143)

n An i n t ermi t t en t AP I i ssu e t h at prev en t ed so me resi den t k ey s w i t h c ert ai n l ease
ID s t o fai l en c o di n g i s reso l v ed. ( 33052/S D -1117)

n An i n t ermi t t en t AP I i ssu e t h at prev en t ed so me resi den t mo bi l e k ey s w i t h mu l t i pl e
u n i t s t o be i ssu ed i s reso l v ed. ( 33149/S D -1160)

Co rrec t ed Issu es
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Au r o r a

n Upo n resy n c h ro n i z i n g dat a bet w een Au ro ra an d Co mmu n i t y , o n l y Co mmu n i t y
c reden t i al s are del et ed. Al l c reden t i al s added di rec t l y i n Au ro ra persi st . ( 33060)

K n o wn Is s u e s

T h i s sec t i o n l i st s k n o w n i ssu es an d pro v i des det ai l ed w o rk -aro u n d i n st ru c t i o n s. An
i n t ern al referen c e n u mber may fo l l o w t h e i ssu e desc ri pt i o n .

Co mmu n ity AP I

n T o en su re pro per beh av i o r, u po n requ est i n g a resi den t k ey fo r an ex i st i n g l ease, al l
u n i t s al ready assi gn ed t o t h e l ease mu st be passed i n t h e requ est i n addi t i o n t o
t h e n ew u n i t s. ( 33292)

S ys te m S e ttin g s

n D at abase Bac k u p & Arc h i v i n g. Fo r o n l i n e i n st al l s o n l y . T h e M o n go D B dat abase i s
n o t part o f t h e man u al bac k u p as do n e by c l i c k i n g t h e Bac k Up D at abase bu t t o n .
( o n l y bac k i n g u p S QL D B) . ( 32954)

M ak e su re M o n go D B bac k u p i s sc h edu l ed o r i s bac k ed u p man u al l y
o u t si de o f Co mmu n i t y t o an ex t ern al l o c at i o n .

D e vice M a n a g e me n t

n Upo n deac t i v at i n g t h e Z i gBee an t en n a fo r a gat ew ay , t h e an t en n a st at u s i s “pai r
o ff” w h en i t sh o u l d be “deac t i v at ed”. ( 32624)

R o le M a n a g e me n t

n A c u st o m ro l e c reat ed w i t h t h e S t aff/Ven do r Key s sy st em ri gh t en abl ed an d
rel at ed k ey ri gh t s ON L Y do es n o t al l o w t h e o perat o r assi gn ed t o t h i s ro l e t o
assi gn a k ey h o l der u po n en c o di n g st aff k ey s. ( 32996)

E n abl e t h e S t aff/Ven do r M an agemen t sy st em ri gh t o r defau l t
M ai n t en an c e S u perv i so r sy st em ri gh t s t o t h e c u st o m ro l e.

Kn o w n Issu es
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R e p o r ts

n R ead Key o perat i o n s fo r Bl o c k , Un bl o c k , Can c el an d R esequ en c e k ey s are n o t
c o rrec t l y di spl ay ed i n t h e S y st em Ac t i v i t y R epo rt . ( 28315)

n T h e “Key T y pe” c o l u mn i n t h e S y st em Ac t i v i t y R epo rt i s bl an k fo r t ran sac t i o n s
rel at ed t o mo bi l e k ey s. ( 30600)

E n co d e r s

n E n c o ders c o mmu n i c at i n g v i a T CP /IP t ak es u p t o o n e mi n u t e t o appear as o n l i n e
aft er c o n n ec t ed/rec o n n ec t ed. ( 32936)

O n lin e Co mmu n ica tio n

n If an ac c ess po i n t i s pai red t o a GWY II dev i c e, R AC5 dev i c e o r GWY II AP I-
asso c i at ed c o n t ro l l er an d n eeds t o be rec o n fi gu red as a di fferen t ac c ess po i n t
( fo r ex ampl e, u n i t 100 n eeds t o be repro grammed as ro o m 200) , t h e o ri gi n al
pai ri n g persi st s c au si n g remo t e o perat i o n s t o fai l . ( 32988)

Un pai r t h e ac c ess po i n t , t h en pai r t h e n ew l y c o n fi gu red ac c ess po i n t
t o t h e GWY II dev i c e, R AC5 dev i c e o r GWY II AP I-asso c i at ed c o n t ro l l er.

M o n ito r in g

n T h e bl o c k /u n bl o c k k ey ev en t s are n o t al w ay s di spl ay ed i n On l i n e/E v en t s. ( 32818)

R emo t el y o r ph y si c al l y au di t t h e ac c ess po i n t s t o c o n fi rm t h at
bl o c k /u n bl o c k k ey ev en t s are rec ei v ed t o c o n fi rm t h at Bl o c k /Un bl o c k
k ey ac t i o n s h av e been perfo rmed o n ac c ess po i n t s. .

n On l i n e/Ac c ess P o i n t S t at u s. Upo n c l i c k i n g ( R efresh ) , t h e “P ri v ac y en abl ed”

c o l u mn i s n o t u pdat ed w i t h t h e pro per ac c ess po i n t st at u s. ( 32952)

N av i gat e t o a di fferen t t ab t h en resel ec t t h e On l i n e/Ac c ess P o i n t
S t at u s t ab o r refresh t h e page.

N o tif ica tio n M a n a g e me n t

n N o t i fi c at i o n gro u ps t h at i n c l u de t h e " Fi re al arm deac t i v at ed” o r “R equ est t o ex i t
c l o se” n o t i fi c at i o n , c an n o t be c reat ed. ( 32942)

Kn o w n Issu es
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Re qu ir e me n t s

T h i s sec t i o n l i st s mi n i mu m sy st em, n et w o rk , dev i c e an d i n t erfac e requ i remen t s fo r
i n st al l i n g an d u si n g Co mmu n i t y . Addi t i o n al reso u rc es may be requ i red based o n si t e
c o n fi gu rat i o n an d u sage.

S ys te m R e q u ir e me n ts

T h e fo l l o w i n g t abl e l i st s mi n i mu m requ i remen t s fo r t h e Co mmu n i t y S erv er an d
Co mmu n i t y w o rk st at i o n . An c i l l ary rec o mmen dat i o n s are l i st ed at t h e en d o f t h e
t abl e. 1

Re quir e me nt Community Se r ve r Community Wor ks tation

CP U n 2 G Hz/ 6 4 -bit/ quad cor e
n D e dicate d s e r ve r ( r e comme nde d)

2 G Hz/ 6 4 -bit/ dual cor e

RA M 16 G B or mor e 8 G B

D is k D r ive F r e e
Space

3 0 G B2 5 0 MB

Ne twor k Contr olle r G igabit Ethe r ne t - 1G b/ s e cond G igabit Ethe r ne t - 1G b/ s e cond

USB 2 .0 P or t Re quir e d to conne ct e ncode r Re quir e d to conne ct e ncode r

Ope r ating Sys te m n Micr os oft Windows Se r ve r
2 0 19 / 2 0 16 / 2 0 12 R2 Standar d
( Englis h) — Suitable for lar ge and
s mall-s cale imple me ntations .
Re quir e d for online communication.

n Windows 10 P r o/ Ente r pr is e
( Englis h) — Us e for s mall-s cale
imple me ntations only
( r e comme nde d maximum of 1, 0 0 0
acce s s points and two e ncode r s ) . 3

n Micr os oft Windows 10
P r o/ Ente r pr is e ( Englis h)

D atabas e 4 n SQL Se r ve r Expr e s s 2 0 14 / 2 0 17
n SQL Se r ve r 2 0 14 / 2 0 16

N/ A

We b Br ows e r 5 n G oogle Chr ome ( late s t)
n Micr os oft Edge ( late s t)

n G oogle Chr ome ( late s t)
n Micr os oft Edge ( late s t)

1 A dditional r e comme nde d har dwar e for the Community Se r ve r include s : UP S Backup, Inte gr ate d HD

R equ i remen t s
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G r aphics Car d, Ke yboar d/ Mous e .
2A dditional fr e e s pace may be r e quir e d de pe nding on databas e backup and ar chiving s e ttings .
3 Windows 10 P r o/ Ente r pr is e doe s not s uppor t Online Communication, the online functionality

imple me nte d by de ploying gate ways .
4 The Micr os oft OLE D atabas e D r ive r for SQL Se r ve r is als o r e quir e d. Community pr ompts to ins tall the
dr ive r if it is not de te cte d. Micr os oft r e por ts is s ue s that pr e ve nt SQL Se r ve r fr om ins talling s ucce s s fully on
a D omain Contr olle r . A void ins talling SQL Se r ve r on a D omain Contr olle r .
5 Re comme nde d We b br ows e r r e s olution: 13 6 6 x 7 6 8 or gr e ate r .

N e tw o r k R e q u ir e me n ts

If y o u h av e a fi rew al l , c o n fi gu rat i o n c h an ges may be requ i red t o mak e
po rt s ac c essi bl e t o t h e Co mmu n i t y S erv er.

T h e fo l l o w i n g t abl e l i st s t h e defau l t Co mmu n i t y S erv er po rt set t i n gs.

P or t P r otocol D e s cr iption

8 0 HTTP Community We b Us e r Inte r face

4 4 3 HTTP S Community We b Us e r Inte r face

2 8 0 0 0 TCP KA BA RF ID IP e ncode r

D e vice R e q u ir e me n ts

T h i s sec t i o n l i st s t h e embedded dev i c es requ i red t o u se Co mmu n i t y an d t h e l at est
su ppo rt ed fi rmw are v ersi o n s.

Co mmu n i t y i s bac k w ard c o mpat i bl e w i t h al l prev i o u s fi rmw are
v ersi o n s.

E n co d e r s

T h e fo l l o w i n g t abl e sh o w s t h e en c o ders t h at Co mmu n i t y su ppo rt s an d t h e l at est
su ppo rt ed fi rmw are v ersi o n .

KA BA RF ID 1.0 12

R equ i remen t s
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M a in te n a n ce Un its

T h e fo l l o w i n g t abl e sh o w s t h e M -Un i t s t h at Co mmu n i t y su ppo rt s an d t h e l at est
su ppo rt ed fi rmw are v ersi o n .

HH6 2 .3 0

T h e l at est su ppo rt ed fi rmw are v ersi o n s are requ i red w h en u si n g t h e
Co mmu n i t y N o T o u ri n g feat u re an d w h en pro grammi n g u n i t s an d
su i t e u n i t s i n M u l t i -H o u si n g T o ggl e M o de.

L o cks

T h e fo l l o w i n g t abl e sh o w s t h e l o c k s t h at Co mmu n i t y su ppo rt s an d t h e l at est
su ppo rt ed fi rmw are v ersi o n s.

Boot Main Quantum BLE Z igBe e

Saflok MT, P ixe l,
Saflok Quantum,
RCU ( Re mote
Contr olle r Unit)

10 .14 .2 0 .4 10 .14 .2 0 .4 0 2 .0 6 .19 .1 1.1.1.0 1.10 x

Saflok RT+, Saffir e
LX ( L, M&P / D &I) ,
Nova

0 4 .0 2 .2 0 .4 0 4 .0 2 .2 0 .4 N/ A 1.1.1.0 5 .12

Saflok Confidant 0 9 .0 3 .19 .2 0 9 .0 3 .19 .2 N/ A 1.1.1.0 1.10 x

Saflok RT 0 6 .14 .18 .2 0 6 .14 .18 .2 N/ A 1.1.1.0 1.10 x

RA C5 10 .0 7 .2 0 .4 10 .0 7 .2 0 .4 N/ A N/ A N/ A

T h e l at est su ppo rt ed fi rmw are v ersi o n s are requ i red w h en u si n g t h e
Co mmu n i t y N o T o u ri n g feat u re an d w h en pro grammi n g u n i t s an d
su i t e u n i t s i n M u l t i -H o u si n g T o ggl e M o de.

E le va to r Co n tr o lle r s

T h e fo l l o w i n g t abl e sh o w s t h e el ev at o r c o n t ro l l ers t h at Co mmu n i t y su ppo rt s an d
t h e l at est su ppo rt ed fi rmw are v ersi o n s.

R equ i remen t s
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Boot Main Quantum BLE Z igBe e

MF C N/ A 0 .0 17 N/ A N/ A N/ A

EMCC N/ A 2 0 0 9 0 9 2 9 N/ A N/ A N/ A

MCC 8 / 12 N/ A 0 .0 3 13 9 8 N/ A N/ A N/ A

ECU/ RCU4 11.2 0 .19 .2 11.2 0 .19 .2 0 2 .0 6 .19 .1 1.1.1.0 1.10 x

RA C5 10 .0 7 .2 0 .4 10 .0 7 .2 0 .4 N/ A N/ A N/ A

Z ig Be e Ga te w a ys

T h e fo l l o w i n g t abl e sh o w s t h e Z i gBee gat ew ay s t h at Co mmu n i t y su ppo rt s an d t h e
l at est su ppo rt ed fi rmw are v ersi o n s.

Boot Main Quantum BLE Z igBe e

G WY I 0 .2 2 1 0 .2 2 1

G WY II .0 15 .0 15

I n te r f a ce R e q u ir e me n ts

Co mmu n i t y su ppo rt s t h e fo l l o w i n g:

n A u ro ra S DK— v 1. 0. 19 t o v 1. 0. 21
n A u ro ra so ft w are— v 1. 0. 19 t o v 1. 0. 21

O n lin e Co mmu n ica tio n I n te r f a ce s a n d D e vice s

T h e fo l l o w i n g t abl e sh o w s t h e On l i n e Gat ew ay c o mbi n at i o n s t h at Co mmu n i t y
su ppo rt s. Fo r ex ampl e, t h e Gat ew ay I dev i c e i s c o mpat i bl e w i t h R AC5 an d M FC
el ev at o r c o n t ro l l ers, o n e do rmak aba i n t erfac e an d o n e t h i rd-part y i n t erfac e.

G W Y I D ev ic e
(legac y)

G W Y I I D ev ic e G W Y I I AP I

RA C5 Ele vator Contr olle r Y e s Y e s No

MF C Ele vator Contr olle r Y e s No No

R equ i remen t s
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G W Y I D ev ic e
(legac y)

G W Y I I D ev ic e G W Y I I AP I

dor makaba inte r face

A ur or a Y e s Y e s Y e s

3 r d-par ty inte r face 1

Inncom®

Inte r e l®

1 mutually e xclus ive

Y e s

Y e s

No

No

No

No

N o T o u r in g R e q u ir e me n ts

T o u se t h e Co mmu n i t y N o T o u ri n g feat u re, t h e fo l l o w i n g requ i remen t s mu st be met :

n M T /R CU S eri es l o c k s mu st be i n st al l ed at R esi den t Co mmo n Areas.
n T h e l o c k s mu st be u pdat ed t o t h e l at est fi rmw are.
n T h e M -Un i t ( H H 6) mu st be u pdat ed t o t h e l at est fi rmw are.

Fo r i n fo rmat i o n abo u t t h e M -Un i t , refer t o t h e S afl o k H H 6 User
R eferen c e Gu i de.

Co mmu n it y Se r ve r Upgr ade s

T h e fo l l o w i n g u pgrade pat h s are su ppo rt ed:

nn 1. 6 an d abo v e t o 2. 0

T ak e a bac k u p o f t h e dat abase befo re perfo rmi n g an u pgrade. Fo r
o n l i n e sy st ems, t ak e bac k u ps o f S QL S erv er an d M o n go D B dat abases.

Aft er t h e u pgrade, y o u mu st rest art t h e Co mmu n i t y S erv er.

Aft er t h e u pgrade, rest art t h e Co mmu n i t y S erv er an d l o g i n t o Co mmu n i t y . T h e
u pgrade pro c ess preserv es t h e Co mmu n i t y dat abase.

Co mmu n i t y S erv er Upgrades
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