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About this manual

About this manual

This manual describes the dormakaba application B-Client HR40 as of
e Manufacturing date: June 2024

e Firmware version: 739-00-X-K00

e Android 12

The explanations are addressed to software developers and programmers of applications,
they cannot replace product training. Knowledge about the structure of configuration files is
imperative (.ini files).

The descriptions in this manual are limited to the presentation of individual parameter and
data records as well as possible entries in different .ini files. When using proprietary
parameter editor, the user must be able to activate the required functions by means of
parameter records.

NOTICE

Unauthorized access to data and systems!

The passwords, user names and access data given in this document are factory default
settings. This means, all these data is public or freely available.

Dormakaba strongly recommends to adapt these data immediately according to the safety
guidelines of the purchaser.

All further data given in the screenshots or examples like names, IP addresses and similar
data are dummy data.

Communication software

e B-COMM manual

This manual contains the following orientation guide to find specific topics more easily:
e The table of contents at the beginning of the manual gives an overview of all topics.
e The header always contains the respective main chapter.

e Cross references. They refer to chapters where additional information about a certain
topic can be found. Example [ » 5.7].

PDF relating note

When using cross references in PDF documents, you can easily turn back to the source
page by using the key combination ALT-Left Arrow (depending on the PDF reader).

e Glossary. A glossary can be found in the beginning of certain chapters. It summarizes the
most important terms and gives a short description on them.

e Index. An index in alphabetical order is at the end of the manual.

B-Client HR40 9
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Modification log The following section describes the most important changes compared to the previous
edition of the document.

e First edition of this manual in June 2024

Meaning of the
symbols

Important information for proper handling of the software.

Non-observance of this information can cause device malfunction, system
failure or data loss.

@ ] Tips and useful information. This information will help you to best use the
l product and its functions.

Instruction

A certain operation is described in detail by means of a step-by-step instruction.

10 B-Client HR40 040500544 - 08/2024
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2 Product description

2.1 Overview

The B-Client HR40 device software is based on the Android operating system (currently
Android 12) and is optimized for the NexT terminal series with the dormakaba

terminals 9600-K7, 9700-K7 and 9800-K7 devices as well as the terminal ONE-K7.

In conjunction with these time and data recording terminals, the software offers the following
range of functions, depending on the function variant purchased.

9600-K7 9700-K7 9800-K7
ONE-K7

2.2 Function range (summary)

e Time recording for more than 10,000 persons/50,000 data records, ONE-K7 up to 1,000
persons

e Multilingual user interface with easy language selection

e Separate URL start address for every function key definable
e Supports biometric CBM reader module and local enrollment
e Operating of a LEGIC advant reader

e Supports CardLink functionality

e Secured data transmission

e Inputs and outputs can be freely assigned by means of a I/O Mapping section
e Supports Mifare readers with ARIOS concept

e Freely definable user interface

e Supporting of dynamic lists via G dialog

e Calling a of browser or additional apps via partner interface
e Displaying of time sheets via function keys

e Booking by use of cellular phones (Mobile Access)

040500544 - 08/2024 B-Client HR40 1
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2.3 Function variants

The B-Client HR40 consists of several functional units, which are available as individual
function variants. Different functions are offered depending on the device type or function
variant purchased.

Terminals

e dormakaba Terminal 96 00-K7
e dormakaba Terminal 97 00-K7
e dormakaba Terminal 98 00-K7

Function variant K7-20 Basic device with B-Client HR40 and
e >10,000 master records
e Time recording functions

e MobileAccess

Function variant K7-40 | Basic device with B-Client HR40 and

e >10,000 master records

e Time recording functions

e MobileAccess

e Operating of CardLink components

e  Supports AoC (Access on Card)

Function variant K7-60 | Basic device with B-Client HR40 and

e >10,000 master records

e Time recording functions

e MobileAccess

e Operating of CardLink components

e Supports AoC (Access on Card)

e Door control (access control functions and relay)

Terminal

e dormakaba Terminal ONE-K7

No function variant Basic device with B-Client HR40 and
e 1,000 master records

e Time recording functions

e Optional: Door control (access control functions and relay)

12 B-Client HR40 040500544 - 08/2024
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2.4 Licensing
The required functions can be activated at any time using the various function variants of the
software.

A valid license file (sop.ini) must be transmitted via FTP into the
directory ../data/data/ com.kaba.apps.hr/files/init.

After the transmission has been completed, depending on the licensed option the terminal
must be restarted as follows:

Cold start
e CardLink

A cold start must always be performed for licensing the CardLink function.

judeo

All master records or templates available in the terminal are deleted during this process.

Warm start
e Door control

e MobileAccess

The possible function variants and their properties are listed below.

Please observe the following notes!

Icon Function variant | Description
. Door control This function variant includes the following door

control features:

e Activating the relay

e Monitoring the door contacts
e Double access blocking

e Use of door open profiles

e Using the FOO function key

e Code input.

/=, |CardLink The function variant allows data writing (update and
{ CL/‘ validation records) on badges (LEGIC and MIFARE).

It also supports AoC (Access on Card).

Biometrics The function variant includes booking at the terminal
using a smartphone.

biometric readers.

. MobileAccess The (hardware) function variant allows the use of

040500544 - 08/2024 B-Client HR40 13
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Note 1)

For the integration of a partner app, a partner app demo is available, which already contains
the most important program parts for communication. This shortens development times and
increases operational reliability in connection with the B-Client used.

Note 2)

dormakaba terminals are not comparable with commercially available mobile phones or
tablets, which are exchanged in short cycles and always equipped with the latest, multi-
functional Android operating system for universal applications. The dormakaba terminal
hardware used and the Android operating system adapted to it are optimized for a specific
application with a focus on maximum operational security, high data protection, low energy
consumption and economical memory usage.

Therefore it cannot be guaranteed that any native Android app will run in this system
environment.

This also applies to Internet browsers, which are continuously changed and updated by the
manufacturers.

Memory partitioning without/with CardLink function variant

The number of the master records as well as the update/validation records for the CardLink
function variant depends on the licensing, see the tables below.

B-Client HR40 without CardLink

Standard configuration Master records
10,000+ 50,000

B-Client HR40 with CardLink

Function variant | Master records Update records | Validation
records

10,000+ with 30,000 60,000 30,000
CardLink

040500544 - 08/2024
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2.6 Security hints for 3rd party apps

2.6.1 General hint

n NOTICE

Functional impairment due to native apps

The installation and/or use of your own apps or apps from third-party manufacturers can
impair or even block the function of the device.

The installation and/or use of proprietary apps or apps from third-party manufacturers is
exclusivelyin the responsibility of the user.

2.6.2 Subsequent authorizations at runtime

Subsequently installed apps, in particular browsers (example: Chrome), offer the possibility
to subsequently load and install additional apps or program parts without further
authorization and install them without asking the user. Under certain circumstances, this can
be a security risk.

To minimize this security risk, dormakaba strongly recommends that the effective setting in
the Android operating system in the parameter REQUEST_INSTALL_PACKAGES is defined
accordingly.

Procedure

1 Start the SSH server in the device using the TASSH START command record, see also
chapter [» 3.8].

2 Start a suitable SSH client on the host, e.g. PUTTY, install it beforehand if necessary.
3 Establish an SSH connection to the device with the appropriate key.

4 Use the command appops set com.android.chrome REQUEST INSTALL PACKAGES
ignore to revoke the authorization for the application with the corresponding installation
of further packages.

In the example, this is the package "com.android.chrome".
This specification must be adjusted accordingly for other browsers/packages.

5 Terminate the connection. A reboot is not necessary.

Finally, the SSH server in the device can be terminated again with the command record
"TASSH STOP" if it is no longer used for other applications (e.g. B-COMM).

040500544 - 08/2024 B-Client HR40 15
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Directory structure

All system settings of the device are stored in .ini files. The following overview shows the
directories containing the .ini files intended to be modified by the customer. A detailed
description of these .ini files and the parameters used there can be found in chapter [» 14].

All other files in the directory structure are not intended for customization and may not be
changed!

NOTICE

Total breakdown of the device due to misconfiguration of the .ini files. The device is
no longer bootable, usable or shows incorrect or instable behavior.

- Experience on how to use .ini files is mandatory.
- Customizing is only permitted in the .ini files intended for this purpose.

- dormakaba recommends creating backup files of the .ini files before making any
customizations.

- Define only parameter values that are logical and reasonable.

Directory ../com.kaba.apps.hr

Jdata/data/com.kaba.apps.hrffiles/init

Name -

¥ addinputSteps_fk_04.ini
4+ | addInputSteps_fk_05.ini

£t | application.ini
4 | encoding.ini
%¥ interface.ini
£ kllck.ini

£ | labelinfo.ini
__|registration
%E | sop.ini

* = files to be created by the customer.

These files contain the function key parameters when using the "additional input steps”
function, see chapter [ 3.10.31].

In the example parameters are defined for the function keys fk04 and fk05.
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Directory ../com.kaba.apps.ba

/data/data/com.kaba.apps.ba/files/init
Name < Erweiterung

¥ | terminal.ini

£ | debug.ini

¥ | mediaact.ini
£k  mediadef.ini
%  mobileact.ini
mobiledef.ini

o
f 3
tap
LE

system.ini

Directory ../sdcard

The /sdcard directory is located in the root directory of the terminal. This directory has no
read or write restrictions. Users can easily use this directory to load data such as images,
movies, .pdf files etc. onto the terminal or from the terminal to the host. The directory has

several subdirectories, see graphic.

Files that are to be opened from this directory or it's subdirectories are to be called by use
ofa URL. In this URL, the directory name "sdcard” is not to be mentioned, see example here

and in chapter [» 15], note 6).

Example for calling a graphic file: URL=file:///Pictures/<Filename>.png

The directory has several subdirectories, see picture.

Only the subdirectories
e Download

e Movies and

e Pictures

are intended for use by the user.

Name =

Android
Customer
Download#*
DCIM
Movies *
Music
Notifications
Pictures*
Podcasts
Ringtones

Product description

B-Client HR40
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Communication

The following chapters contain the following topics:

e basic explanations about the communication between terminal and host
e description of the terms up- and download

e terminal addressing and operating modes

e parameter setting via download records

e parameter setting via SFTP

e remote control vio command records.

Communication concept

The communication between a host computer and the terminals is normally carried out via a
network.

Communication
software B-COMM <j

Terminal software

Application
B-Client HR&0 <] i

-

l Terminal LAN

Host

Data exchange between the terminal software and the application program takes place by
means of the communication software B-COMM. Application program and communication
software can be installed on the same computer or on different computers.

The communication software transmits the data records recorded by the terminals to files or
transmits them to the application via a defined interface. Data such as user information, time
and date or personal master records can be transmitted from the host to a terminal. The
parameter setting of the terminals can be managed centrally on the host and transmitted to
the terminals.

The terminal can be operated in the online, offline and autonomous operating modes. The
data exchange of the terminals with the host is done in the same manner. Likewise, the
communication orders are awarded in the corresponding file.
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3.3
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Upload/Download

The data transfer descriptions in this manual often use the terms "upload” and "download".

They are defined as shown below.
e Download: Transfer direction Host --> Terminal

e Upload: Transfer direction Terminal --> Host

kﬂ

o 0

Operating mode

Communication

Data records from and to the terminal contain a digit that describes the momentary
operating mode of the device. In data records transmitted from the host to the terminal, this

digit may be filled with a blank (20hex).

The operating mode is represented by ASCII characters according to the following table.

Operating mode | ASCII Hex
Online Space 20
Offline 0 30
Autonomous @ 40

B

5.2.3 Switching the operation mode

B-Client HR40
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3.3.1

3.3.2

3.3.3

B-Client HR40

Reference Manual

Online

The "online" operating mode is advisable if the data to be recorded must be permanently
available in the host.

After a booking has been made, the terminal carries out the checks and writes the test result
as error identification into the input record. The data record is transmitted to the host
computer. After that the terminal expects a logical booking response from the host. With this
response the terminal is informed by the host if the booking is authorized or not.

If the terminal does not receive a logical booking response from the host, it will change to the
offline operating mode and decide itself if the booking is authorized or not. As soon as the
host computer is accessible again, the terminal will change back to the online mode. All data
records stored in the meantime in the offline mode will be transmitted to the host.

Offline

The "offline" mode is recommended if the recorded data does not have to be permanently
available.

After a booking has been made, the terminal carries out the checks and decides immediately
by way of an internal booking response if the booking is authorized or not. If the host is
available, the data records of authorized and unauthorized bookings (depending on the set
parameters) are transmitted. Otherwise, the data records will be stored in the terminal. As
soon as the host computer is available, all data records stored since the last transmission are
transmitted to the host.

Autonomous

After a booking has been made, the terminal carries out the checks and decides immediately
by way of an internal booking response if the booking is authorized or not. Data records of
authorized or unauthorized bookings are stored in the terminal, depending on the set
parameters.

If the host is available, any existing error and alarm records are transmitted to the host.

The stored data records are transmitted to the host in a special data record after being
requested. The data records transmitted to the host are then deleted in the terminal,
depending on the setting of the "Buffer Backup" parameter.

S

3.91 Buffer Backup
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Table of group address (GID) and device address (DID)

The addressing of a device is done by the group ID (GID) and device ID (DID). The first two
digits of the data record always contain the terminal identification.

judeo
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Logical Group Address = GID = Group-ID, allowed values 00 through 29.
Logical Device Address = DID = Device-ID, allowed values 00 through 59.

The group identification (GID) and the device identification (DID) are represented by ASCII
characters according to the following table.

| Addr. ASCIl Hex Addr. | ASCIl Hex
00 | @ 40 | 3 | A~ | 5E
01 A 41 31 - 5F
02 B 42 32 ‘ 60
03 c 43 33 a 61
04 D 44 34 b 62
05 E 45 35 c 63
06 F 46 36 d 64
07 G 47 37 e 65
08 H 48 38 f 66
09 I 49 39 g 67
10 J 4A 40 h 68
11 K 4B 41 i 69
12 L 4c 42 j 6A
13 M 4D 43 K 6B
14 N 4E 44 | 6C
15 0 4F 45 m 6D
16 P 50 46 n 6E
17 Q 51 47 o 6F
18 R 52 48 p 70
19 s 53 49 q 71
20 T 54 50 r 72
21 U 55 51 s 73
22 Vv 56 52 t 74
23 W 57 53 u 75
24 X 58 54 v 76
25 Y 59 55 w 77
26 z 5A 56 X 78
27 [ 58 57 y 79
28 \ 5C 58 z 7A
29 ] 5D 59 { 7B
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3.5 Parameter setting via download and settings in the .ini files

The various functions of the terminal mainly depend on the parameters you set. Parameter
setting allows the terminal to be adapted to most user requirements. When setting a
terminals parameter, the existing parameters are modified and the new values are stored in

the terminals memory.

Parameter setting via download is done by transmitting data records from a computer to the
terminal. To do so, the so-called download records are transmitted to the terminal. The
following chapters explain the type of records you can download. After you cold start a
terminal in service mode, all parameters are reset to their default values (please refer to the
terminal documentation regarding service mode). The parameters in the .ini files can be
transmitted to the host via SFTP and be modified then.

L

14 Compilation of the .ini-files

3.5.1 Hexadecimal interpretation of characters
Some download records offer the possibility to select parameters by entry of hexcoded

values. These records are explained precisely with separate tables, in which the possible
values are defined. The bits marked with "Reserved" have no function.

Example: The parameters of bit 2 and 3 are to be activated (set to 1)

8 |4 |2 [1 |Hexvalency

3 |2 |1 |0 |Bit

1 [1]0 |0 Binaryvalue

Binary writing of this value: 1100

Decimal conversion:  1x8 + x4 + 0x2 + 0x1 =[124ec

Hex chart

HexvaluelO123456789ABCDEF

Decimal (0|12 |3|4|5|6|7|8|9|101112|13|14|15

Value that is inscribed in the data record: C (as an ASCII character).

This bit coding means: bit 2 and bit 3 are set, i.e. the functions defined here are activated.
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3.6 Basic data record structure
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The ">3E01" download record shown below explains the data record structure. This data

Communication

record switches the terminal from standard time to daylight saving time and vice versa. With
this data record, you can indicate whether data records generated by the terminal will

include seconds in their time format or not. The "Example" column in the table below shows

typical values used in this data record.

All entries in the download records are ASCII characters.

A more detailed explanation of this data record can be found in Download record Daylight

saving time switchover.

Abbreviation Meaning Example
GID Group address @
DID Device address A

ON/OFF/AUTO | Operating mode 0
RT Record type >
RTM Record type modification 3
Bl Block identification E
BI 0
Bl 1
M Month of switchover 0
3

Day of switchover 2

D 9
RES Reserved 0
0 Seconds in data record 0
h Switchover time, hours -
h -
m Switchover time, minutes -
m -
+ Direction of switchover +
h Offset of switchover, hours 0
h 0
m Offset of switchover, minutes 0
m 0

B-Client HR40
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3.6.1 Explanation of abbreviations

24 B-Client HR40

The following abbreviations are used in the descriptions of the data records.

GID (Group address) and DID (Device address)
The group- and device identification represent the address of the device. Possible group and
device addresses are shown in chapter [» 3.4].

ON/OFF/AUTO

Determines the current operating status of the terminal. Chapter [» 3.3] shows the predefined
characters of the operating status. In data records transmitted from the computer to the
terminal, this digit may be filled with a blank.

RT, RTM

Record type and record type modification. They specify the data records. Chapter [» 13.1.1]

and chapter [P 13.1.2] show the possible record type/record type modifications in download-
and upload records.

Block identification. It specifies the type of up- or download records. Chapter [P 13.6] shows
the possible block identifications.

Cl
Clock identification. The clock identification indicates the current status of the time in the
terminal. The table in chapter [» 13.4] shows the defined characters.

El

Error identification. If an error occurs during the verification of the recording data, this will be
entered into the data record as an error identification. If several errors are detected, the error
with the highest priority is entered. Chapter [» 13.5] shows the possible error identifications.

YY/MM/DD
Date indication: Year/Month/Day.

hh/mm/ss

Time indication: hours/minutes and possibly seconds. After a cold start of the terminal, the
time indication consists of hours and minutes. To include seconds, this option must be set
using the download record ">3E01", see chapter [» 3.9.8.1].

W/ cc/vv

Tag (6 characters) for user language: language/country/variant. After a cold start of the
terminal, the tag is not entered in the data record. The entry of the user language
identification must set using a download record, see chapter [» 3.9.8.2].

RES
Reserved: the download record must be filled with the specified characters.
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Communication

File transfer

General

For easy and efficient data transfer, an SFTP server is integrated in the terminal. This feature
is automatically loaded when switching on the terminal. This is particularly efficient when
large quantities of data must be distributed to a large number of terminals via SFTP.

The terminal contains several .ini files whose setting can also be adjusted by means of
access via SFTP.

judeo

3.71

3.7.2
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B-Client is able to interpret ASCII or Unicode Big endian characters. In data- or parameter
records, only ASCII characters are transmitted.

The "text.ini" file and parameter files must be encoded in Unicode Big Endian with the
appropriate BOM (byte order mark).

The file transfer is a parameter setting option that avoids direct communication with the
terminal. The parameters are stored in a file in the described format and then transferred to
the terminal. If the application runs on the terminal, it will read the parameters from the file.

Files are only transferred from the host to the terminal.

All files needed for data transfer are stored in the /data/data/com.kaba.apps.hr/files/
transfer directory. The transferring method uses only two files: a data file ("record.zip" or
"record.dat") and a control file ("input.cmd"). If the data file is present in both formats, only
the zipped version is used. The unzipped file is not considered in this case.

The data file contains the parameter records and the master records. The data records begin
with the GID/DID and are separated by a carriage return character. The files generated

by B-COMM software can be used if you delete the first line which contains the program
number.

Procedure from the host computer’s point of view

First, the host has to check the existence of the control file. This is the case if either the last
data transfer is not finalized or a problem occurred while reading the data file. If no control
file exists, first the data file must be transferred and after that the control file. If done, the
data transfer is finished for the host’s point of view.

To review the success of the data transfer, the deleted control file "input.cmd" indicates, that
all records were read. In this case, all data records were processed successfully.

Procedure from the terminal’s point of view

If the application runs, the terminal checks periodically (every 10 seconds) the existence of
the data file. If it exists, the data file is read and all data records are processed one after
another. The processing takes place in the same way as if the data records were received via
the normal communication channel.

After processing the last record, the data file will be deleted.

In the last step, the control file is deleted to provide a success message. The terminal is now
ready for the next transfer.
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Communication

3.8

26 B-Client HR40

Remote control using command records
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The following command record enables the terminal to carry out some special functions.

e TARESET
e TARESET COLD
e TAREBOOT

e TAWEBSERVER START
e TAWEBSERVER STOP

e TASSH START

e TASSH STOP

The command to be executed must be written directly into the command record.

STOP

GID Group address
DID Device address
ON/OFF Operating mode
T Command, see following table.
A
R
E
S
E
-
Command Description
TARESET After download, the terminal application will be shut down and
afterwards restarted. The defined parameters remain
unchanged.
TARESET COLD After download, the terminal carries out a cold start.
TAREBOOT After download, the operating system will be shut down and
afterwards restarted. After the restart, the terminal application
will be started.
TAWEBSERVER Starts the web server service. If the start is currently
START impossible (server yet started or in initial phase) this will be
reported to the host by an error record (O2: Command cannot
be executed at the moment)
TAWEBSERVER Stops the web server service. If the stop is currently impossible

(server yet stopped or in initial phase) this will be reported to
the host by an error record (O2: Command cannot be executed
at the moment)

TASSH START

Starts the SSH server.

TASSH STOP

Stops the SSH server

040500544 - 08/2024




Reference Manual

3.9

3.91

3.9.2
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Communication

General terminal definitions

Buffer Backup

Data records correctly transmitted from the terminal to the computer are deleted in the
buffer memory of the terminal. If "Buffer Backup" is set, transmitted recording data records
are not deleted and remain in the terminals buffer memory. The data records in the buffer
memory can only be requested again or deleted with special data records.

Standard factory setting
After transmission, the data records will be deleted in the terminal. No buffer backup.

B

5.2.11 Control buffer memory

3.9.7 Necessary download record

Fix record length for badge data

A recording data record may contain badge as well as keyboard data. This data may have
different length.

The parameter defines that the badge data which is written into the recording data record
has the same length each time. That means, the parameter states how many digits are
entered into the recording data record by cutting off the last digits or filling them with blanks
(20hex), if necessary. If two badge inputs are set by parameter setting, cutting or filling the
badge data is made after the data of both badges are written one after the other.

1. Example:

If 13 digits are read from the badge and the parameter fix record length is set to 20, the digits
14 to 20 are filled with blanks (20hex).

Fix record length for badge data with 20 digits
1[27sfafslef7]8lolofr1l2a] | [ | | ||
13 digits badge data 7 digits attached spaces

B-Client HR40 27
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2. Example:

If 13 digits are read from the badge and the parameter fix record length is set to 10, the digits
11 to 13 are cut off.

Fix record length for badge data with 10 digits 3 digits cut off
112 (3 a5 |6 |7 8]0 ]0 1| 12 | 13
13 digits badge data

Standard factory setting
No fix record length for badge data.

L

3.9.7 Necessary download record ‘

3.9.3 Fix record length for keyboard data and lists

A recording data record may contain badge and keyboard data or list data respectively. This
data may have different length.

The parameter defines that the keyboard data / list data resp. which is written into the
recording data record has the same length each time. That means, the parameter states how
many digits are entered into the recording data record by cutting off the last digits or filling
them with blanks (20hex), if necessary. If two or three keyboard / list inputs are defined, the
cutting or filling is made after all the data is written one after the other.

Standard factory setting
No fix record length for keyboard data or list data.

M

3.9.7 Necessary download record
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3.9.4 Logical group identification

The logical group identification is a part of the terminals address. Allowed values: 00 - 29.

Standard factory setting
The logical group address is 00.

L

3.4 Table of group identifications

3.9.7 Necessary download record

3.9.5 Logical device identification

The logical device identification is a part of the terminals address. Allowed values: 00 - 59.

Standard factory setting
The logical device identification is 00.

S

3.4 Table of device identifications

3.9.7 Necessary download record

3.9.6 Response time out

The parameter supervises the arriving of a logical booking response after the terminal has
transmitted recording data to the computer. The terminal awaits a valid response within the
response timeout. During this time the message "Bitte warten" ("Please wait") is displayed.

If the terminal does not receive any response it switches over to the offline operating mode.
The response timeout is as four times long as the registered value.

Standard factory setting
The registered value is 3.0 seconds, the response timeout 12.0 seconds.

-

‘ 3.9.7 Necessary download record

B-Client HR40
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3.9.7 Download record Buffer backup and logical addresses

B-Client HR40
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The parameters described in the previous chapters are modified in the terminal with the
following download record. The example shows the standard factory settings.

GID
DID
ON/OFF

Group address
Device address

Operating mode

>

Record type

Record type modification

3
S
0

—_

Block identification

Buffer backup 0 =No; 1=Yes

Reserved 0

Fix record length for badge data
— — =None; 00-99

Fix record length for keyboard data/list data
— —=None; 00-99

Logical group address
00-29

Logical device address
00-59

Response time-out
000-99.9 seconds
(030x0.1 seconds = 3.0 seconds)

O O W O o o o o

9 digits reserved: 0
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3.9.8 Daylight saving time switchover

This parameter defines how and at what time a switchover shall take place between two time
periods (daylight saving time). The parameter consists of three blocks:

e day of switchover
e time of switchover

e offset of switchover with its direction (forward or backward).

You can choose between
e automatic switchover with fixed time rules or

e adjustable switchover with adjustable time rules.

If a switchover time is not defined, the automatic switchover is activated automatically.

Adjustable switchover
The terminal switches to new period at the defined day and time with the defined offset and
direction.

Automatic switchover

If a date of the first half of the year is entered, the terminal automatically changes from
standard time to daylight saving time at 2:00 am on that morning (2:00 am to 3:00 am). If a
date of the second half of the year is entered, the terminal automatically changes from
daylight saving time to standard time at 3:00 am on that morning (3:00 am to 2:00 am).

After the time switchover has taken place, the entered values are deleted in the terminal. For
another switchover, the parameters must be entered once again.

If the parameter daylight saving time switchover is used, the switchover in the terminals
operating system must absolutely be set to off (factory setting)!

judeo

Because it is not sure that the time server and the terminal change at the same time, do not
transmit any date/time record in this switchover period! Note: If the time server is located in
another time zone (maybe even without daylight saving time switchover) this must be taken
into account when transmitting a date/time record!

Standard factory setting
No switchover is set.

B

5.4 Date/time setting

3.9.8.3 Necessary download record
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3.9.8.1 Seconds in the data record

If this parameter is set, the data records generated by the terminal and transmitted to the
computer which contain hours and minutes as time indication, will also contain the seconds.
The data records becomes two digits longer and the clock identification in the data record
changes.

Standard factory setting
No seconds in the data record.

L

13.4 Table of clock identifications

3.9.8.3 Necessary download record

3.9.8.2 User language in data record

If this parameter is set, the data records generated by the terminal and transmitted to the
computer, will also contain a tag for user language after the time indication. The data records
therefore become six digits longer and the clock identification in the data record changes.

Standard factory setting
No tag for user language in the data records.

L

13.4 Table of clock identifications

3.9.8.3 Necessary download record
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3.9.8.3 Download record Daylight saving time switchover
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The parameters described in the previous chapters are modified in the terminal with the

following download record. The example shows the factory settings.

GID Group address
DID Device address
ON/OFF | Operating mode
> Record type
3 Record type modification
E Block identification
0
1
— Switchover date
— From the top: Month, month, day, day.
— — — — — =no switchover.
0 Reserved 0
0 Seconds and user language; see following description.
- Switchover time
— From the top: Hour, hour, minute, minute.
— — — — — = automatic switchover.
+ Switchover direction (+ or -)
0 Switchover offset
0 From the top: Hour, hour, minute, minute.
0
0

Seconds and user language

The terminal interprets this character entered in the download record as a hex code which

contains several parameters.

842 1] Hexvalue |

321

0 | Bit |

Seconds in data record
0 =No
1=Yes

User language in data record
0=
1=Yes
Reserved 0
Reserved 0

No

Topic

351

Hexadecimal coding

B-Client HR40
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3.9.9 Display duration "Authorized"

The parameter defines the display duration of messages for an authorized booking.

Standard factory setting
Display duration 5.0 seconds.

Topic

3.9.14

Necessary download record

3.9.10 Display duration "Not authorized"

Reference Manual

The parameter defines the display duration of messages for a not authorized booking.

Standard factory setting
Display duration 5.0 seconds.

Topic

3.9.14

Necessary download record

B-Client HR40
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3.9.11 Relay operation time

3.9.12

3.9.13
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The parameter defines the operation time of the relays.

Communication

The relay can be activated either after pressing a function button or via special data records.

Depending on the desired use case, the relay can be assigned via the sections [IOMapping]

and [OutputFunctions] in the "application.ini” file.

Standard factory setting
The operation time of the relays is 3.0 seconds.

Topic

3.10.14 Relay operation via function key

5.2.2 Relay operation via download records
3.9.14 Necessary download record

14.3.1 File "application.ini"

Operation timeout

The parameter defines how long the terminal waits for a badge or keyboard input after a

function key has been touched. If no input is made within this time, the terminal returns to its

base state.

Standard factory setting
Operation timeout 12.0 seconds.

Topic

‘3.9.14

Necessary download record

Display duration "Display info"

The parameter defines the display duration for authorized bookings with display info.

Standard factory setting

The value for the display duration is 000. This means, the "Display info duration” is equal like

the display duration "Authorized".

Topic

3.9.9

Display duration "Authorized"

3.9.14

Necessary download record

B-Client HR40
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3.9.14 Download record Durations

B-Client HR40
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The parameters described in the previous chapters are modified in the terminal with the

following download record. The example shows the factory settings.

GID
DID
ON/OFF

Group address
Device address

Operating mode

>

Record type

Record type modification

3
X
0

—_

Block identification

Display duration "Authorized"
000-99.9 seconds
(050x0.1 seconds = 5.0 seconds)

Reserved 0

Display duration "Not authorized"
000-99.9 seconds
(050x0.1 seconds = 5.0 seconds)

Reserved 0

Operation time for relay
000-99.9 seconds
(030x0.1 seconds = 3.0 seconds)

O 0O W O 0O 0o o o olo o o

Reserved 0

—_

Operation time-out
000-99.9 seconds
(120x0.1 seconds = 12.0 seconds)

Reserved 0

Display duration "Display-info"
000-99.9 seconds
(000 = like "Display duration authorized")

O 0O O o o o N

Reserved 0
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3.9.15

3.9.16
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Communication

Password for parameter setting

This parameter is no longer evaluated.

Customer number

The customer number is a check criterion for access control.

If a customer number has been defined via the badge definitions and a customer no. is stored
in the terminal, this customer number is checked with every badge input. The parameter is
used to store a customer number in the terminal. Digits of the customer number which shall
not be checked must be filled up with the hyphen character "—". If all 8 digits are filled up
with the hyphen character, the customer number check is completely switched off.

Example:

Customer number stored in the terminal 1 2 3 - —

Customer number read from the badge 1 2 3 4 5

The first three digits and the last digit are checked.

If the customer number read from the badge is not identical with the stored customer number
or with any stored additional customer number, the error identification 2 "Customer no. error"
is entered into the recording data record. In the operating modes offline/autonomous the
booking is rejected with the message "Kunden-Nr. Fehler" (Customer no. error).

Standard factory setting
No customer number is stored in the terminal.

e

3.9.23 Additional customer number
3.10.12 Badge input
3.9.17 Necessary download record
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3.9.17 Download record Password setting and customer number

B-Client HR40

The parameters described in the previous chapters are modified in the terminal with the

following download record. The example shows the factory settings.

GID Group address
DID Device address
ON/OFF | Operating mode

> Record type
3 Record type modification
X Block identification
0
2

These 4 digits are not evaluated.

4 digits reserved —

8 digits customer number
00000000-99999999 and A to F
— =digit is not checked .

8 digits reserved —
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3.9.18 Additional password for parameter setting

040500544 - 08/2024

The password definition for local parameter setting is mandatory. This is done at the 1st
program start via the user interface of the terminal. The password can also be set or
changed later via this parameter record.

The password must meet the following conditions or allow the following characters:

Length: min 10 characters, max. 16 characters

At least 1 lowercase letter a-z

At least 1 uppercase letter A-Z

At least 1 cipher 0-9

At least one of the following special characters: " ()[]\@#$% /" §&+=
No whitespace chacters, i.e. tabs or spaces

NOT permitted for technical reasons: the characters * and -

The definitions are checked internally. If the conditions are not met, the password is rejected
and an O1record is generated.

Local parameter setting will be locked after entering the wrong password 3 times. Unlocking
is only possible using an 12 data record; see chapter [» 5.2.1].

Itis

recommended to perform a parameter upload after setting the password so that the

currently valid password is stored in the host system.

ON/OFF | Operating mode

GID Group address

DID Device address

> Record type
3 Record type modification
X Block identification

— Min. 10 to max. 16 digits additional password for
parameter setting.

Possible values: see description above.

-

Error records
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Code control byte

This parameter is only important if the employee’s master record
e does not refer to a time profile and
e akeypad input is set as a parameter and

e the data type code is set as a parameter.

The code control byte defines the interpretation of the entered data and the checks that are
to be made.

No check (Code control byte = 0)

The entered keyboard data will not be checked. If a keyboard input is set as a parameter and
the data type code is defined, the keyboard input will be cancelled.

PIN check (Code control byte =1)

The entered keyboard data will be compared with the PIN (personal identification number)
stored in the master record. If the PIN differs, the error identification : "PIN wrong or missing"
is entered into the recording data record. In the operating modes offline/autonomous the
booking is rejected with the message "Code falsch" (Code false).

Standard factory setting

The entered keyboard data will be compared with the PIN (personal identification number)
stored in the master record.

-

3.10.15 Keypad input

3.17.4 PIN

3.10.17 Data type "Code"

13.5 Table of error identifiers

Download record Code control byte

The parameters described in the previous chapters are modified in the terminal with the
following download record. The example shows the factory settings.

GID Group address
DID Device address
ON/OFF | Operating mode

> Record type

3 Record type modification
X Block identification

0

4

1 Code control byte (0 or 1)
0 Reserved 0
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3.9.22
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Character set identification

For compatibility reasons concerning the Bedas series, the character set identification can be
set like before (transmission of 7-bit characters). If the feature multilingualism will be used,
the character set 000 USA ASCIl must be set (transmission of 8-bit characters).

The terminal can use different character sets. The character set identification defines which
one is used.

The table of character sets states the characters that can be displayed.

Standard factory setting
The character set 000 (USA ASCII) is set.

-

‘ 13.9 Table of character set identifiers ‘

Download record Character set identification

The parameters described in the previous chapters are modified in the terminal with the
following download record. The example shows the factory settings.

GID Group address
DID Device address

ON/OFF | Operating mode

> Record type

3 Record type modification

X Block identification

0

7

0 Reserved 0

n 3 digits character set identification
n

n
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Additional customer number

The additional customer number is a check criterion.

The additional customer number will only be checked, if

e acustomer number is defined with the badge definitions and

e acustomer number is stored in the terminal.

Up to 15 additional customer numbers can be stored in the terminal.

The parameter is used to store up to 15 additional customer numbers in the terminal. Digits of
the additional customer number which shall not be checked must be filled up with the hyphen
character "—". If all 8 digits are filled up with the hyphen character, the check of the
additional customer number it completely switched off.

Example:

Customer number stored in the terminal 1 2 3 - —

Customer number read from the badge 1 2 3 4 5

The first three digits and the last digit are checked.

If the customer number read from the badge is not identical with any stored additional
customer number or with the stored customer number, the error identification 2 "Customer
no. error" is entered into the recording data record. In the operating modes offline/
autonomous, the booking is rejected with the message "Kunden-Nr. Fehler" (Customer number
error).

Standard factory setting
No additional customer numbers are stored in the terminal.

L

3.9.16 Customer number

3.9.24 Necessary download record
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3.9.24 Download record Additional customer number

The parameters described in the previous chapters are modified in the terminal with the
following download record. The example shows the factory settings.

GID Group address
DID Device address

ON/OFF | Operating mode

> Record type

3 Record type modification
X Block identification

0

8

— 8 digits additional customer number
— 00000000-99999999 and A to F
— — =digit is not checked

— Up to 14 more additional customer numbers.
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The parameters in this parameter group are used to define the booking procedure when using

function keys.

Function key memorizing

Normal case: Before you can book at a terminal you must operate a certain function key.
After the booking, the terminal returns to its previous state. To use the same function key
again, it must be operated again. The "Function key memorizing" parameter allows you to
book again without operating the function key again, because the function key remains active
until another function key is operated.

Standard factory setting

Function key

Function key memorizing

FO (base state) Yes
F1 No
F2 No
F3 No
F& No
F5 No
F31 No
F32 No
F33 No
F34 No
F35 No
F36 No
F37 No
F38 No
F39 No
F40 No
Topic

3.10.34

Necessary download record
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3.10.3

3.10.4
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Terminal awaits logical booking response in offline/autonomous
mode

This parameter defines if the terminal awaits a logical booking response from the computer
also in operating mode offline and autonomous. If no logical booking response arrives in the

terminal within the defined response time out (default: = 4x response time out =12 seconds)
the internal booking response is displayed.

Standard factory setting
For all function keys the terminal does not await a logical booking response from the
computer in operating mode offline and autonomous.

L

‘ 3.10.34 Necessary download record

Check on time authorization

This parameter is important if the employee’s master record refers to a time profile. The
parameter defines, whether the parameter "Time authorization” in the time profile will be
regarded.

Standard factory setting
For all function keys, the parameter "Check on time authorization" is not regarded in the time
profile.

S

3.17 Time profiles

3.10.34 Necessary download record

Individual master record required

The parameter defines that an individual master record must be stored in the terminal for
each ID number which is read from a badge. If the parameter "Individual master record
required" is set, but no individual master record is available for the ID number which is read
from a badge, the error identification 4 "No master record found" is entered into the recording
data record. In the operating modes offline/autonomous the booking is rejected with the
message "Kein Stammsatz" (No master record).

Standard factory setting
For no function key an individual master record is required.

B

3.10.34 Necessary download record

13.5 Table of error identifiers
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The parameter defines whether bookings are allowed in operating mode online. If bookings
are not allowed in online/offline mode, the function key is not displayed on the screen.

Standard factory setting

Function key Bookings allowed in online mode
F1 Yes

F2 Yes

F3 Yes

F4 Yes

F5 Yes

F31 No

F32 No

F33 No

F34 No

F35 No

F36 No

F37 No

F38 No

F39 No

F40 No

- Topic

3.10.34 Necessary download record

3.10.6 One/two badge inputs required

B-Client HR40

This parameter is only important if a badge input is required.

The parameter defines if one or two badge inputs are required for a booking. If two badge
inputs are set as a parameter, a separator block must absolutely be defined via the badge

definitions.

Standard factory setting
For all function keys one badge input is required.

Topic

3.14 Badge definitions
3.10.12 Badge input required
3.10.34 Necessary download record
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3.10.7 Bookings allowed in offline/ autonomous operation mode

The parameter defines if bookings are allowed in the offline/autonomous operating mode. If
bookings are not allowed in the offline operating mode, the function key is not displayed in
the touch screen.

Standard factory setting

Function key Bookings allowed in offline/
autonomous operation mode

F1 Yes

F2 Yes

F3 Yes

F4 No

F5 Yes

F31 No

F32 No

F33 No

F34 No

F35 No

F36 No

F37 No

F38 No

F39 No

F40 No

B

‘ 3.10.34 Necessary download record ‘

3.10.8 Bookings allowed despite of a full buffer

The parameter defines if bookings are allowed if the buffer memory is full. Even with the
parameter "Buffer Backup" set, recording data records are no longer stored in the terminal if
the buffer memory is full. The access control functions are still available.

Standard factory setting
For no function key bookings are allowed if the buffer memory is full.

-

‘ 3.10.34 Necessary download record ‘
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The parameter defines if the display info in the master record is suppressed. If the parameter

is set, the display info is not displayed during a booking.

Standard factory setting
For no function key the display info is suppressed

Topic

3.10.34

Necessary download record

Buffer authorized recording data

This parameter is mainly important in the "offline" or "autonomous" operating mode and also
valid in the "online" operating mode if the "Buffer backup" parameter is set. The parameter

defines if authorized recording data is buffered or not.

Standard factory setting

Function key Buffer authorized recording data
F1 Yes

F2 Yes

F3 Yes

F&4 No

F5 Yes

F31 Yes

F32 Yes

F33 Yes

F34 No

F35 Yes

F36 Yes

F37 Yes

F38 Yes

F39 Yes

F40 Yes

- Topic

3.10.34 Necessary download record
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3.10.12

3.10.13
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Buffer unauthorized recording data

This parameter is mainly important in the "offline" or "autonomous" operating mode and also
valid in the "online" operating mode if the "Buffer backup” parameter is set.

The parameter defines if unauthorized recording data shall be buffered.

Standard factory setting
For all function keys: unauthorized recording data is not buffered.

-

‘ 3.10.34 Necessary download record

Badge input required
The parameter defines if a badge input is required for a booking.

Standard factory setting
For all function keys a badge input is required.

B

‘ 3.10.34 Necessary download record

Double access blocking

This parameter is only important if an ID number is read from a badge or a smartphone.
The parameter defines if double access blocking is set.

If double access blocking is set, no further booking made with the same function key and the
same badge or smartphone is authorized within a time slot of 6 minutes, e.g. after badge/
smartphone handover to an unauthorized person. If a double access has been attempted the
error identification @ "Attempted double access" is entered into the recording data record. In
the "offline/autonomous" operating modes the booking is rejected with the message
"Doppelzutrittsperre” (Double access blocking).

Up to 50 ID numbers can be managed. If double accesses occur more than 50 times, double
access blocking will be quit for the ID number with the shortest time remaining before the 6
minutes will be expired.

Standard factory setting
For no function key a double access blocking is set.

B

3.14 Badge definitions

3.10.34 Necessary download record
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The parameter defines if the door opener relay is activated after an authorized booking.
Depending on the desired use case, the relay can be assigned via the sections [IOMapping]
and [OutputFunctions] in the "application.ini” file.

Standard factory setting

Function key RT/RTM Activate relay
FO (base state) AO Yes
F1 B1 No
F2 B2 No
F3 B3 No
F&4 BO No
F5 FO No
F31 B1 No
F32 B2 No
F33 B4 No
F34 BS No
F35 BE No
F36 FA No
F37 FB No
F38 FC No
F39 FD No
F40 FE No
Topic

3.10.25 Record type of the function key
13.1 Table of RT/RTM

3.10.34 Necessary download record
14.3.1 File "application.ini"
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3.10.16
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Keyboard input

If data shall be entered via a keyboard, several parameters are to be defined prior. These are:
e Number of digits of the input (= activation) chapter [P 3.10.16]

e Kind of data type (code or data) chapter [» 3.10.17]

e Keyboard input rolling or fix chapter [P 3.10.18]

e Numeric or alphanumeric data chapter [» 3.10.19]

¢ Dialog text shown during the input procedure chapter [P 3.10.21]

e List numbers used for data input via lists chapter [P 3.10.22]

In a default booking procedure, max. 3 keyboard inputs may be requested. This is defined by
setting the corresponding operating modes via parameters. For the use of keyboard inputs,
the following definitions are valid:

1. keyboard input Operating mode 3
2. keyboard input Operating mode 4
3. keyboard input Operating mode 5

The above mentioned parameters must be defined for each of these keyboard inputs. Some
of the parameters thereby are equal for all 3 keyboard inputs, some of them are only partly
valid. This will be stated at the parameter description in detail.

The definitions of the operation mode to be used take place via a download record. A
parameter setting example will be given with the download record description.

-

‘ 3.10.34 Necessary download record

Number of digits for keyboard input

This parameter is valid for all 3 keyboard inputs equally.
The parameter defines a keyboard input and how many digits to be entered. Up to 24 digits
can be set. The setting 00 deactivates the keyboard input.

The "Number of digits for keyboard input" parameter defines the number of digits which are
written into the recording data record, independently from the way of input (manually or via
list).

Standard factory setting
For no function key a keyboard or list input is set.

I

‘ 3.10.34 Necessary download record

B-Client HR40
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3.10.17 Type data/code 1 and type data/code 2

This parameter is valid for the 1. keyboard input only.
This parameter is used to define the input procedure and the data type for the 1. keyboard
input.

Possible settings

1. Keyboard input type "data" after badge input

Features

e Akeyboard input must be made.

e The input takes place after the badge input.

e The operated character is displayed on the screen.

e When all characters have been entered, the keyboard input is confirmed via the key "OK".
e The keyboard input is not checked.

e The keyboard input is entered into the generated recording data record.

2. Keyboard input type "code" after badge input
Features

e Akeyboard input must be made

e The input takes place after the badge input.

e The operated character is not displayed on the screen. For each input digit the wildcard
character ( * ) is displayed as a placeholder.

e When all characters have been entered, the keyboard input is confirmed via the key "OK".

e The data is checked to the definitions of the parameters "Code control byte" or "Identifi-
cation bytes".

e The keyboard input is entered into the generated recording data record.

3. Keyboard input type "code" possible before badge input
Features

e Akeyboard input may be made

e The input takes place before the badge input.

e The operated character is not displayed on the screen. For each input digit the wildcard
character ( * ) is displayed as a placeholder.

e When all characters have been entered, the keyboard input is confirmed via a badge input
(booking).

e If no badge input has been set via parameter setting, the keyboard input is confirmed via
the key "OK".

e The datais checked to the definitions of the parameters "Code control byte" or "ldentifi-
cation bytes".

e The keyboard input is entered into the generated recording data record.

52 B-Client HR40 040500544 - 08/2024
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4. Keyboard input type "code” before or after badge input

Features

e Akeyboard input must be made

e The input takes place before or alternatively after the badge input.

e The operated character is not displayed on the screen. For each input digit the wildcard
character ( * ) is displayed as a placeholder.

e If the keyboard input is made first the confirmation is the following badge input.
e If the badge input is made first the following keyboard input is confirmed via the key "OK".

¢ The data is checked to the definitions of the parameters "Code control byte" or "Identifi-
cation bytes".

e The keyboard input is entered into the generated recording data record.

Standard factory setting
For all function keys the keyboard input type data after badge input is set.

B

3.17.4 Time profiles: Identification bytes
3.9.19 Code control byte
3.10.34 Necessary download record

Keyboard input format

This parameter is valid for all 3 keyboard inputs equally
The parameter determines whether keyboard input must be rolling or fixed.

Rolling

Users can enter as many digits as defined by the "Number of digits for keyboard input”
parameter. If fewer digits are entered, dummy characters are inserted. The dummy
characters are zeros in the case of numeric characters (30hex) and blank characters (20hex)
in the case of alpha-numeric characters.

Fixed

Users can enter as many digits as defined by the "Number of digits for keyboard input"
parameter. If fewer digits are entered, the booking is rejected with an error message.

-

3.10.15 Keyboard input

3.10.34 Necessary download record

B-Client HR40 53



Communication Reference Manual

3.10.19 Keyboard data numeric/alphanumeric

This parameter is valid for all 3 keyboard inputs equally.

The parameter defines if numeric or alphanumeric keyboard data are allowed for the
keyboard input.

¢ Numeric

For this kind of input, numeric data (numbers) is permitted only.
e Alphanumeric

For this kind of input the following data is permitted:

- numbers

- letters a-z and A-Z

- special characters : ;=< >?

Standard factory setting
Numeric input

B

3.10.15 Keyboard input

3.10.34 Necessary download record

3.10.20 Dialog text number for 1. keyboard input

This parameter is valid for the 1. keyboard input only.

The parameter defines a dialog text for the 1. badge input. 4 dialog texts are available (D00
to D03). The dialog texts can be modified via a parameter download. If the terminal is in
operation, the dialog text for 1. keyboard input is displayed after the badge input.

Standard factory setting

For all function keys the dialog text D01 "Code eingeben" (Enter code) is set for the 1.
keyboard input.

-

3.19.7 Download record "Texts"
3.10.15 Keyboard input
3.10.34 Necessary download record
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Dialog text number for 2. & 3. keyboard input

This parameter is valid for the 2. & 3. keyboard input only.

The parameter defines a dialog text for the 2. & 3. keyboard input which is shown on the
display. Sixteen dialog texts are available (D00 to D15). The dialog texts can be modified via a
download record.

Standard factory setting

The preset definitions for the 2. and 3. keyboard input must be adapted in conformity of the
use case.

For all function keys the dialog text D00 "Ausweis bitte" (Present the badge) is fix set for a 2.
keyboard input.

For all function keys the dialog text DOO "Ausweis bitte" (Present the badge) is fix set for a 3.
keyboard input.

L

3.19.7 Download record "Texts"
3.10.15 Keyboard input
3.10.34 Necessary download record

List number for keyboard input

This parameter is valid for all 3 keyboard inputs equally.

This parameter is only important if a keyboard input is. Only if a keyboard input is set, the list
number is checked. If a list number is stored, the list will be displayed on the screen.

The parameter defines, that the keyboard input must not explicitly be entered but a list can
be displayed on the touch screen. The booking employee can select an entry from the list. 20
lists (list numbers 01 to 20) are available. The contents of the lists can be modified via
download.

The entry 00 as a list number means, that no list shall be displayed.

Standard factory setting
For all function keys no list is displayed with a keyboard input.

L

3.1 Lists
3.10.15 Keyboard input
3.10.34 Necessary download record
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3.10.23 Dialog text number for 1. badge input

The parameter defines a dialog text for the 1. badge input. Four dialog texts are available
(D00 to D03). The dialog texts can be modified via a parameter download. If the terminal is in
operation, the dialog text is displayed on the touch screen.

Standard factory setting
For all function keys the dialog text D00 "Ausweis bitte" ("Present the badge") is displayed.

S

3.19.7 Download record "Texts"

3.10.34 Necessary download record

3.10.24 Dialog text number for 2. badge input

The dialog text number for the 2. badge input cannot be modified. The parameter is set fix but
for complete information it is mentioned here.

For the 2. badge input the dialog text is set fix. The dialog text which is defined by the dialog
text number is displayed on the touch screen, if a 2. badge input is defined.

Standard factory setting
For all function keys the dialog text D02 "Ausweis bitte" (Present the badge) is set fix for a 2.

badge input.

-

3.19.7 Download record "Texts"
3.10.34 Necessary download record
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3.10.26
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The parameter defines the record type and record type modification contained in a recording
data record transmitted to the computer.

Standard factory setting

Function key RT/RTM
FO (base state) AO
F1 B1
F2 B2
F3 B3
F&4 BO
F5 FO
F31 B1
F32 B2
F33 B4
F34 BS
F35 BE
F36 FA
F37 FB
F38 FC
F39 FD
F40 FE
Topic

3.10.34

Necessary download record

Reader number for 1. badge input

For all function keys the same reader must be defined for 1. badge input because of the
common badge definitions.

This parameter defines the reader to be used for the 1. badge input.

Standard factory setting

For all function keys reader 1is used for 1. badge input.

Topic

3.14

Badge definition

3.10.12 and 3.10.6

Badge input required (1. & 2.)

3.10.34

Necessary download record

B-Client HR40

57



Communication

58

3.10.27

3.10.28
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Reader number for 2. badge input

For all function keys the same reader must be defined for 2. badge input because of the
common badge definitions.

This parameter defines the reader to be used for the 2. badge input.

Standard factory setting
For all function keys reader 1is used for 2. badge input.

m

3.14 Badge definition
3.10.12 and 3.10.6 | Badge input required (1. & 2.)

3.10.34 Necessary download record

Browser

The parameter defines if the browser is started additionally after the settings for the function
key have been processed. If so, the browser starts with a start page whose name could be
added with parts of the generated recording data record.

If a partner application is parameterized, the following succession is valid:
1 Function key function
2 Browser

3 Partner application

To start the browser, the name of the start page must absolutely be entered in the parameter
KeyXXURL in the [FunctionKey] section of the application.ini file.

Standard factory setting
For all function keys no browser is started.

-
14.3.1 File "application.ini", section [FunctionKeys]
3.9.12 Operation timeout

3.10.29 Partner application

3.10.34 Necessary download record
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Calling external applications

The B-Client HR40 device software enables external applications to be called after the
parameterized function key functions have been processed.

The sequence of processing is as follows:
1 function key functions

2 browser (if activated)

3 external application.

These external applications can be:

A: Partner applications with an interface defined by dormakaba. These partner applications
enable the data exchange between the B-Client and the partner application. The use of a
partner application requires the licensing of the "Partner Interface" option.

B: General applications, so-called Native Apps. Here, no data exchange takes place between
the B-Client and the application. Only one call of the application is possible. The application

must be terminated by the user himself. The use of a Native App requires the licensing of the
"Native App" option.

Only one partner application or any app can be defined for a function key.

Depending on which type of application (A or B) is to be called, the parameterization to be
carried out differs.

Calling a partner application
1 Define the desired function key for the call.

For this purpose, bit 0 is set to the value "1" for this function key by either the PEC in B-
COMM or with the download record Function key functions in operating mode 6
(extensions) in byte 2.

2 Connection of the partner application.

A separate documentation "Partner Interface Connection” number 04044924 is available
for connecting the partner application.

A sample implementation of a demo partner application is available in source code on
request. This can serve as a basis for own developments.
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Calling a native app

1 The desired Native App must be installed locally

2 No partner application is specified or a partner application cannot be executed (e.g.
missing license).

3 Define desired function key for the call. For this purpose, bit 0 is set to the value "1" for
this function key by either the PEC in B-COMM or with the download record Function key
functions in operating mode 6 (extensions) in byte 2.

4 Specify the app to be called. To do so, assign the name of the app to be called to the
parameter "KeyXApp" in the section [FunctionKeys] of the file "application.ini".

Example: Keyl1App=<appPackageName>

Associates the function key 1 with the Native App named <appPackageName>.

Default factory setting
No function key starts a partner application or native app.

S

3.10.34 Necessary download record

Also see about this

Security hints for 3rd party apps [+ 15]

Function key as dialog key

The parameter defines dialog mode for the function key.
For more detailed description of the dialog function (G dialog) see references.
If a function key is set as a dialog key, all other parameters for this function key are irrelevant.

If a function key is defined as a dialog key and the dialog is not blocked, the terminal
transmits a G8 record to the computer and is then waiting for a GO record. If no GO record is
transmitted to the terminal, it will exit the dialog mode with the message "Kein Dialog
moglich" (Dialog impossible) after the response timeout expired. The dialog mode will be exit
explicitly when a G9 record is transmitted to the terminal instead of a GO record.

The booking employee can exit the dialog mode by touching the key again which has started
the dialog mode.

Standard factory setting
No function key is defined as a dialog key.

- Topic

5.2.1 Blocking/releasing the dialog
7.7.5 GO0 record

7.7.6 G8 record

7.7.7 G9 record

3.10.34 Necessary download record
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Function key function for additional input steps

Function of the parameter

B-Client HR40 offers the option of configuring a maximum of 20 additional input steps for
simple data acquisition applications, for example.

The additional input steps are called up via one or more correspondingly parameterized
function key(s).

The implementation of the additional input steps is done via a modified G-Dialog. While in the
conventional G-Dialog the parameters are transmitted online from the host via a GO
parameter record, the parameters for the additional input steps are stored in a file on the
terminal and are called from there.

The parameterizations are stored in a separate file in the terminal for each function key. One
parameter record is used for each input block. The number of input blocks per function key is
limited to 20.

For the use of additional input steps, the desired function key must not be parameterized as a
dialog key. This is only necessary for the use case of the online G-dialog.

Simultaneous use of online G-dialog and additional input steps is not possible.

The processing of the function key parameterization takes place as before. The processing of
the dialog records for the additional input steps takes place at the end of the function key
processing.

After processing all records in the file, the collected data is appended to the data entry
record.

The following parameterization steps are required for the use of additional input steps.

1 Carry out the function key parameterization for each desired function key, see download
record "Function key functions", operating mode 7, byte 2.

2 Create a corresponding file for each desired function key and save it in the terminal, see
the following chapter.

Standard factory setting

No function key is parameterized for additional input steps.

S

7.7.5 GO record

3.10.34 Necessary download record
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3.10.31.1 Definition file for additional input steps

The parameterization of the desired function key(s) as well as the booking procedure for the
additional input steps is done via correspondingly created definition files in the

directory /data/data/com.kaba.apps.hr/files/init.

The user creates these definition files himself, e.g. with an editor, and then transfers them to
the specified directory. The definition files for additional input steps must be coded in Unicode
Big Endian with the corresponding BOM (Byte Order Mark).

Fix texts can also be defined for the additional input steps.

See the following parameter example 2.

For each function key to be used, a separate definition file is created according to the pattern
addinputSteps_fk_XX.ini

The placeholder "XX" is filled with the number of the desired function key.

Examples for the function keys 4 and 5:
e addIinputSteps_fk_04.ini
e addIinputSteps_fk_05.ini

The actual parameters are specified in sections.

Section [General]

In the [General] section, general definitions for the input process are set. These definitions are
based on the dialog record GO with slight deviations.

The DialogX key defines the dialog mask for a user input including a user information. The
user information from the [General] section is used if no language-specific user information is
configured. For language-specific parameterization see chapter [» 3.10.31.3].

A DialogX key is defined for each input step. The placeholder "X" is given the number of the
desired input step. A maximum of 20 input steps per function key are possible. The numbering
must be continuously ascending (Dialog1 to max. Dialog20).

Gaps are not permitted and lead to an abort of the parameter set read-in process.

Parameter example 1 (without fix texts):
addinputSteps_fk_04.ini

[General]

Dialog1=G010000010000Please enter 1. error reason 1-9
Dialog2 = G020000010000Please enter 2. error reason 1-9 a-z
Dialog3 = G010000030000Please enter quantity 1-999
Dialog4 = G001018050000Please present the badge

Dialog5 = G013101050000Please scan the barcode.

040500544 - 08/2024 B-Client HR40 63



Communication

64 B-Client HR40

Reference Manual

Use of fixed texts in additional input steps

Fix texts are used when additional information is to be added to certain data in the data
record. In this way, when evaluating a data record, a specific type of data can easily be
identified by the detailed description in the fix text, e.g. as a malfunction message or similar.

Another possible use is to always prefix the captured data with a recurring value by means of
the fixed text.

The specified fixed texts are transferred directly in the data record.

In the definition file in the section [General] a fix text with the syntax "DialogX =Fixtext: <fixtext
to be entered>" is noted, see example.

Parameter example 2 (with fix texts):
addInputSteps_fk_04.ini

[General]

Dialog1 = Fixtext: 1. Error reason

Dialog2 = G010000010000Please enter 1. error reason 1-9
Dialog3 = Fixtext: 2. Error reason

Dialog4 = G020000010000Please enter 2. error reason 1-9 a-z
Dialogb = Fixtext: Quantity

Dialogé = G0O10000030000Please enter quantity 1-999

Resulting recording data record (excerpt)

GG F01230306165000200000000073 1. Error reason3 2. Error reasonh Quantity025....

Meaning of the entries in the recording data record

GG Terminal GID and DID (07/07)

<Space character> Identifier for "Online" operating mode

FO RT/RTM for Function key F4

1 Identifier for "Transmit time without seconds”
230306 Date = March 6, 2023

1650 Recording time without seconds

0 Error identifier

0200000000073 Badge data according to function key functions
<Space character> 1. Error reason 1. Fix text with leading space character

3 Data input from Dialog 2

<Space character> 2. Error reason 2. Fix text with leading space character

h Data input from Dialog 4

<Space character> Quantity 3. Fix text with leading space character

025 Data input from Dialog 6
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The individual parameters of the definition have the following meaning (Example: Key Dialog1)

Dialog1 = G010000010000Please enter 1. error reason 1-9

User info
Acoustical signalisation
Type of input field
Position within user information
Number of digits
From digit

- Input unit
- Keyboard input
“Record type G and record type modification 0

Parameter values
Keyboard input/list input

This entry defines if a keyboard- or list input is necessary.

Entry Meaning

0 No keyboard input

1 Numeric keyboard input

2 Alphanumeric keyboard input
6 List input

Input unit

This entry defines if a reader input is necessary.

Entry Meaning
0 No reader input
1 Reader 1
2 Reader 1
3 Reader 2

Display badge contents

This entry defines if the badge contents is displayed. The range limited by the entries "From
digit with badge input” and "Number of digits" is displayed. The displayed data must be
confirmed with the "OK" key.

Entry Meaning
0 Do not display badge content
1 Display badge content
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From digit with badge input

This entry defines from which digit the badge contents is entered into the G1 record. If the
badge contents shall be entered from the first digit, from digit with badge input must be set
to 01.

Number of digits

For a badge input, this entry is used to define how many digits (01 to 40) of the read badge
contents have to be entered into the recording record.

For a keyboard input, this entry defines how many digits (01 to 40) must be entered and then
written into the recording record. The entry 00 causes that the first key press is entered into
the recording record and immediately transmitted to the computer.

Position within the user information used for default value

This parameter defines from which digit the characters of the user information will be entered
as a default value into the input field. If no preset is desired, 00 can be parameterized.

Type of input field

Entry in the "keyboard input" field determines the type of the entry. This can be:
e via list selection (static or dynamic)

e via keyboard.

If the entry type "Lists" has been set, the desired list 1-15 can be selected here by
entering 1- F.

If the entry type "Keyboard" has been set, the keyboard input can be specified here. At the
beginning of the input, the cursor is positioned at the left. With each input, the cursor moves
one digit to the right. When the input field is filled, the cursor is positioned at the rightmost
digit.

If "Rolling keyboard input" has been set, the additionally entered characters are rolled through
the display from right to left, see the following example al. If fewer digits are entered as
defined via "Number of digits",

- for numeric input: zeros or
- for alphanumeric input: blanks (20hex)

are entered into the G1record as leading digits.
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If "Fixed keyboard input"” has been set, the cursor is also located on the left-hand side at the

Communication

beginning of the input. With each input, the cursor moves one digit to the right. If other

characters are entered, the right-hand character will be overwritten with the new character.

If fewer characters are entered than defined in the "Number of digits", an input error is

displayed.

The following input options can be set:

Entry

Meaning

0

Rolling keyboard input;

The characters entered are displayed

Fixed keyboard input;

The characters entered are displayed

2or4

Rolling keyboard input; hidden input.

The characters are displayed according to the Android setting
in the parameter "Location & Security Settings: Visible
Password".

3orb

Fixed keyboard input; hidden input.

The characters are displayed according to the Android setting
in the parameter "Location & Security Settings: Visible
Password".

Acoustical signalization

This entry defines, if the user information is displayed with an additional acoustic signal.

Entry Meaning

0 No acoustic signal

1 User information with alternating acoustic signal.
2 User information with constant acoustic signal.

User information

Text output up to max. 40 characters. This entry can be used for operator guidance texts, see

examples.

B-Client HR40

67



Communication

68

3.10.31.2

Recording data
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After processing the last input step, the captured data is entered into the recording record

and transmitted to the host.

The total length of an recording record is determined by the A02 parameter record and the
number of digits specified in the dialog records.

pudo

B-Client HR40

If the length of the recording data record exceeds 249 characters, a parameter setting error
"A" meaning "Recording record too long" is generated, see also chapter.

The following operating scenarios can occur:

Scenario

Data in recording record

Input was canceled with the "Cancel" key

Cancelling function key processing: no input

data

Input was terminated with the "OK" key

According to user input

Operation timeout expired

Input timeout: No input data

Reader input

According to user input

L

3.14 AQ2 record

13.2 Parameter setting errors
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3.10.31.3 Language specific settings

The user information can also be stored in multiple languages. For this purpose, a separate
section with the corresponding language abbreviation is created in the definition file for the
function key (addInputSteps_fk_XX.ini) for each desired language. In this section, the key
UserInfoX is used to specify the corresponding user information in the desired language for
each input step. The placeholder "X" is filled with the number of the desired input step.

The section name is the language abbreviation, e.g. [de], [fr], [es]. For certain countries, a
country-specific identifier can also be specified in addition to the language identifier, e.g.
[en_US] or [en_GB].

For details about the possible language identifiers see chapter [» 13.8].

The user information can have a length of max. 40 characters, longer texts are truncated.
Leading blanks (ASCII 20hex) are taken into account in the texts of the Userinfo and are not
truncated. This means that all characters after the equal sign are included in the Userinfo.

UserInfo4 of the language [de] shows an example for the use of spaces after the equal sign.

If no language-specific text is defined, the default text from the [General] section is used. If
no text is defined there either, the user information remains empty.

Example for section [de] (can be omitted if German user info texts are already defined in
section [General])

[de]

UserInfo1 =Bitte 1. Stérgrund eingeben 1-9
UserInfo2 =Bitte 2. Stérgrund eingeben 1-9 a-z
UserInfo3 =Bitte Stiickzahl eingeben 1-999
Userinfo4 = 2. Ausweis-Eingabe

UserlInfob =Bitte Barcode scannen

Example for section [en_US]

[en_US]

Userinfo1=Please enter 1. error reason 1-9
UserIinfo2 =Please enter 2. error reason 1-9 a-z
UserInfo3 =Please enter quantity 1-999
Userinfo4 =Please present the badge

Userinfo5 =Please scan the barcode
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3.10.31.4 Parameterization example

The following parameterization example for the FKO4 function key can be used as a basis for
your own configurations.

addinputSteps_fk_04.ini

[General]

Dialog1=G010000010000Bitte 1. Stérgrund eingeben 1-9
Dialog2 = G020000010000Bitte 2. Stérgrund eingeben 1-9 a-z
Dialog3 = G010000030000Bitte Stuckzahl eingeben 1-999
Dialog4 = G0010180500002. Ausweis-Eingabe

Dialog5 = G013101050000Bitte Barcode scannen

[de]

UserlInfo1 =Bitte 1. Stérgrund eingeben 1-9
Userlnfo2 =Bitte 2. Stérgrund eingeben 1-9 a-z
UserlInfo3 =Bitte Stlickzahl eingeben 1-999
UserInfo4 =2. Ausweis-Eingabe

UserInfo5 =Bitte Barcode scannen

[en_US]

Userinfo1=Please enter 1. error reason 1-9
UserInfo2 =Please enter 2. error reason 1-9 a-z
Userinfo3 =Please enter quantity 1-999
UserInfo4 =Please present the badge

UserIinfo5 =Please scan the barcode

(fr]

Userinfol =s.v.p. entrer raison de la faute 1-9
UserIinfo2 =s.v.p. entrer raison de la faute 1-9 a-z
UserInfo3 =s.v.p. entrer le nombre de piéces 1-999
UserlInfo4 =veuillez entrer la badge

UserlInfo5 =veuillez scanner le code-barres

[es]

Userinfo1 =p.f. entrar el motivo del fallo 1-9
UserInfo2 =p.f. entrar el motivo del fallo 1-9 a-z
UserInfo3 =p.f. entrar el nUumero de piezas 1-999
UserInfo4 =p.f. presente tarjeta

UserInfo5 =escanee el codigo de barras
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3.10.32 Show person related text

This parameter is only important with a positive answer ("Thank you") if a master record has
been found and no mailbox text is shown.

This parameter defines whether personal text from master record shall be shown.

Standard factory setting
For no function key a personal text is shown.

-

‘ 3.10.34 Necessary download record

3.10.33 Number of display info
This parameter is only important for showing display info from master records.
This parameter defines whether 4 or up to 10 display info shall be shown.

Standard factory setting
For all function keys 4 display info are shown.

L

‘ 3.10.34 Necessary download record
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3.10.34 Download record Function key functions

B-Client HR40

Reference Manual

The parameters described in the previous chapters are modified in the terminal with the
following download record.

GID
DID
ON/OFF

Group address
Device address

Operating mode

>

Record type

Record type modification

3
=
0
0

Block identification
FOO to FO5; F31to F40

see following description

Operating mode 1,

see following description

Operating mode 2;

see following description

Number of digits 1. keyboard input, max. 24 digits
00 = No keyboard input/no list

N O O W

—_

Operating mode 3; (1. keyboard input)

see following description

Record type and record type modification,

see following description

Number of digits 2. keyboard input, max. 24 digits
00 = No keyboard input

Operating mode 4; (2. keyboard input)

see following description

Number of digits 3. keyboard input, max. 24 digits
00 = No keyboard input

Operating mode 5; (3. keyboard input)

see following description

List no. for 1. keyboard input, 01-20;
00 = No list

List no. for 2. keyboard input, 01-20;
00 = No list

List no. for 3. keyboard input, 01-20;
00 = No list

Operating mode 6; (extensions);

see following description

O O 0O OO OO O oo oo ojlo o o o o »r

1. byte: Operating mode 7; (LEGIC Write function);

2. byte: Additional input steps

040500544 - 08/2024



Reference Manual Communication

Block identification

Entry Meaning

FOO Function key FO (base state)
FO1 Function key F1
FO2 Function key F2
FO3 Function key F3
FO4 Function key F4
FO5 Function key F5
F31 Function key F31
F32 Function key F32
F33 Function key F33
F34 Function key F34
F35 Function key F35
F36 Function key F36
F37 Function key F37
F38 Function key F38
F39 Function key F39
F40 Function key F40

Operating mode 1, byte 1
8 4 2|1 Hexvalue

3 2 1 0 Bit
Function key memorizing
0=No
1=Yes
Terminal awaits logical booking response in
offline/autonomous mode
0=No
1=Yes
Check on time authorization
0=No
1=Yes
Individual master record required
0=No
1=Yes

84|21 Hexvalue |

[3]2[1]0 Bit |
Bookings allowed in online mode
0=No
1=Yes
Bookings allowed in offline/autonomous mode
0=No
| 1=Yes
Bookings allowed despite of full buffer memory
0=No
1=Yes
Suppress display info in master record
0=No
1=Yes
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Parameter example for operating mode 1

Function 0/1 | Decimal  Hex
Function key memorizing 1
Terminal a_nwaits_ logical booking 0
response in offline mode 13 D
| Check on time authorization 1
‘ Individual master record required 1
Bookings allowed in online mode 1
Bookings allowed in offline/autonomous 1
mode 11 B
Bookings allowed despite of full buffer 0
Suppress display info 1

Operating mode 2, byte 1
874:2:1'Hexvalue

'3 2 1/0 Bit

Buffer authorized recording data
00 = No
01 =Yes
10 = Depending on the entry in the time
profile

Buffer unauthorized recording data

00 = No

01=Yes

10 = Depending on the entry in the time profile

Operating mode 2, byte 2
8 4 2 1 Hexvalue

'3 210 Bit
Badge input required

0=No

1=Yes
Activate relay
0=No
1=Yes

One / two badge inputs required
0 = One badge input required
1 = Two badge inputs required
Double access blocking
0=No
1=Yes

o

3.5.1 Hexadecimal coding

Reference Manual

040500544 - 08/2024



Reference Manual Communication

Operating mode 3 (1. keyboard input), byte 1
8 4 {2 1 Hex value

3 2 1 0 Bit
Type data/code 1 for 1. keyboard input
| see following table
Keyboard input format for 1. keyboard input
The parameter is set in the system and will not be
evaluated at this point
Keyboard data numeric/alphanumeric for 1. keyboard input
0 = Numeric
1 = Alphanumeric
Type data/code 2 for 1. keyboard input; see following table

Type Data/code 1 Type Data/code 2 | Meaning

0 0 Keyboard input type data
after badge input
0 1 Keyboard input type code

possible before badge input
Keyboard input type code
after badge input

Keyboard input type code
before or after badge input

Operating mode 3, byte 2
8 42 1 Hexvalue
3/2/1]0]Bit
Dialog text no. for 1. keyboard input
00 = Dialog text no. 0

01 = Dialog text no. 1
10 = Dialog text no. 2

11 = Dialog text no. 3

Dialog text no. for 1. badge input
00 = Dialog text no. 0
01 = Dialog text no. 1
10 = Dialog text no. 2
11 = Dialog text no. 3

Record type/Record type modification

The parameters define the record type and record type modification used to transmit a data
record to the computer. All RT/RTM shown in the table in chapter 10.2 section "Recording
data" can be defined.
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Operating mode 4 (2. keyboard input), byte 1

8 4 2 1 Hexvalue

3 2/1 0 Bit

Reserved

Keyboard input format for 2. keyboard input
The parameter is set in the system and will not be

evaluated at this point

Keyboard data numeric/alphanumeric for 2. keyboard

input
0 = Numeric

1 = Alphanumeric

Reserved

Operating mode 4, byte 2

'8 4 2 1 Hexvalue

32 1 0]Bit

Dialog text no. for 2. keyboard input)

0000 = Dialog text no.
0001 = Dialog text no.
0010 = Dialog text no.
0011 = Dialog text no.
0100 = Dialog text no.
0101 = Dialog text no.
0110 = Dialog text no.
0111 = Dialog text no.
1000 = Dialog text no.
1001 = Dialog text no.
1010 = Dialog text no.
1011 = Dialog text no.
1100 = Dialog text no.
1101 = Dialog text no.
1110 = Dialog text no.
1111 = Dialog text no.

OCoOoO~NOOOPh,WN-~0O

N G G G Y
O WN=20

Operating mode 5 (3. keyboard input)
The settings equate the settings of operating mode 4.

B

3.5.1 Hexadecimal coding

Reference Manual
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Operating mode 6 (extensions), 1. byte

8 4 2 1 Hexvalue

3 2 1 0| Bit
Activate browser
0=No
1=Yes
The parameter will not be evaluated at this point
Reader no. for 1. badge input

0 = Reader 1

1 = Reader 2
Reader no. for 2. badge input
0 = Reader 1
1 = Reader 2

Operating mode 6, 2. byte
8 4|2 1 Hexvalue

3 2 1 0 Bit
Activate external application
0=No
1=Yes
Activate dialog mode
0= No
1=Yes
Display person related text
0= No
1=Yes

Number of display info
0 = 4 display info
1 =10 display info

Parameter example for operating mode 6

Function 0/1  Decimal Hex
Activate browser 1

Not evaluated 0

Reader no. for 1. badge input 0 2 2
Reader no. for 2. badge input 1

Activate external application 0

Activate dialog mode 0

Display person related text 1 E &
Number of display info (4) 0
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4 For function variant 9x00 K7-40 und 9x00 K7-60 only.

S c

-

y Operating mode 7 (LEGIC Write)

8 4

2

{

'1 | Hex value

3 2

0 =No
1=Yes

Aditional input steps (extended G dialog), Operating mode 7, 2. byte

1

0 | Bit

Write update data
0=No
1=Yes

Reserved 0

Reserved 0
No writing in the online mode

8 42 1 Hexvalue

3 2

1

0  Bit

0=No
1=Yes

Reserved 0

Reserved 0

Reserved 0
Start additional input steps

Topic

3.5.1

Hexadecimal coding

B-Client HR40

Reference Manual

040500544 - 08/2024



Reference Manual

3.1

3.111

3.11.2
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Lists

Lists are important when the parameter setting of a function key function is referring to a list
number.

With every booking according to the function key functions, the terminal checks whether a
keyboard input is set. If so, the terminal checks whether a list number is stored. If a list
number is stored in the function key functions and the list does exist, the list will displayed to
the booking employee.

Lists can also be implemented via G dialogs. In doing so, the list definitions are placed in the
ini files. When booking, they are used to generate the list to be displayed for the runtime. This
allows dynamic lists with variable contents to be displayed.

-

3.10.22 List number for keyboard input

7.7.8 Definition of dynamic lists

List number

The list number defines a list explicitly. The number is necessary during the parameter setting
of the function key functions to find a stored list. Up to 20 lists can be created (01 to 20).

Standard factory setting

No lists are stored.

-

‘ 3.11.5 Necessary download record

Index in list

A list may contain up to 30 entries. The index represents the position within the list. The
numbering must absolutely begin with 00 and must be in a continuous row; if any break
occurs, the list will end there. The entry — — means the index is not used.

Standard factory setting

The entry — — is stored.
L e
‘ 3.11.5 Necessary download record
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3.11.3 List text number
The list text number (00 to 99) defines the text which is displayed to the booking employee.

Standard factory setting

The list text number 00 is stored.

L
3.19.6 List texts
3.11.5 Necessary download record

3.11.4 Data field

Reference Manual

Any data can be entered in the data field (24 characters). The content of a data field is the
data which is entered into the recording data record. The parameter "Number of digits with
keyboard input" defines, how many digits of the data field will be entered into the recording

data record.

Standard factory setting

The character — is entered in the data fields.

Topic

3.11.5

Necessary download record

B-Client HR40
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3.11.5 Download record Lists
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The parameters described in the previous chapters are modified in the terminal with the
following download record. Each download record may contain up to 8 blocks. So, e.g. for 30
entries within one list, four download records are necessary. The block identifications W01 to
W20 serves only as a counter.

GID Group address
DID Device address
ON/OFF | Operating mode
> Record type
3 Record type modification
W Block identification W01 to W20
0
1
0 List no. (01to 20)
0 00 =no list
— Index in List (00 to 29) 1. block
- — — =entry not defined
0 Text no. (00 to 99)
0
— Data field; 24 digits
(Entry in the recording data record)
Up to 7 more blocks

B-Client HR40
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3.11.6 List definitions- summary

The following chapter summarizes once again all required parameterizations for displaying a
list using download data records.

1. Parameterization in the function key functions download data record

Parameter Meaning

Block identification The block identification defines the function key to be used for
loading the list.

Number of digits If the value for the number of digits is between 01 and 24, the

1. keyboard input program will check whether a list number has been defined. If a

list number has been defined, the associated list will be

Number of digits displayed, if it has previously been loaded to the terminal.

2. keyboard input The format of the data to be entered is defined by means of
the parameters

Number of digits
3. keyboard input Operating mode 3 (for 1. keyboard entry)
Operating mode 4 (for 2. keyboard entry)
Operating mode 5 (for 3. keyboard entry).
List no. Specifies a number used for selecting the associated list to be
1. keyboard input displayed. The list itself is defined via the "Lists" download data
) record.
List no.
2. keyboard input
List no.
3. keyboard input
Record type The record type defines which record type is used for

transmitting the registration record to the host.

2. Parameterization in the Lists download data record

Parameter Meaning

Block identification The block identification is used for counting the download data
records if the list is supposed to contain more than 8 entries.

List number If the parameter value is between 01 and 20, it will be
interpreted as list number. Reference to this list number will be
made in the "Function key functions" download data record.

Index in list The index defines the number that precedes the list entry.

Text number The text number defines the list text to be displayed. The list
text itself is transmitted in the "Texts" download data record.

Data field Input field for the person booking. The data entered here is
entered in the registration record. The number of digits entered
in the registration record is defined via the "Number of digits"
parameter in the "Function key functions" download data
record.
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3. Parameterization in the Texts download data record

Parameter Meaning

Block identification The block identification defines the type of text to be
transmitted. For list texts, the block identifications NOO-N99
and n00-n99 are valid according to the language mode.

Text Text to be displayed, 20 digits max.

L

3.10.34 Download record Function key functions
3.115 Download record Lists

3.19.7 Download record Texts

3.19.6 Definition of list texts
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3.12

3.121

3.12.2

B-Client HR40
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Function key control

The parameters of the "Function key control" parameter group define the time a function key
is automatically active from. Any other function keys may also be operated. For the function
key control, up to 12 blocks can be stored in the terminal.

Each block consists of the parameters
e function key switchover time and

e function key number.

Function key switchover

The parameter defines the time a function key is active from.
Standard factory setting

No switchover time is stored.

L

3.12.3 Necessary download record ‘

Function key number

The parameter defines the function key to be activated.
Standard factory setting

No function key is stored.

S

3.12.3 Necessary download record
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3.12.3 Download record Function key control

The parameters described in the previous chapters are modified in the terminal with the
following download record.

GID Group address
DID Device address

ON/OFF | Operating mode

> Record type

3 Record type modification

4 Block identification Z01, Z21to 227
0 See following table

—_

— Hour (Time of activation) 1. block
— Hour (4 — = no activation)

— Minute

— Minute

— Function key number

- See following table

Up to zu 11 more blocks

Block identification
The block identification defines for which weekday the parameters are valid.
Example

If no activation has been specified for Wednesday in the parameter "Function key activation”,
the parameter Z01is valid on this day.

If no entry exists in the Z01 parameter record either, no function key activation is active for

this day.

Input Meaning

Z21 Parameters valid for Monday

722 Parameters valid for Tuesday

Z23 Parameters valid for Wednesday

224 Parameters valid for Thursday

Z25 Parameters valid for Friday

Z26 Parameters valid for Saturday

z27 Parameters valid for Sunday

Z01 Parameters valid only for weekdays for which no
weekday-dependent function key activation ( Z21
— Z27 ) has been specified.
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Function key number

Entry Meaning

- — No function key/Function key FO (base state)
00 Function key FO/base state
01 Function key F1

02 Function key F2

03 Function key F3

04 Function key F4

05 Function key F5

31 Function key F31

32 Function key F32

33 Function key F33

34 Function key F34

35 Function key F35

36 Function key F36

37 Function key F37

38 Function key F38

39 Function key F39

40 Function key F40

09 Break signal control*

Reference Manual

* If the function key 09 is set and the door-opener relay is not used, an intermission signal
control can be realized. In the moment of the function key switchover, exclusively relay R1is
selected for the active time defined in the parameter "Operation time for relay". However, this

does not apply to weekday-dependent function key control Z21 - Z27.

Topic

3.9.11

Operation time relay ‘
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3.13

3.131

3.13.2

040500544 - 08/2024

Communication

Relay control

The relay control is only available

e in the ONE-K7 terminal or
e with the function variant 9x00 K7-60.

Depending on the desired use case, the relay can be assigned via the sections [IOMapping]
and [OutputFunctions] in the "application.ini” file.

The parameters of the "Relay control” group are used to define,

e whether

e when

e and-how long

the relay is to be activated outside its normal function as a door opener after a booking.

This can be used for pause signal control, for example. Up to 60 different periods with the
precision of a minute can be defined.

B

2.3 Function variants

14.3.1 File "application.ini"

Switch-on time
The parameter defines the point in time when the relay is switched on.
Standard factory setting

No switch-on time is defined.

-

‘ 3.13.4 Necessary download record

Relay number

B-Client HR40 supports one relay only. Therefore, the factory setting for relay 1 (setting 00)
may not be changed.

Standard factory setting
The setting 00 for relay 1is defined.

L

‘ 3.13.4 Necessary download record

B-Client HR40
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3.13.3 Operation time

The parameter defines the operation time for the activated relay.
Standard factory setting

No operation time is defined.

S

3.13.4 Necessary download record

3.13.4 Download record Relay control

The parameters described in the previous chapters are modified in the terminal with the
following download record.

GID Group address
DID Device address
ON/OFF | Operating mode

> Record type
3 Record type modification
pA Block identification Z11 to 213

1 See following table.

— Hour (Switch-on time) 1. block
— Hour (4 mal — = no switch-on time)

— Minute

Minute

Relay number
Only 00 permitted.

Operation time
000-999 = 0-99,9 seconds

Value x 0,1 seconds

O o o o o o

Reserved

Up to 19 more blocks

Block identification

The use of the block identification each with 20 possible blocks allows to define up to 60
times accurately.

Entry Meaning

Z1 Block 1to 20
Z12 Block 21to 40
Z13 Block 41to 60
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3.141

3.14.2
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Badge definitions

The parameters of the "Badge definitions" parameter group define the evaluation process of
the data that has been read from a badge. For this purpose, the badge content is separated
in so-called blocks. Each block consists of the parameters

e from digit
e number of digits

e identification.

From digit

The parameter defines from which digit on the badge content is evaluated.
Standard factory setting

From digit 9

From digit 18

1234567812345
‘ From digit 9 From digit 18

S

3.14.7 Necessary download record

Number of digits

The parameter defines how many digits of the badge contents are evaluated.
Standard factory setting

From digit 9: 8

From digit 18: Number of digits 5

1234567812345
From digit 9: 8 digits | From digit 18: 5 digits

B

‘ 3.14.7 Necessary download record

B-Client HR40 89



Communication

90

3.14.3

B-Client HR40

Reference Manual

Identifier

The parameter defines how the badge data is interpreted and which kinds of checks are
made.

Identifier Meaning

0=Neutral The data read from a badge will not be checked.

1= Customer number

If a customer number is stored in the terminal, it is compared with
the data read from the badge. If the customer number is not
identical with the stored customer number or a stored additional
customer number, the error identification 2 "Customer number
error” is entered into the recording data record. In the operating
modes offline/autonomous, the booking is rejected with the
message "Kunden-Nr. Fehler" (Customer number error).

3= 1D number

The data read from a badge is interpreted as an ID number. It is
used for access to an individual master record. It is also necessary
if the function double access blocking shall be used.

4= \Version number

The data read from the badge is compared with the version
number in the individual master record. If the version number is not
identical, the error identification ; "Version number false" is entered
into the recording data record. In the operating modes offline/
autonomous, the booking is rejected with the message "Versions-
Nr. falsch" (Version number wrong).

7=End of validity

8= Begin of validity

The data read from the badge is interpreted as date and time. The
sequence YY/MM/DD/hh/mm (max. 10 digits) must be observed.
The current date and time is compared with the data read from
the badge. If date and time read from the badge has passed, error
identification < "Time exceeded" is entered into the recording data
record. In the operating modes offline/autonomous, the booking is
rejected with the message "Zeitpunkt ueberschr" (Time exceeded).

Standard factory setting

From digit 9: Number of digits 8, identifier: 1

From digit 18: Number of digits 5, identifier: 3

1234567812345

From digit: 9 From digit: 18
Number of digits: 8 Number of digits: 5
Identifier: 1 Identifier: 3

m

3.17 Time profiles

3.9.16 Customer number

5.5.1 Individual master record

3.14.7 Necessary download record
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Separator block

A separator block must be defined if two badge inputs have been set via the parameter "One/
two badge inputs required”. This way, the terminal will find the badge definitions which are
valid for the second badge. A separator block is entered into the download record as follows:

From digit: 00
Number of digits: 00
Identifier: 0

The following is a complete parameter setting example for 2 badge inputs.

-

‘ 3.10.6 2. badge input (1 & 2 badge inputs)

Example definition for 2 badge input with separator block

Badge content 1. badge

12 3'47_.. e

Badge content 2. badge

[_99_04181200_......‘

The following badge definitions are stored in the terminal via download.

Badge From digit Number of digits | Identifier Meaning
1 = 01 03 3 ID number
] 05 04 1 Customer number
09 01 4 Version number
00 00 0 Separator block
2 e 01 10 7 Validity
[

The terminal will read the following data from the badges:

1. badge:

ID number ‘ 123
Customer number

Version number .
2. badge:

End of validity 18.04.99 12:00 o’clock
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The following badge data is entered into the recording data record:

Time
Seconds and user language can be
set additionally
Error identification

1

2 ID number

3

5

? Customer number

2

1 Version number

9

9

0

4

1 End of validity.

8 YYMMDD hhmm

1

2

0

0

Reference Manual
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Filler

Fillers can be inserted between the badge blocks and will be transmitted in the recording

Communication

data record. The value is 0. Fillers are entered into the download record as follows:

From digit: 00
Number of digits: Desired number of fillers
Identifier: 0

The following is a complete parameter setting example for fillers.

2345

The following badge definitions are stored in the terminal via download:

From digit | Number of digits | Identifier Meaning

01 03 3 ID number

05 04 1 Customer number
00 04 0 Filler

09 01 4 Version number

The terminal will read the following data from the badge:

ID number

Customer number

Version number

B-Client HR40
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The following badge data is entered into the recording data record:

Time
Seconds and user language can
be set additionally

Error identification

ID number

Customer number

4 digits filler

-0 O O ON =2 O O|lw N =

Version number

Reference Manual
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Fix text

Fix text can be inserted between the badge blocks and will be transmitted in the recording
data record. Fix texts is stored as a customer number prior in the terminal by use of an X02
record. Compared to the regular customer number (indicated by the identifier "1"), the
customer number in the fix text will not be checked against the badge data. The fix text will
be entered into the recording data record unchecked.

For this reason, the use of fix text and customer number simultaneously is not reasonable.
Fix text is entered into the download record as follows:

From digit: 00

Number of digits: Desired number of digits 1-8

Identifier: 1

The following is a complete parameter setting example for fix text.

The following badge definitions are stored in the terminal via download:

From digit | Number of digits | Identifier Meaning

01 03 3 ID number

05 04 1 Fix text

09 01 4 Version number

The terminal will read the following data from the badge:

ID number

Customer number
Version number

The following badge data is entered into the recording data record:

Time
Seconds and user language can
be set additionally

Error identification

ID number

4 digits fix text from X02 record

=N =2 O galw N =

Version number

B-Client HR40 95



Communication

3.14.7 Download record Badge definitions
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The parameters described in the previous chapters are modified in the terminal with the
following download record.

GID
DID
ON/OFF

Group address
Device address

Operating mode

>

Record type

Record type modification

Block identification

From digit

Number of digits

O o Ol O NV O > W

Reserved (0)

—_

Identifier

1. block

Up to 9 more blocks.

Identifier

Meaning

Neutral

—_

Customer number

ID number

Version number

End of validity

o N~ W

Begin of validity

All defined blocks are entered in the order of their definition into the recording data record
which is transmitted to the computer. The identifier itself is not included in the recording data

record.

If the parameter "Fix record length for badge data" is set, blanks may be added or digits may
be cut off in the recording data record. This will happen independently from the badge

definitions.

96 B-Client HR40
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3.15

3.151

3.15.2
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Conversion of badge data

The parameters of the "Conversion of badge data" parameter group are used to define
conversion rules for the badge data. The length of the converted data may differ from original
badge data.

The conversion is done immediately after reading the badge and therefore before evaluating
the data with the parameters of the "Badge definitions" parameter group. If the length of
badge data has been changed due to the conversion, this must be considered.

A block with all parameters set to 00000000 indicates a block separator. The following
blocks then belong to the next badge.

If only one separator block is defined for a badge, all data remain unconverted (standard
setting). If for a badge at least one block is defined, only the data defined within a block are
converted, undefined data are not output. If it is necessary to put all data to the output you
have to define some blocks with output format "No conversion”.

e

‘ 3.14 Badge definitions

Conversion from digit

The parameter defines the starting position of the conversion, first digit is position 1. The
value 00 indicates an unused block.

Standard factory setting

No conversion of badge data takes place.

-

‘ 3.15.5 Necessary download record

Number of digits before conversion

The parameter defines the number of digits to be converted.
Standard factory setting

No conversion of badge data takes place.

L

‘ 3.15.5 Necessary download record
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3.15.3 Number of digits after conversion
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The parameter defines the number of digits giving back to the output after conversion.

If the length of converted data is greater than indicated, the digits are cut off beginning on
the left hand side. If the length of converted data is less than indicated, the digits on the left
hand side are filled with ASCII-Character "0" (30hex).

Standard factory setting

No conversion of badge data takes place.

Topic

3.15.5

Necessary download record

3.15.4 Mode of conversion

The parameter defines the mode of the conversion.

The following modes are possible:

Mode

Input format

Output format

0

Any

No conversion

6

Hexadecimal (0 - F)

Decimal (0 - 9)

7

Hexadecimal (0 - F)

Hexadecimal Special (0 - ?)

il

Hexadecimal Special (0 - ?)

Decimal (0 - 9)

12

Hexadecimal Special (0 - ?)

Hexadecimal (0 - F)

Standard factory setting

No conversion of badge data takes place.

Topic

3.15.5

Necessary download record

98 B-Client HR40

040500544 - 08/2024



Reference Manual

3.15.5 Download record Conversion of badge data
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The parameters described in the previous chapters are modified in the terminal with the
following download record.

GID Group address
DID Device address
ON/OFF | Operating mode

> Record type
3 Record type modification
A Block identification
,
2
0 Conversion from digit 1. block
0 00 = block not used (badge separator)
0 Number of digits before conversion
0
0 Number of digits after conversion
0
0 Mode of conversion
0

Up to 9 more blocks.

B-Client HR40

99



Communication Reference Manual

3.16 Contact inputs

. The contact inputs are only available

e in the ONE-K7 terminal or
e with the function variant 9x00 K7-60.

Depending on the desired use case, the relay can be assigned via the sections [IOMapping]
and [InputFunctions] in the "application.ini” file.

m

2.3 Function variants
14.3.1 File "application.ini"
3.16.3 Example configuration

3.16.1 Allowed maximum door opening time

The parameter defines how long a door is allowed to be open after activating the door
opener relay without sending an alarm record.

A door frame contact allows to supervise whether the allowed maximum door opening time is
exceeded. The door frame contact is connected to one of the inputs.

To do so, the desired assignments in the sections
e [IOMapping]

e [InputFunctions]

e [OutputFunctions]

must be defined for the inputs and/or the relay.

If the door is still open after expiry of the allowed maximum door opening time, the terminal
transmits an X2 alarm record to the computer. Only if the relay R1is currently selected with
static mode, the alarm record will not be generated.

It is also possible, if the maximum permitted length of time for the doors being open is
exceeded, to activate the relay. This can be done by setting the corresponding parameter in
the download record to "1".

Standard factory setting

The allowed maximum door opening time is 10.0 seconds.

-

3.16.4 Necessary download record ‘
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Relay, active time after push button operation

This parameter defines how long the relay is activated after the push button was actuated.
Pressing the push button also starts the allowed maximum door-opening time.

In cases of no terminal and no door handle are mounted inside a room, the door can be
opened using a door opener push button.

To do so, the desired assignments in the sections

e [IOMapping]

e [InputFunctions]

e [OutputFunctions]

must be defined for the inputs and/or the relay.

When the button is pushed, the relay will be activated and the room can be left.
Standard factory setting

The relay is activated for 3.0 seconds after the button has been pushed.

B

‘ 3.16.4 Necessary download record
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3.16.3 Wiring and configuration example

The following shows a possible wiring and .ini file configuration example to realize
e aterminal at the outside

e adoor frame contact and

e a push button at the inside.

The technical data (contact load capacity and others) of the inputs/outputs can be found in
the technical manuals of the terminals used.

— ___

Frame contact Door opener key

In2
In 2 GND

7]

6

In1 5
In 1GND 4
3

2

1

Rel. NO
Rel. Common

21—~

Door opener

[IOMapping]
BIO1=Int 101
BIO2 =Int 102
BOO01=Int O01

[InputFunctions]
DoorOpenerKeylnside = BIO1
FrameContact = BI02

[OutputFunctions]
DoorOpenerRelayOutside = BOO1
DoorOpenerRelaylnside = BOO1
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3.16.4 Download record Allowed max. door open time and relay

040500544 - 08/2024

The parameters described in the previous chapters are modified in the terminal with the

following download record.

GID
DID
ON/OFF

Group address
Device address

Operating mode

>

Record type

Record type modification

3
K
0

—_

Block identification

—_

Allowed maximum door opening time
000-99.9 seconds
(100x0.1 seconds = 10.0 seconds)

Reserved 0

Operation time relay
000-99.9 seconds

(030x0.1 seconds = 3.0 seconds

3 digits reserved 0

O 0O O O 0o 0w o olo o

Signaling when exceeding the maximum permitted door opening time.

0= Only alarm record X2 is transmitted
1= In addition to alarm record X2, the relay is activated.

The relay remains activated until the door is closed again.

B-Client HR40
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3.17 Time profiles

3.171

B-Client HR40

Time profiles are only available
e in the ONE-K7 terminal or
e with the function variant 9x00 K7-60.

See also the overview of the function variants in chapter [» 2.3].

Reference Manual

To effect time profile checks during an door control, the master record must refer to a time

profile. For this purpose, the profile name is entered into the master record.

A maximum of 254 time profiles can be stored in the terminal. A time profile may contain up
to seven time pairs.

Each time pair includes the parameters

e profile name

e time span (24h format)

e validity days

e identification byte.

Profile name

The profile name identifies each time profile stored in the terminal. Allowed profile names are
01hex to FEhex. The entry 00 means that no valid time profile is saved for this employee and a

check for time authorization provides a negative test result.

Standard factory setting

No time profiles are stored in the terminal.

Topic

5.51

Individual master record (Profile name)

3.17.5

Necessary download record
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3.17.2
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Time span

Please observe, that the time definitions are in 24h-format. This means, e.g. 1 pm=13:00, 2
pm=14:00 and so on.

Each time pair is valid for a certain time span, e.g. from 8:00 until 17:00. The time span finishes
with the elapse of the defined minute.

Example: the time span 8:00 until 17:00 finishes at 17:00:59.

If the time span shall end accurately defined at 17:00, the time span parameter must be set
to 16:59. (08:00 am to 4:59 pm)

The desired time span is defined by entering hours and minutes for the "start" and for the
"end" of validity. For all undefined time spans no time authorization exists.

If no time authorization exists, the error identification 9 "No time authorization (profile)" is
entered into the recording data record.

In the "offline/autonomous" operating modes the booking is rejected with the message "Keine
Zeitber." (No time authorization).

Possible values: 00:00 to 23:59.

The entry "24:00" is not permitted!

judeo

3.17.3

040500544 - 08/2024

Time spans may not overlap.

If, for example, a time span finishes at 05.00 pm, the next following one may not start at
05.00 pm but earliest at 05.01 pm.

Standard factory setting

No time spans are defined.

-

‘ 3.17.5 Necessary download record

Validity days

The parameter states the days of the week the defined time pair will be valid for. During a
booking, all time pairs are checked until time span and date will correspond to the current
time and date.

Standard factory setting
No validity days are defined.

L

‘ 3.17.5 Necessary download record
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Identification bytes

The identification bytes contain the following parameters:
e Special day identification

e Time authorization

e Buffer authorized recording data

e Buffer not authorized recording data

e PIN check

Special day identification

The special day identification assigns the time pair to a special day. If a booking is made and
the current day is detected as a special day, the time pairs are only checked on the special
day identification. In this case, the check on validity days is not made. All time pairs are
checked until time span and special day identification are in accordance with the current time
and day.

The definition of the special days and its special day identifications are made via the special
day table.

Time authorization
This parameter is only important, if the parameter "Check on time authorization” is set.

This parameter is used to assign the time authorization to the defined time span. If no time
authorization is assigned, error identification 9 "No time authorization (profile)" is entered into
the recording data record. In the "offline/autonomous" operating modes the booking is
rejected with the message "Keine Zeitber." (No time authorization).

Buffer authorized recording data
The parameter defines, if authorized recording data is buffered.

This parameter is mainly important if the parameter "Buffer authorized recording data” in the
"Function key functions" parameter group is set to the value "Depending on entry in time
profile", and the terminal is in the "offline/autonomous" operating mode. If buffer backup is
set, the parameter is also valid for the "online" operating mode.

Buffer unauthorized recording data
The parameter defines, if unauthorized recording data is buffered.

This parameter is mainly important when the parameter "Buffer not authorized recording
data" in the parameter group "Function key functions” is set to "Depending on entry in time
profile" and the terminal is in the "offline/autonomous" operating mode. If buffer backup is
set, the parameter is also valid for the "online" operating mode.

PIN check

This parameter is only important if a keyboard input is set. Additionally, the data type code
must be set.

The parameter defines, whether the entered keyboard data is compared with the PIN stored
in the master record.

If the entered keyboard data is compared with the PIN and the data differs, the error
identification : "PIN wrong or missing" is entered into the recording data record. In the "offline/
autonomous" operating modes the booking is rejected with the message "Code falsch" (Code
false).
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Standard factory setting

e No special day identification is defined

¢ No time authorization is defined

e Authorized recording data is not buffered

e Not authorized recording data is not buffered
e No PIN check is defined.

- Topic

3.18 Special day table

3.10.3 Check on time authorization
3.10.15 Keyboard input

3.10.17 Data type "Code"

3.17.5 Necessary download record
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The parameters described in the previous chapters are modified in the terminal with the
following download record.

1. time pair

GID Group address
DID Device address
ON/OFF | Operating mode
> Record type
3 Record type modification
P Block identification P01 to PFE
n See following description
n
n Profile name O1hex to FEhex
n 00 = no time profile
h Hour "Begin”
h
m Minute "Begin”
m
h Hour "End"
h
m Minute "End"
m
n Validity days
n see following description
n Identification bytes
n see following description
Up to 6 more time pairs

Block identification

During download/upload, the time profiles are distinguished by means of their block
identifications. If the time profiles stored in the terminal are used, they are distinguished by
means of their profile name.

Profile name

For a better overview it is useful, to have the second and the third byte of the block
identification identical to the profile name.
Example: the block identification PO1 refers to profile name 01, a.s.o.

108 B-Client HR40
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Validity days, 1. byte
8 4 |2' 1 Hex value

13]2]1]0]Bit

Wednesday
0 = Invalid
1 = Valid
Tuesday
0 = Invalid
| 1 =Valid
Monday
0 = Invalid
1 = Valid
Reserved 0

2. byte

8 4 2|1 Hexvalue
|

3 2 1/ 0]Bit

Sunday
0 = Invalid
1 = Valid
Saturday
0 = Invalid
1 = Valid
Friday
0 = Invalid
1 = Valid
Thursday
0 = Invalid
1 = Valid

L

‘ 3.5.1 Hexadecimal coding

040500544 - 08/2024

Communication

B-Client HR40

109



Communication Reference Manual

Identification bytes, 1. byte

These bits are checked for conformity against the special day identification bits defined in the
special day table.

:_814I2J1-}_Hexva[ue
?thlo'\ait

Special day identification

Reserved 0

2. byte

'8/4 2 1] Hexvalue

'3/2 1 o0/Bit
PIN check
0 =No
1=Yes
Buffer unauthorized data
0 =No
1=Yes
Buffer authorized data
0=No
1=Yes
Check for time authorization
0 = No
1=Yes

B

3.5.1 Hexadecimal coding

3.18.2 Special day identification
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3.18.1

3.18.2
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Special day table

The special days are only available

e in the ONE-K7 terminal or

e with the function variant 9x00 K7-60.

The special days are important if the master record refers to a time profile.

If a booking is made according to a time profile, the terminal will check whether the current

day is defined as a special day. If so, the terminal will check whether a time pair is existing for

this special day.

This check will compare

e The special day identification of the special day and

¢ The special day identification in the identification bytes of the time pairs.

If the special day identification of any time pair is identical, this time pair is used.

A maximum of 32 special days may be defined in the special day table.

B

3.17 Time profiles

2.3 Function variants

Date indication
The terminal interprets a day with the date defined here as a special day.

Standard factory setting

No special day is entered in the special day table.

-

‘ 3.18.3 Necessary download record

Special day identification

The special day identification is important in the identification bytes of the time profiles to
assign the time pair.

The special day identification identifies a valid time pair for a special day.
Standard factory setting

No special day identification is stored.

S

3.17.5 Time pairs

3.18.3 Necessary download record

B-Client HR40
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3.18.3 Download record Special day table

The parameters described in previous chapters are modified in the terminal with the following
download record. The 32 possible special days are transmitted to the terminal in four
download records which have the block identification L01 to LO4.

GID Group address
DID Device address

ON/OFF | Operating mode

> Record type
3 Record type modification
L Block identification LO1 to LO4
0
n
M Date: Month 1. Special day
M
D Date: Day
D
n Special day identification
see following description
0 Reserved 0

Up to 7 more special days

Special day identification

When comparing the special day identification in the time profile and the special day
identification in the special day table, only one bit must match to get a positive check result.

8 4 2 1‘Hexvalue ‘

3 2(1(0 ‘ Bit ‘
Special day 1
1 = valid
0 = invalid
Special day 2
1 = valid
0 = invalid
Special day 3
1 = valid
0 = invalid
Reserved 0
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Texts

3.19.1 Function key texts
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When the terminal is ready for bookings, the function key text is displayed in the upper line of
the booking window. The text will also be displayed at the icon. Any function key text can be

defined.

Standard factory setting

Function key Bl (comp.) BI (multi) Function key text
FO (base state) MO0 mO00 Access
F1 MO1 mO1 In
F2 M02 m02 Out
F3 MO03 mO03 Official absence
F4 MO4 mO4 Interrogation
F5 MO05 m05 Special function
F31 M31 m31 In with reason
F32 M32 m32 Out with reason
F33 M33 m33 End official absence
F34 M34 m34 Begin intermission
F35 M35 m35 End intermission
F36 M36 m36 Special function
F37 M37 m37 Special function
F38 M38 m38 Special function
F39 M39 m39 Special function
F40 M40 m&40 Special function
Topic

3.19.7

Necessary download record

B-Client HR40 113



Communication

114

3.19.2 Dialog texts

B-Client HR40

Reference Manual

When the terminal is ready for bookings, the dialog text is displayed in the lower line of the
display/screen. Any dialog text may be defined.

Standard factory setting

Dialog text no. Bl (comp.) Bl (multi) Dialog text

0 D00 doo Present the badge
1 D01 do1 Enter code

2 D02 do2 Enter second badge
3 D03 do3 Enter identification
4 D04 do4 Enter personnel no.
5 D05 dos Enter reason

6 D06 doé Enter post

7 D07 do7 Enter cost center

8 D08 dos Enter project

9 D09 do9 Enter internal order
10 D10 d10 Enter object type
1 D11 di1 Enter object id

12 D12 di2 Dialog text 12

13 D13 di13 Dialog text t 13

14 D14 di4 Dialog text 14

15 D15 di5 Dialog text 15
- Topic

3.19.7 Necessary download record
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General texts are displayed after any errors occurred. If the terminal is in the offline or
autonomous operating mode, the general text "Danke” (Thank you) is displayed after an
authorized booking. The general text "Danke” (Thank you) is also displayed in the online

operating mode if the computer has transmitted an R1-, R4 -Ré6 record as a logical booking

response to the terminal.

The general text is an information for the booking employee and consists of max. 20

characters. Any general text can be defined. As some of the texts are assigned to possible

errors, we recommend to change the texts only for translation into other languages to
maintain their sense.

Standard factory setting

Bl (comp.) Bl (multi) General text

TO1 t01 Key not allowed
T02 t02 Terminal blocked
T03 t03 Input time-out

TO4 t04 Input error

TO5 t05 Please wait

T06 t06 Parameter error
TO7 t07 No data transmission
T08 t08 Thank you

T09 t09 Customer no. error
T10 t10 Status error

T 11 No master record
T12 t12 Master rec. blocked
T13 113 No correction auth.
T4 t14 No off. abs. auth.
T15 t15 In/Out error

T16 t16 No time auth.

T17 t17 Code no. false

T18 t18 Version no. false
T19 t19 Not authorized

T20 t20 Repeat input

T21 t21 Read error

T22 t22 Secured error

B-Client HR40
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Bl (comp.) Bl (multi) General text

T23 t23 Double access block
T24 t24 Time exceeded
T25 t25 Terminal occupied
T26 126 End of dialog

T27 t27 Dialog impossible
T28 t28 Dialog request
- Topic

5.3 R1record

5.3.1 R4-Ré record

3.19.7 Necessary download record
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The mailbox text is an information for the booking employee and consists of max. 20
characters. Any mailbox text may be defined.

To display a mailbox text after an authorized booking, the number of the desired mailbox text
must be entered in the logical booking response (R4/R5/Ré record) and/or in the master

record.

Standard factory setting

Mailbox text no. | Bl (comp.) Bl (multi) Mailbox text

1 BO1 b01 Mailbox text 1
2 BO2 b02 Mailbox text 2
3 BO3 b03 Mailbox text 3
4 BO4 b04 Mailbox text 4
5 BO5 b05 Mailbox text 5
6 BO6 bo6 Mailbox text 6
7 BO7 b07 Mailbox text 7
8 BO8 b08 Mailbox text 8
9 BO9 b09 Mailbox text 9
10 B10 b10 Mailbox text 10
1 B11 b11 Mailbox text 11
12 B12 b12 Mailbox text 12
13 B13 b13 Mailbox text 13
14 B14 b14 Mailbox text 14
15 B15 b15 Mailbox text 15
- Topic

5.3.1 R4-Ré6 record

5.5.1 Individual master record

3.19.7 Necessary download record

B-Client HR40 17



Communication Reference Manual

3.19.5 Display info texts

The display info text is an information for the booking employee and consists of max. 20
characters. Any display info text may be defined.

To display a display info text after an authorized booking, this must be entered in the logical
booking response (R4 —Ré6 record) and/or in the master record.

Standard factory setting

Display info text no. Bl (comp.) BI (multi) Display info text

1 101 i01 Regular hours

2 102 i02 Holidays

3 103 i03 Overtime

4 104 i04 Extra work

5 105 i05 Display info text 5
6 106 i06 Display info text 6
7 107 i07 Display info text 7
8 108 i08 Display info text 8
9 109 i09 Display info text 9
10 110 i10 Display info text 10
- Topic

5.3 R1record

5.3.1 R4-Ré record

3.19.7 Necessary download record
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3.19.6 List texts

Communication

Keyboard inputs during a booking can be realized with lists. In this case, a list is displayed and
the booking employee can choose from any text.

A list text is a defined proposal for the booking employee and consists of 20 characters. Any
list text may be defined.

Standard factory setting

040500544 - 08/2024

List text no. Bl (comp.) Bl (multi) List text

0 NOO n00 List text O
1 NO1 n10 List text 1

2 NO2 n02 List text 2
97 N97 n97 List text 97
98 N98 n98 List text 98
99 N99 n99 List text 99
o

3.1 Lists

3.19.7 Necessary download record

B-Client HR40
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3.19.7 Download record Compatible and multilingual texts
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The compatible and multilingual texts described in the previous chapters are modified in the
terminal with the following download records.

The block identification will distinguish the different text types.

pude

B-Client HR40

Texts with compatible block identification will be used only if no entry was made in the .ini file
"interface.ini" in the [Languages] section.

In the following download record, "Danke" (Thank you) would be stored as the general text
T08 in the terminal.

GID Group address
DID Device address
ON/OFF Operating mode

> Record type
3 Record type modification
T Block identification MO0 to M05, M31 to M40
0 D00 to D15, TO1to T28, BO1 to B15,
8 101 to 110, NOO to N99
D Text, 20 characters max.
a
n
k
e

Topic

14.3.4

interface.ini file
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In the terminal a multilingual function can be used. When using this function, the language for
any texts will change in accordance with the flag choose on the touch screen of the terminal.
The corresponding texts are stored in the terminal with the following download record.

This download records contain an additional language identification and use small letters in
the first digit of the block identification.

In the following download record, "Thank you!" would be stored as the general text t08 in the
terminal. The language identification for English "Great Britain” is used.

GID Group address
DID Device address
ON/OFF Operating mode

> Record type

3 Record type modification

t Block identification m00 to m05, m31 to m40,
0 d00 to d15, t01 to t28, b01 to b15,

8 i01to i10, n00 to n99

e Language identification:

n Digit 1 and 2 represent the language.

G Country identification:

B Digit 3 and 4 represent the country.

Digit 5 and 6 are currently irrelevant
and filled up with blanks (20hex).

Text, 20 characters max

>

(e}

If no country identification is needed, digit 3 and 4 can also be filled with blanks.

B

‘ 13.8 Language identifications
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Download record Settings in the .ini files
The following download record offers the possibility to change the settings in the terminal’s
ini-files. The formatting stated below must be adhered.

For better understanding, some example parameters and values are given.

NOTICE

Data loss in .ini files

The "text.ini" files and the customer-specific files for "Additional input steps” (for example,
"addInputSteps_fk_04.ini") contain characters in Unicode Big Endian format. The z00 record
uses ASCII characters. Therefore, the mentioned files cannot be set or edited by use of the
z00 record.

Edit the mentioned files with the PEC or a suitable editor.

GID Group address
DID Device address
ON/OFF | Operating mode

> Record type
3 Record type modification
z Block identification
0
0
/ Path and file name (relative or absolutely)
d a) Relative (to the current directory)
a First character unlike /
t Example:
a files/init/interface.ini Current directory: data/data/
/ com.kaba.apps.hr
/ b) Absolutely:
q First character /
e Example:
b /data/data/com.kaba.apps.ba/files/init/debug.ini
u
9
i
n
i
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[ Name of the section in square brackets (mandatory).
F Example: [File]

i

l

e

]

N Name of the parameter.

a Example: Name

m

e

Mandatory: equal sign

d Parameter value

e deb_log1

b Using this example creates a debug file named deb_log1in the
defined directory.

[

o

9
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Communication via HTTP/HTTPS/
XML

HTTP/HTTPS/XML communication

This is intended for the online communication between terminal and server. The occurring
data records are marked up as XML files and sent to the server and/or terminal via HTTP/
HTTPS.

Unlike the other communication paths (e.g. UDP) the terminal is the active side in the HTTP/
HTTPS/XML communication and initializes the communication. That means that data records
or requests cannot be sent simply from the server to the terminal. In fact, they must be sent
from the terminal in a booking response to a request.

Requests to the server are sent using the HTTP methods "GET" or "POST". The method to be
used can be defined by the HTTP_REQUESTMETHODE _FOR_BOOKING parameter in the
[Common] section of the "b client_xml.ini" file.

The communication examples in this manual use the "GET" method.

Basic authentication

The basic authentication regarding RFC 2617 is realized via the declaration of username and
password. Username and password are transmitted Baseé4 coded in the header of the
request or post. When using SSL/TSL encryption with HTTPS the secured connection will be
established prior to the transmission of any password. This way it is assured that the
passwort cannot be monitored when using base authentication.

For this purpose, 2 new XML system variables are defined and stored in the b Client _xmLl.ini
file. These are:

AUTHENTICATIONNAME=User name
AUTHENTICATIONPASSWORD=Password.

If one or both of these variables are not defined, the authorization will not be set. This is also
the default status of the XML communication.

he coding of password and user name take place according to ISO 8859-1 character set.
More character sets are not supported.

If no authorization is available the server responds with code "401: Unauthorized".
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Setting of the HTTP/HTTPS/XML communication

This is done by means of the service interface of the terminal, local parameter setting or
configuration of the "communication.ini” file in the
path /data/data/com.kaba.apps.ba/files/init.

More detailed information about the service interface is to be found in the manual of the used
device in the "Service interface" chapter.

Before an HTTP/HTTPS/XML communication to the server can be established the following
files must exist on the server:

e the translation file (default name: xmltrans.xml, see chapter [» 4.8] XML translation file.

e the configuration file (default name: xmlconfig.xml, see chapter [P 4.9] XML configuration
file.

judo
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The file names in this documentation always refer to the default settings. File names can
deviate in real installations.

In the examples, URLs are used in the HTTP format. In case of encrypted data traffic, this must
be HTTPS.

The HTTP/HTTPS/XML communication can also be established via a proxy server. In this case,
the corresponding parameters for the proxy server (port and IP address) must be defined.
This can be done in one of the following ways:

e in the Service Interface of the terminals or by
e local parameter setting or

e in the "communication.ini" file in the path /data/data/com.kaba.apps.ba/files/init.
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41 HTTP/HTTPS/XML: Abbreviations used in the text

HTTP/HTTPS Hypertext transfer protocols (unsecured/secured).

XML Markup language for encoding data in a textual format.

RRT Asymmetric encryption system used for data encryption and digital
signatures.

TLS Network protocol for secured data transmission.

Currently the versions TLS 1.2 and TLS 1.3 are supported.

RFC Numbered series of documents concerning internet related technical and
organizational topics.

PKI System that issues, distributes and verifies certificates.

DRT US standard about digital signatures.

DH Diffie-Hellman key exchange algorithm.

CRL List of invalid certificates.

SHA-1 Standardized, cryptologic hash functions.

SHA-2 Standardized, cryptologic hash functions, successor to SHA-1. SHA-2

comprises the four cryptologic hash functions SHA-224, SHA-256,
SHA-384 and SHA-512.

4.2 Data encryption via HTTPS

4.3 HTTPS: General

The internet protocol HTTPS was designed to provide secure data exchange via the internet. It
serves for the encryption of the communication between web servers and clients. Compared
to the unsecured protocol HTTP, HTTPS uses SSL (Secure Socket Layer) or its successor TLS
(Transport Layer Security) as transport layer protocols.

The data encryption between dormakaba terminals and the web servers take place in two
steps:

e Exchange of certificates to authorize the communication partners
e Exchange of session keys to encrypt the user data.

In the following chapters you will find information about requirements and limitations on the
certificate exchange. The encryption of the user data is done in the background. For maximum
security we recommend the use of 128-bit encryption algorithms if the system performance
allows this. During the operation, a combination of secured and unsecured data traffic is
possible at the same time.

judeo

126 B-Client HR40

Before establishing the secured data traffic it is recommended to check all the connections
without encryption first.
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4.4 HTTPS: Properties of the terminal

In the dormakaba terminal the following requirements must be met for the encryption of the
data traffic:

The XML communication must be activated in the terminal (ETH/XML interface).

A subdirectory /SSL must exist in the terminals /data/data/com.kaba.apps.hr/files direc-
tory. If necessary, this directory must be generated:
/data/data/com.kaba.apps.hr/files/SSL.

The certificate authority root certificate must be stored in

the /data/data/com.kaba.apps.hr/files/SSL directory.

The file name root.pem or root.crt for the certificate is mandatory. The certificate root.crt
is searched first, after that the certificate root.pem.

judeo

4.5
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The various Android versions have different API levels and hence different implementations of
SSL/TLS protocol versions. Further information can be found in the documentations about the
various Android versions, API levels and protocol implementations of the manufacturer
(Google Inc).

Server authentication

Please observe the following limitations when creating and using certificates. These
limitations are summarized in two groups and are shown in the following tables.

Limitations regarding the TLS implementation

dormakaba terminals can only work as TLS clients.

Limitations regarding the PKI certificates

dormakaba terminals support only X.509v3 certificates.

dormakaba terminals support only RSA and RSA_EXPORT key exchange methods
and consequentially all certificates must be signed with and contain only RSA keys.
DSA keys and DH key exchange methods are not supported.

dormakaba terminals support RSA keys of 512, 1024, 2048 and 4096 bits.

dormakaba terminals ignore "Unique Identifiers" as defined in RFC 2459 but will
accept certificates holding these properties.

dormakaba terminals support only "BasicConstraint” extensions as defined in RFC
2459.

dormakaba terminals will ignore the following extensions but will accept
certificates holding these extensions:

a. Authority key identifier

b. Subject key identifier

c. Private key usage period

d. Subject directory attributes

e. Policy mappings

f. Key usage extension (if not marked as critical)

g. Certificate policies (if not marked as critical)

h. Subject alternative name (if not marked as critical)
i. Issues alternative name (if not marked as critical)

j. Extended key usage (if not marked as critical)

CRL functionality will not be supported.
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4.6 Client authentication
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The client authentication is a component of the HTTPS communication. The client
authentication is the process by which the terminal (client) has to confirm its communication
authorization to the server. This is done via a certificate with a private key which is stored on
the terminal. During the initial SSL handshake, the public part of the certificate is transferred
to the server for testing. The server validates the certificate by checking whether the
transferred certificate "matches” a trusted root or CA certificate which was been configured
in the keystore of the server.

The configuration of the server is server-specific for this function. For more details, please
refer to the respective server documentation.

Saving a corresponding certificate named client.p12 in PKCS#12 format to the specified
directory is sufficient for the configuration of the terminal.

The terminal certificate is "personalized" when the IP address of the terminal is created.

/data/data/com.kaba.apps.hr/files/SSL/

Name GroBe Geédndert Rechte Besitzer
1405.201923:18:20  mwarwxrwx  root

3,\ client.p12 6KB 14.05201917:09:09  rw-rw-rw- root

Hlroot.crt 3KB 15.03.2018 10:04:34  rw-rw-rw- root

b

The certificate organization on the terminal is as follows:
Path: /data/data/com.kaba.apps.hr/files/SSL

Name of certificate: client.p12

File format of certificate: PKCS#12

The password for the certificate is saved to the b-client_xml.ini file in the
parameter CLIENT_CERT_PASSWORD-=.
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4.7 Specification of system variables

The terminal provides a set of pre-defined system variables with fixed functions for the HTTP/
XML communication. The system variables are stored in the section Common of
the b-client_xml.ini file, to have the settings available if the system must be restarted.

All system variables can be changed at runtime via XML pages except the variables
SERIALNUMBER and MACADDRESS which are read-only.

judeo
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When using the system variables, please observe the notation!

When using encrypted communication, only syntax 1is permitted!

The system variables can also be used in URL requests to transmit information to the server.
In these cases, the fact that a variable and not a text is concerned must be made clear by
the introductory character "$" and the name of the variable in brackets.

Example:

"$(GID)" is replaced by the value of the GID system variable.

The following list contains all system variables and their meaning.

System variables in the section "Common" of the b-client_xml.ini file

System variable

Possible values

Description

GID 00-29 The GID is used for the identification of a terminal
Default: 0 group. It must be set with initial start-up of the
terminal.
DID 00-59 The GID is used for the identification of an
Default: 0 individual terminal within a terminal group. It must
be set with initial start-up of the terminal.
PROXY IP Address:Port IP address of the proxy server, followed by a
number colon and specification of the port number for
Default: empty communication with the terminal.
ONLINEIP IP Address:Port The parameter configures the online server. It

number/Directory

must be set with initial start-up of the terminal.
The definition of the directory and the port is
optional. If no definitions are made for the
directory, the requested files are searched for in
the root directory of the server.
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System variables in the section "Common" of the b-client_xml.ini file

System variable

Possible values

Description

TERMTYP Character string The specification in TERMTYP defines the terminal
type and is necessary for program start.
SERIALNUMBER Character string Serial number of the terminal. This value is read-
only.
MACADDRESS Character string in | MAC address of the terminal. This value is read-
the format: only.
XX=XX=XX=XX~XX-XX
Example:
0C-FF-34-5A-23-1B
SYSTIME YYYYMMDDHHMMS | The time on the terminal is set by means of the
S SYSTIME variables. This corresponds to sending
of a Ul record.
INITIAL_XMLTRAN | Syntax 1: Name of the XML translation page which is

SLATION

http://IPADDRESS/
xxx or https://
IPADDRESS/xxx

Syntax 2:

File name default:
xmltrans.xml. The
rest of the call will
be added
automatically.

requested by the server during the program
start.

Syntax 1:

Defines a complete URL in the format HTTP or
HTTPS. System variables may be used with this
call as needed. The ampersand character (&)
must be entered as a <&amp;> string.

Syntax 2:

The call has the following fixed structure: http://
$CONLINEIP)/$(NITIAL_XMLTRANSLATION)?GID=$%
(GID)&DID=$(DID)&TERMTYP=$
(TERMTYP)&SERIALNUMBER=$
(SERIALNUMBER)&MACADDRESS=$
(MACADDRESS).

INITIAL_XMLCONF
IG

Syntax 1:

http://IPADDRESS/
xxx or https://
IPADDRESS/xxx

Syntax 2:

File name default:
xmlconfig.xml. The
rest of the call will
be added
automatically.

Name of the XML configuration page which is
requested by the server during the program
start.

Syntax 1:

Defines a complete URL in the format HTTP or
HTTPS. System variables may be used with this
call as needed. The ampersand character (&)
must be entered as a <&amp;> string.

Syntax 2:

The call has the following fixed structure: http://
$CONLINEIP)/$UNITIAL_XMLCONFIG)?GID=$
(GID)&DID=$(DID)&TERMTYP=$
(TERMTYP)&SERIALNUMBER=$
(SERIALNUMBER)&MACADDRESS=$
(MACADDRESS).
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System variables in the section "Common" of the b-client_xml.ini file

System variable

Possible values

Description

CHECKONLINETIM
E

Numerical data
Default: 60

Time in seconds within which the terminal checks
the availability of the server in operating mode
"Online”.

CHECKOFFLINETI

Numerical data

Time in seconds within which the terminal checks

File name default:
unknown.htm. The
rest of the call
will be added
automatically.

ME Default: 10 the availability of the server in operating mode
"Offline".
CHECKONLINEPA | Syntax 1: Defines the page which is requested periodically
GE by means of CHECKONLINETIME in terminal
http:// operating mode "Online"
IPADDRESS/xxx or ’
https:// Syntax 1:
IPADDRESS/xxx Defines a complete URL in the format HTTP or
Syntax 2: HTTPS. System variables may be used with this

call as needed. The ampersand character (&)
must be entered as a <&amp;> string.

Syntax 2:

The terminal software prefixes the file name with
the call http://$(ONLINEIP)/.

CHECKOFFLINEPA
GE

Syntax 1:

http://
IPADDRESS/xxx or
https://
IPADDRESS/xxx

Syntax 2:

File name default:
unknown.htm. The
rest of the call
will be added
automatically.

Defines the page which is requested periodically
by means of CHECKOFFLINETIME in terminal
operating mode "Offline".

Syntax 1 and syntax 2 as for "CHECKONLINEPAGE".

ERRORPAGE

Syntax 1:

http://
IPADDRESS/xxx or
https://
IPADDRESS/xxx

Syntax 2:

File name default:
error.xml. The rest
of the call will be
added
automatically.

Name of the XML error page which is requested by
the terminal when an error occurs.

Syntax 1:

Defines a complete URL in the format HTTP or
HTTPS. System variables may be used with this
call as needed. The ampersand character (&)
must be entered as a <&amp;> string. http://$
(ONLINEIP)/error.xml?GID=$(GID)&amp;DID=$
(DID)&amp; TERMTYP=$
(TERMTYP)&amp;SERIALNUMBER=$
(SERIALNUMBER)&amp; MACADDRESS=$
(MACADDRESS). The following data will be addend
to the end of the call: &DATA=$
(BPA,1)&ERROR=<Text>

Syntax 2:

The call has the following fixed structure: http://$
(ONLINEIP)/$(ERRORPAGE)?GID=$(GID)&DID=$
(DID)&TERMTYP=$(TERMTYP)&SERIALNUMBER=$
(SERIALNUMBER)&MACADDRESS=$
(MACADDRESS)&DATA=$(BPA,1)&ERROR=<Text>

B-Client HR40
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System variables in the section "Common" of the b-client_xml.ini file

System variable

Possible values

Description

HTTP_REQUESTME
THODE_FOR_BOO
KING

GET (Default)
POST

Defines the HTTP request (GET or POST) that is
used to transmit the data records from the
terminal. See also chapter chapter.

CONNECTIONTIM

Numerical data

Defines the time in the "Longpolling" operation

EOUT Default: 0 mode, a request remains active. After elapse of
this time the terminal aborts the longpolling page
request.

The value "0" means, the waiting time is unlimited.

LONGPOLLINGPA | Syntax 1: Defines the page which is requested periodically

GE in the "Longpolling" operation mode. More

http:// . . . .

information about this operation mode can be
IPADDRESS/xxx or found in chapter chapter
https:// P prer.
IPADDRESS/xxx Syntax 1 and syntax 2 as for "CHECKONLINEPAGE".
Syntax 2:

File name default:
long_polling.xml.
The rest of the
call will be added
automatically.

AUTHENTICATION
NAME

Characters
according to ISO
8859-1

Username for Basic Authentication

AUTHENTICATION
PASSWORD

Characters
according to ISO
8859-1

Password for Basic Authentication

CLIENT_CERT_PA
SSWORD

Characters
according to ISO
8859-1

Password for Client Authentication
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XML translation file

The translation file (default name: xmltrans.xml) serves as translation table for the occurring
data records. This table must contain a definition for each RT/RTM to be edited. The
translation table must be available on the server with establishment of the communication
with the terminal. If the translation file does not exist at this point, the terminal continues to
establish the communication every 60 seconds.

The terminal requests the translation table via the system variable
"INITIAL_XMLTRANSLATION" while starting the terminal application. The translation table can
be edited within the operating time and downloaded to the terminal as an attachment of any
response. It must be assured to download only complete translation tables, not only the
changes made.

Editing the translation table may be necessary in the following cases:
e changes in the structure of the booking record
e changes in the assignment of the function keys.

A new translation table downloaded with a response replaces the existing translation table.

The translation table must be introduced with the
tag <trans> and terminated with the tag </trans>. The actual translation regulations are in a
CDATA area.

The CDATA area is within the character string <!|[CDATA[ Content ]]> .

The reaction on data records based on the RT/RTM is defined in the content of the translation
table. For this, the translation definitions are specified by XML tags which consist of
the RT/RTM of a data record and the URL statement, see example definition.

A copyable text version of this example is given on he following page.

<?xml version ="1.0"?
<trans>
<! [CDATA[

<Bl1>
<URL=http://$ (ONLINEIP) /in.xml?GID=35 (GID) &DID=3 (DID) &MODE=5 (BPA, 3. 1)
&SASAM=3 (BPA, 4, 2) &TIMESTAMP=$ (BPA, 7,10) &ID=$5 (BPA, 18,13) />

</Bl>

<B2>
<URL=http://S (ONLINEIP) /out.xml?GID=5 (GID) &§DID=35 (DID) &MODE=5 (BPA, 3, 1)
&SASAM=5 (BPA, 4, 2) §TIMESTAMP=5 (BPA, 7,10) 8ID=5 (BPA, 18,13) />

</B2>

<B3>
<URL=http://$ (ONLINEIP) /officialabsence.xml?GID=3$ (GID) &DID=3 (DID) &MODE=3 (BPA, 3, 1)
&%SASAM=35 (BPA, 4, 2) &TIMESTAMP=$ (BPA, 7, 10) &ID=5 (BPA, 18,13) />

</B3>

<BO>
<URL=http://$ (ONLINEIP) / inquiry.xml?GID=3 (GID) &DID=$ (DID) &MODE=5 (BPA, 3, 1)
&SASAM=5 (BPA, 4, 2) §TIMESTAMP=5 (BPA, 7,10) 8ID=5 (BPA, 18,13) />

</B0>

<F0>
<URL=http://S (ONLINEIP) /special .xml?GID=5 (GID) &DID=5 (DID) &MODE=3 (BFA, 3, 1
&%SASAM=5 (BPA, 4, 2) &TIMESTAMP=5 (BPA, 7, 10) &ID=5 (BPA, 18,13) />

</FO>

11>

</trans>
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Copyable text version of the previous example.

Depending on the used text editor, occuring tabs or space characters or line feeds must be
deleted before using this example.

<?xml version ="1.0"?
<trans>

<I[CDATA[

<B1>

<URL=http://$(ONLINEIP)/in.xml?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA 4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</B1>
<B2>

<URL=http://$ (ONLINEIP)/out.xml?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA,4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</B2>
<B3>

<URL=http://$ (ONLINEIP)/officialabsence.xm!?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA 4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</B3>
<B0O>

<URL=http://$ (ONLINEIP)/inquiry.xm!?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA, 4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</B0>
<FO>

<URL=http://$ (ONLINEIP)/special. xml?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA,4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</FO>
11>

</trans>
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Suppress data records

Data records can be suppressed, depending on their RT/RTM. To do so, the RT/RTM to be
suppressed must be defined with an empty URL, see the examples below. If an RT/RTM with
an empty URL occurs, no HTTP request will be send to the server. The generated data record
will be deleted.

Example:
Suppressed RT/RTM with empty URL.

A copyable text version of this example is given on he following page.

<?xml version ="1.0"?
<trans>
<! [CDATA[

<Bl1>
<URL=http://5 (ONLINEIP) /in.xml?GID=% (GID) &DID=5 (DID) &MODE=$ (BFA, 3, 1)
&SASAM=5 (BFA, 4, 2) §TIMESTAMP=5 (BPA, 7, 10) &ID=5 (BPA, 18,13) />

</Bl>

<B2>
<URL=http://$ (ONLINEIP) /out.xml?GID=$ (GID) &DID=$ (DID) &MODE=$ (BPA, 3, 1)
&SASAM=3 (BPA, 4,2) &TIMESTAMP=35 (BPA, 7,10) &ID=5 (BPA, 18,13) />

</B2>

Beispiele/Examples:
<RA0>
<URL=/>
</A0>

<B3>
<<URL=/>
</B3>

11>
</trans>
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Copyable text version of the previous example.

Depending on the used text editor, occuring tabs or space characters or line feeds must be
deleted before using this example.

<?xml version ="1.0"?
<trans>

<I[CDATA[

<B1>

<URL=http://$(ONLINEIP)/in.xml?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA 4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</B1>
<B2>

<URL=http://$(ONLINEIP)/out.xm(?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA,4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</B2>
Beispiele/Examples:
<AO0>

<URL=/>

</A0>

<B3>

<URL=/>

</B3>

11>

</trans>
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Defining a general operating rule

All undefined RT/RTMs can be treated according to a general operating rule. This rule is
defined by a tag with the wildcard characters " * * " and a respective URL. A single wildcard
character in connection with another single character is not permitted.

Example 1:

All undefined RT/RTMs are treated according to the definitions which take place in the defined

URL (page "unknown.xml").
Example 2:

The URL definition in example 2 is empty. This way, all undefined RT/RTMs are suppressed. If
any of these RT/RTM occurs, no HTTP request will be send to the server. The generated data
records will be deleted.

A copyable text version of this example is given on he following page.

<?xml version ="1.0"?

<trans>
<! [CDATA[
<Bl>
<URL=http://$ (ONLINEIP) /in.xml?GID=$ (GID) &DID=5 (DID) &MODE=$ (BPA, 3, 1)
&SASAM=5 (BPA, 4, 2) §TIMESTAMP=5 (BPA, 7, 10) £ID=5 (BPA, 18,13) />
</Bl>
Beispiel/Example 1:
E
<URL=http://5 (ONLINEIP) /unknown.xml?DATA=5 (BPA, 1) />
F
Beispiel/Example 2:
S
<URL=/>
<AEES
11>
</trans>
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Copyable text version of the previous example.

Depending on the used text editor, occuring tabs or space characters or line feeds must be
deleted before using this example.

<?xml version ="1.0"?
<trans>

<I[CDATA[

<B1>

<URL=http://$(ONLINEIP)/in.xml?GID=$(GID)&DID=$(DID)&MODE=$(BPA,3,1)
&SASAM=$(BPA 4,2)&TIMESTAMP=$(BPA,7,10)&ID=$(BPA,18,13)/>

</B1>

Beispiel/Example 1:

<HES
<URL=http://$(ONLINEIP)/unknown.xml?DATA=$(BPA,1)/>
</**>

Beispiel/Example 2:

<HES

<URL=/>

</**>

11>

</trans>
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The data itself is specified in a code in the URL request to the server. In addition to the system
variables (e.g. GID/ DID, ONLINEIP etc.) the keyword "BPA" is available. It specifies

e from which digit and

¢ how many digits

of the data within the data record are inserted in the URL request.

Example:

e RTRTM=$ (BPA, 7,10): the record type/record type modification is inserted at digit 7 and

comprises 10 digits.

If no number of digits is specified, all the digits are inserted, starting with the specified digit to

the end of the data record.

Example:

e ID=$(BPA, 7):all the digits of the ID number are inserted starting with digit 7 to end of the

data record.

Example definition for a function key with RT/RTM "In" (B1):

<B1>

<URL=http://$ (ONLINEIP) /in.xml?GID=$ (GID) &§DID=S$ (DID) &MODE=S (BPA, 3, 1)
§RTRTM=$ (BPA, 4,2) & TIMESTAMP=$ (BPA, 7,10) &ID=$ (BPA, 18) />

</Bl>

The B1 booking on the terminal results in the following URL request on the server (assuming

the terminal is ready for operation, that means the configuration file has already been
requested and transmitted, see chapter [P 4.9].

http://12.12.50.158:8080/in.xml?GID=5&DID=5& MODE=0&RTRTM=B1
&TIMESTAMP=0801171523&ID=0200000000001

Definition entry

Meaning

http:// Protocol definition

12.12.50.158 Server P address

8080 Server port number

in.xml Name of the XML file for the booking response to be
called

GID=5 Group address of the terminal

DID=5 Device address of the terminal

MODE=0 Operating mode of the terminal

RTRTM=B1 Record type/record type modification of the actuated

function key (B1="In")

TIMESTAMP=0801171523

Time stamp, 10 digits starting with digit 7 (BPA,7,10)

ID=0200000000001

Badge data, all digits starting with digit 18 (BPA,18)
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4.9 XML configuration file
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The configuration file (default name: xmlconfig.xml) contains configuration data of the
terminal. It must be available on the server with establishment of the communication with the
terminal. If the configuration file does not exist at this point, the terminal continues to
establish the communication every 60 seconds.

The terminal requests this file with start of the terminal application via the system variable

"INITIAL_XMLCONFIG".

The configuration file must be introduced with the tag <cfg> and terminated with

the tag </cfg>.

e The system variables can be specified straight as variables in the sysvar objects by

means of name and value.

e The parameters and data records of the terminal application are specified in the sysdef
objects by means of the variables TERMREC and value.

<23l version="1.0"7>

(cfg>

<gysvar name="GID" wvalue="00"/>

<sysvar name="DID" walue="00"/>

<gysvar name="ONLINEIP" wvalue="123.0.0.1:8080"/>
<sysvar name="CHECRONLINETIME" walue="&0"/>
<sysvar name="CHECKOFFLINETIME" walue="10"/>

<sysdef name="TERMREC"
<sysdef name="TERMREC"
<sysdef name="TERMREC"
<sysdef name="TERMREC"
<sysdef name="TERMREC"
<sysdef name="TERMREC"
<gysdef name="TERMREC"
<gysdef name="TERMREC"
<sysdef name="TERMREC"
<sysdef name="TERMREC"
<sysdef name="TERMREC"
<gysdef name="TERMREC"
fefg>

value="@@R0>3F0103100720%X8"/>
value="@@0>3F0200110021B2"/>
value="@@0>3F0300110021E3"/>
value="@@0>3F0400010021B0"/>
value="@@A0>3F0500110SZ1F0"/>
value="@@0>3M00REGI 3TRATION
value="@@E0>3M01REGI STRATION
value="@E0>3TOSPLEASE WAIT
value="@@E0>3T03THANK YOU
value="@E0>3DO00OENTER CODE
value="@@E0>3D03PRE&S GREEN KEY
value="@@ DlConfigured"/>

Hj>
r:‘{{:}
"j}
H/f>
"
"y

judeo
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If you use a system variable in a configuration file that contains an URL, the following
characters require a specific notation.

Character Notation
< &lt;

> &at;

& &amp;

" &quot;

' &apos;

Please see the following code example.
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Code example for an xmlconfig.xml file.

Please note the notation of the ampersand character inside the URL.

<?xml version="1.0" encoding="iso-8859-1"7?>

<cfg>
<sysvar name="CHECKONLINETIME" wvalue="0"/>
<sysvar name="CHECKOFFLINETIME" value="30"/>
<sysvar name="CHECKONLINEPAGE"
value="https://$ (ONLINEIP) : 8443/Hostsimulation/
PollingServlet?GID=$ (GID) &amp; DID=$ (DID) &amp;
TERMTYP=$ (TERMTYP) &amp; SERIALNUMBER=$ (SERIALNUMBER)
&amp; MACADDRESS=$ (MACADDRESS) " />
<sysdef name="TERMREC" value="@@ TO" />

<sysdef name="TERMREC" value="@@ DlTerminal Configured" />
</cfg>
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XML: Establishing the communication
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For the establishment of a communication between terminal and server the following

prerequisites must be met:

e The communication type "HTTP/XML" has been selected in the terminal
e The translation file is on the server, see chapter [» 4.8].

e The configuration file is on the server, see chapter [» 4.9].

The communication is established based on the following scheme:

Terminal Server
SOREEL oM Mia Request: INITIAL_XMLTRANSLATION - .
HTTP server IP must be cquest: - ~ :!'ranslatlon ﬁlrﬁ. Default:
defined. xmitrans.xml

Answer Transmission of the

translation file

Request: INITIAL_XMLCONFIG | Configuration file. Default:
| "xmlconfig.xml"

Parameters in the terminal | Answer Transmission of the
are set according to the ~ | configuration file

specifications in the
configuration file.

After ending the communication the terminal has received the XML translation file and the

communication parameters and is ready for operation.

Errors during the XML startup process

The XML communication will not be started if an error occurs during the start process, e.g. the
server answer to the request of the XML translation file is missing. In this case, the start

process and the server request is repeated every 60 seconds.
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Initializing the b-client_xml.ini file

During the installation process of the B-Client, among others the following files are copied to
the terminal’s file system

1. b-client_xml.ini file into the

\data\data\com.kaba.apps.hr\files\coldstart\delivery\init directory.

This file contains the factory settings. During a cold restart, this file will not be deleted or
overwritten.

2. b-client_xml.ini file into the \data\data\com.kaba.apps.hr\files\init directory.

In delivery state, this file is a copy of the file described in 1. In this copy file, customer specific
settings are carried out.

During a cold restart, this file will not be deleted or overwritten.

Reproducing the delivery status
Select "Restart terminal software into delivery state" in the tab "System"” in the terminal menu
"Settings".

This will overwrite the file

(2) b-client_xml.ini

in the directory \data\data\com.kaba.apps.hr\files\init
with the content of the file

(1) b-client_xml.ini

in the directory \data\data\com.kaba.apps.hr\files\coldstart\delivery\init.
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4.12.2
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XML: Online/Offline mode

XML: Online mode

In an established connection between terminal and server (terminal mode online), the
terminal checks the availability of the server periodically. This is done by means of an URL
request (CHECKONLINEPAGE) to the server. The time interval (in seconds), in which the
terminal transmits the URL request is defined by the system variable "CHECKONLINETIME".

With these URL requests the terminal attempts to establish a connection to the server and
requests the file which is stored in the system variable "CHECKONLINEPAGE".

Subsequently the connection is closed. The graph below illustrates this process.

If the system variable "CHECKONLINETIME" is set to 0, the terminals switches to the
"Longpolling” mode, see chapter [» 4.13].

Terminal Server

Periodically within the

seconds defined with the g . n

parameter Request "CHECKONLINEPAGE" File defined in the

"CHECKONLINETIME" ™>| "CHECKONLINEPAGE
parameter

Transmission "CHECKONLINEPAGE" Transmission of the
< file defined in the

"CHECKONLINEPAGE"
parameter

XML: Offline mode

If there is no connection between the terminal and the server any longer, the terminal
switches temporarily to offline mode. This happens automatically after elapse of the time
"CHECKONLINETIME" or if there is no booking response from the server.

The terminal now records all booking data in offline mode and attempts at regular intervals
to establish a connection with the server. This is done by means of a URL request
(CHECKOFFLINEPAGE) to the server to the port which is defined in the parameter "ONLINEIP".
The terminal transmits data using the "GET" method and requests the file which is stored in
the system variable "CHECKOFFLINEPAGE". Subsequently the connection is closed. The time
interval (in seconds) in which the terminal transmits the URL requests is defined by means of
the system variable "CHECKOFFLINETIME".

When the server is available again, the terminal gets a response to the "CHECKOFFLINEPAGE"
request and switches to online mode.

Subsequently the connection is closed. The graph below illustrates this process.

Terminal Server
Periodically within File which is defined in
the seconds Request: "CHECKOFFLINEPAGE" the
defined with the [ " "
" " CHECKOFFLINEPAGE
CHECKOFFLINEPAGE parameter”
parameter"
Transmission of the file
Transmission "CHECKOFFLINEPAGE" which is defined in the
< ] | "CHECKOFFLINEPAGE"
parameter"
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4.13 XML: Longpolling mode

4.13.1 Activation of Longpolling

4.13.2

040500544 - 08/2024

For the activation of Longpolling at the B-Client (terminal), the CHECKONLINETIME variable is
used. The variable is entered in the b-client_xml.ini file.

CHECKONLINETIME=0 Activation of Longpolling

The file defined by the LONGPOLLINGPAGE parameter is
requested via GET.

CHECKONLINETIME=>0 Normal polling

The file defined by the CHECKONLINEPAGE parameter is

requested via GET.

Definition of the "LONGPOLLINGPAGE" variable

In the terminal, the LONGPOLLINGPAGE variable is implemented. The variable is entered in the
b-client_xmlL.ini file. By default the LONGPOLLINGPAGE variable has the value
"long_polling.xml". The value can be changed. You have to make sure that the host carries out
the longpolling treatment for the page defined by this variable. Depending on the
implementation on the host, this can be, for example, an ASP or even a servlet.

The variable specifies the name of the XML file requested during Longpolling by the terminal
from the host via HTTP(S)/GET. All XML elements supported by the terminal can be entered in
this file by the host.

The host may reply to a GET only it has new data. Since the terminal requests the next GET
directly after a data transfer, this would generate unnecessary network load due to "empty
data".

Terminal Server

Cyclic request. The

"CHECKONLINETIME" - . . . )

parameter is set to "0". Reguest: "LONGPOLLINGPAGE File defined with the

> "LONGPOLLINGPAGE"
parameter.
Transmission: "LONGPOLLINGPAGE" Transmission of the file

Data processing < defined with the
"LONGPOLLINGPAGE"
parameter.

Request: "LONGPOLLINGPAGE"
Next request >
. Transmission. "LONGPOLLINGPAGE" Transmission of the file
Data processing < defined with the

"LONGPOLLINGPAGE"
parameter.

More requests
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4.14 Booking Request

By use of the system variable HTTP_REQUESTMETHODE_FOR_BOOKING it is possible to define
the HTTP request (GET or POST) that is used to transmit data records from the terminal. This
is valid for all data records, not only for booking data records.

The system variable HTTP_REQUESTMETHODE_FOR_BOOKING can be used in the .ini file and in
the configuration file. The system variable is stored in the b-client_xmlL.ini file in the
[Common] section. Permitted values are:

e GET
e POST
The default value is GET.

judeo
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To transmit data for a certain RT/RTM via the POST method it is necessary to have a relating
entry for this RT/RTM in the translation table that contains the keyword "DATA".

Further information about data coding can be found in chapter [» 4.15] . For the data format,
there is no difference if they are sent in the URL of the GET or in the data segment of the POST
request.

Example 1: Definition for A0 recording record

<A0>

<URL=http://$ (ONLINEIP) /Hostsimulation/BookingsServlet?
GID=% (GID) &DID=% (DID) &MODE=% (BPA, 3, 1) §RTRTM=% (BPA, 4, 2)
&TIMESTAMP=S (BPA, 7, 10) & DATA=S (BPA, 18) />

</RA0>

Data in the POST in this example:
&DATA=0000000001984

Example 2: Definition for parameter upload record:

<>3>

<URL=http://$ (ONLINEIP) /Hostsimulation/ParameterUploadServlet?
GID=$ (GID) &DID=$% (DID) &MODE=$ (BPA, 3, 1) &RTRTM=% (BPA, 4, 2) §DATA=$
(BPA, 1) />

</>3>

Data in the POST in this example:
&DATA=FF%20%3E3F0103110021B1000000000000000000

All entries defined after this keyword are transmitted in the data segment of the HTTP POST. If
the keyword "DATA" is not set, the data segment of the HTTP POST remains empty, the
content length then is 0.

040500544 - 08/2024



Reference Manual Communication via HTTP/HTTPS/XML

4.15 XML: Data coding in requests

The format of data record results from the definition in the translation file; see example in
chapter . With post-processing of the data it must be taken into account that the terminal
application performs a so-called "percentage coding” of all characters with the exception of
the non-reserved characters.

Table of the not-reserved characters

Hex value Character
41-5A Characters "A"-"Z"
61-7A Characters "a"-"z"
30-39 Characters "0"-"9"
2D
2E
5F "
7E "t

The following applies

Coding is done for all characters which

e are other characters than "not reserved” (reserved or language-related special charac-
ters) and

e occur in the so-called "Query block" of the recorded data record, i.e. after the question
mark and

e occur within the recorded data.

These characters are converted "percentage-coded" that means the character is represented
by specification of its hexadecimal values with prefixed "%" character.

XML: Examples of a recorded data record:
Example 1:

http://12.12.50.158:8080/in.xmI?GID=5&DID=5&MODE=0&RTRTM=B1
&TIMESTAMP=0801171523&ID=020&00000)001

* Inthe represented URL request the query block starts with the question
mark in front of the GID.

* Inthe recorded data the characters "&" and ")" are displayed
* Coding: & is coded: %26; ) is coded: %2A

The character "&" occurring in the character string "&amp" is not converted as
it is not within the recorded data.
Result:

http://12.12.50.158:8080/in.xmI?GID=5&DID=5&MODE=0&SASAM=B1&
TIMESTAMP=0801171523&1D=020%2600000%2A001

Example 2:
http://12.12.50.158:8080/in.xm|?GID=5&DID=5&MODE=0&SASAM=B1&
TIMESTAMP=0801171523&DATA=BB >9 (space and >)

Result:

http://12.12.50.158:8080/in.xmI?GID=5&DID=5&MODE=0&SASAM=B1&
TIMESTAMP=0801171523&Data=BB%20%3E9
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4.16 XML: Booking responses

4.16.1 XML: Online responses

In "online" mode all data which were recorded with a booking are transmitted as XML page to
the server by using the GET method. If the parameter
HTTP_REQUESTMETHODE_FOR_BOOKING in the [Common] section of the b client_xml.ini file
is set to POST, the transmission takes place via the POST method. In this process a definition
is made in the translation table, which XML page is requested as booking response for this
booking.

Example with the data record from chapter [P 4.15]:

http://12.12.50.158:8080/in xm|?GID=5&DID=5&MODE=0&SASAM=B1&
TIMESTAMP=0801171523&ID=0200000000001

In the example the XML page "in.xml" is requested as booking response for a booking
with RT/RTM B1 (In).

The page "in.xml" might have the following contents:

<?xml version="1.0"?>
<dialog>
<sysdef name="TERMREC" value="@@ R1Thank you"/>
<sysvar name="SYSTIME" value="20070509190533"/>
</dialog>

The booking answer must be introduced with the tag <dialog> and terminated with
the tag </dialog>.

e The system variables can be specified straight as variables in the sysvar objects by
means of name and value.

e The parameters and data records of the terminal application are specified in the sysdef
objects by means of the variables TERMREC and value. In this manner, requests e.g. for
program number or master records to the terminal can be transmitted together with the
booking answer, and text can be edited, etc.

If there is no definition for the corresponding RT/RTM stored in the translation file, the
terminal application sends the data by means of the error page ERRORPAGE (default:
error.xml) to the server, see chapter [» 4.20.1].

In this case, the behavior of the terminal application is the same as for a missing booking
response. The terminal waits the time defined in the parameter "Response time-out" (approx.
12 seconds by default, see Response time out ) and then decides on the authorization.

4.16.2 XML: Offline responses

The data arisen in "offline" mode are transmitted to the server by using the GET or POST
method after the server is available again.

The XML page requested as booking answer is the same as in "online" mode because the
booking answer is defined in the translation table by the RT/RTM.

If there is no definition for the corresponding RT/RTM stored in the translation file, the
terminal application sends the data by means of the error page ERRORPAGE (default:
error.xml) to the server, see chapter [» 4.20.1].
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4.16.3 XML: Dialog responses

In dialog mode the dialog records are transmitted to the server by means of the GET or POST
method. The requested XML page is described by a definition in the translation table, like for
the function keys. The RT/RTM of the (G) dialog records are used for this.

<trans>
<! [CDATA[
<G8>
<URL=http://$ (ONLINEIP) /g8.xml?GID=3 (GID)
&DID=$ (DID) &SASAM=S$ (BPA, 3, 2)
&DATA=$ (BPA,5,2) />
</G8>
<G1l>
<URL=http://$ (ONLINEIP) /gl.xml?GID=$ (GID)
&DID=$ (DID) &amp; 1) &SASAM=S (BPA, 3, 2)
&DATA=$ (BPA,5,5)/>
</Gl>
11>
</trans>

The server transmits the XML page which is specified in the translation table as dialog
answer.

The page "g8.xml" (see example definition) might contain the following:

<?xml version="1.0"72>
<dialog>

<sysdef name="TERMREC" value="@@ G010000040000Enter Code"/>
</dialog>

The booking answer must be introduced with the
tag <dialog> and terminated with the tag </dialog>.

e The system variables can be specified straight as variables in the sysvar objects by
means of name and value.

e The parameters and data records of the terminal application are specified in the sysdef
objects by means of the variables TERMREC and value. In this manner, requests e.g. for
program number or master records to the terminal can be transmitted together with the
booking answer, and text can be edited, etc.

If there is no definition for the corresponding RT/RTM stored in the translation file, the
terminal application sends the data by means of the error page ERRORPAGE (default:
error.xml) to the server, see chapter [» 4.20.1].

In this case, the behavior of the terminal application is the same as for a missing booking
response. The terminal waits the time defined in the parameter "Response time-out" (approx.
12 seconds by default) and then decides on the authorization.

B

4.20.1 XML: RT/RTM errors

3.9.6 Response time out
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XML: File transfer

Overview

This chapter describes the transfer of files between a host (e.g. B-COMM) and a terminal of
the NexT generation using the HTTP(S) communication channel. This function is supported
from the following B-Client program versions:

e B-Client HR40 (K7-Android 12): 739-00-X-K01

An interface with the following properties is implemented in the HTTP(S) communication
channel for this purpose.

e No restriction for the file format, see also chapter [» 4.17.1.1].

e The file transfer is always initiated by the host in response to a request from the terminal
(longpolling request, check online or offline request, or a GET when transferring other
data).

e Only one file transfer transaction is allowed at a time.
e The host works as an HTTP(S) server.

e Terminal and access manager work as HTTP(S) client.

Supported file formats

Data transfer via HTTP(S) basically supports all file formats. The main benefit of the function
is to be able to transfer all files that are used by the clients in their context. The
implementation was done without any restrictions, but not all possible file formats were
tested.

When downloading, the "content-type" field in the response header should either be empty or
set to "application/xml" or "text/xml".

The following file formats/encodings can be handled at least via this file transfer:
e . inifiles (ASCIl and Unicode inclusive BOM (Byte Order Mark)

e Logfiles

e Image files

e Multimedia files (e. g. ogg format)

e Binary files

e Zipfiles

e Files without extension e. g."eepromsettings”.
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Allowed directories for file transfer

The following directories are permitted for file transfer on the client side.
Terminal

Full access to all directories of the application

e /data/data/com.apps.kaba/bay/...

e /data/data/com.apps.kaba/hr/...

e /data/data/com.apps.kaba/tp/...

Read access is possible to some other directories, but in general the rights are limited to the
"root" user.

System variables in the xmlconfig.xml file

For file transfer, new system variables are implemented that must be defined on the host
server. These variables do not have to be present when the communication is initialized, they
can be set at any time to start the desired action.

Please note: The transfer direction (upload/download) is specified from the server's point of
view.

e Upload =from client to server.
e Download =from server to client.

For more information and examples, see the following table.

<sysvar name="FILE_TO_DOWNLOAD" value="file name" />

The file name must be specified with absolute path.

<sysvar name="FILE_TO_UPLOAD" value="file name" />

The file name must be specified with absolute path.

<sysvar name="FILE_UPLOAD_PAGE" value="URL" />

The format of the URL is analogous to the format of the system variables CHECKONLINEPAGE,
LONGPOLLINGPAGE.

The URL can also contain the file name parameter as specified in the FILE_TO_UPLOAD
variable.

Example:

<sysvar name ="FILE_UPLOAD_PAGE" value="http://$(ONLINEIP)/upload.xm!l?GID=$
(GID)&DID=$(D ID)&TERMTYP=$(TERMTY P)&SERIALNUMBER=$
(SERIALNUMBER)&MACADDRESS=$(MACADDRESS) &FILE_TO_UPLOAD=$(FILE_TO_UPLOAD)"/>

<sysvar name="FILE_DOWNLOAD_PAGE" value="URL"/>

The format of the URL is analogous to the format of the system variables CHECKONLINEPAGE,
LONGPOLLINGPAGE.

The URL can also contain the file name parameter as specified in the FILE_TO_DOWNLOAD
variable.

Example:

<sysvar name ="FILE_DOWNLOAD_PAGE value="http://$(ONLINEIP)/download.xm|?GID=$
(GID)&DID=$(DID )&SERIALNUMBER=$(SERIALNUMBER)& MACADDRESS=$
(MACADDRESS)&FILE_TO_DOWNLOAD=$(FILE_TO_DOWNLOAD)"/>
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System variable

Possible values

Description

FILE_UPLOAD_PAGE

Example 1:

http://$ (ONLINEIP) /b-comm-file-
upload-page.xml

Example 2:

http://$ (ONLINEIP) /b-comm-file-
upload-page.xml/?&GID=$ (GID) &DID=$
(DID) &§PROGNUM=$

(PROGNUM) &SERIALNUMBER=S$
(SERIALNUMBER) &MACADDRESS=$
(MACADDRESS)

This parameter value must fit to the
implementation on server side!

The variable contains the URL of the POST
to upload a file. The requested file is
included in the response. The variable can
be changed at any time.

Must be set before initiating an upload
with "FILE_TO_UPLOAD"

FILE_DOWNLOAD_PAGE

Example:

http://$ (ONLINEIP) /b-comm-file-
download-page.xml/?
&FILE TO DOWNLOAD=$

(FILE _TO_DOWNLOAD)

This parameter value must fit to the
implementation on server side!

The variable contains the URL of the GET
for the file to be downloaded. The
requested file must be included in the
response. The variable can be changed at
any time.

Must be set before initiating a download
with "FILE_TO_DOWNLOAD".

FILE_TO_UPLOAD

Example:
<?xml version="1.0"?>
<dialog>

<sysvar name="FILE TO UPLOAD"
value="/data/data/
com.kaba.apps.ba/files/init/
system.ini"/ >

</dialog>

Absolute path and name of the file which
shall be uploaded to the server.

Must be send for every file to upload.
Setting this variable will initiate the
upload.

FILE_TO_DOWNLOAD

Example:
<?xml version="1.0"?2>
<dialog>

<sysvar name="FILE TO DOWNLOAD"
value="/data/data/
com.kaba.apps.ba/files/init/
system.ini"/ >

</dialog>

Absolute path and name where the file will
be stored on the terminal.

Must be send for every file to download.
Setting this variable will initiate the
download

152 B-Client HR40
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4.17.3 File upload: graphic overview
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The following overview shows an example of the process of a file transfer from the client to

the host (upload) with the "Longpolling” function. The process is the same for online or offline

requests.

For more information on the topic of "Longpolling" see chapter [» 4.13].

For the file upload the following applies:
e If the file defined in the variable "FILE_TO_UPLOAD" is empty, an empty POST message is

transmitted.

e If the file defined in the variable "FILE_TO_UPLOAD" does not exist, an empty POST mes-

sage is also transmitted.

In both cases, details about this transfer can be viewed in the debug.log (data/data/
com.kaba.apps.ba/files/diagnosis/debug.log). The debug level must be set to "5" for this, see

chapter [» 14.1.3] debug.ini, section [Special].

B-Client
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B-COMM

http(s) client

http(s) server
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1
'
'
'
i
'
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Request longpolling page (GET)

Setting sysvar "FILE UPLOAD PAGE"

Setting sysvar "FILE TO UPLOAD”

F Y

POST file contents of FILE TO UPLOAD |

to FILE UPLOAD PAGE
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Server response - Upload

A complete response of a server to a GET request could look like the following example:
<?xml version="1.0"?>
<dialog>

<sysvar name="FILE UPLOAD PAGE" value="http://$(ONLINEIP)/b-comm-file-
upload-page.xml"/>

<sysvar name="FILE TO UPLOAD" value="/data/data/com.kaba.apps.ba/files/init/
system.ini"/>

</dialog>

The variable sysvar "FILE_UPLOAD_PAGE" must be noted with the name of the desired XML
page of the processing server and can contain additional parameters as in this example:

http://$ (ONLINEIP) /b-comm-file-upload-page.xml/?&GID=$ (GID) &DID=$ (DID) &
PROGNUM=$ (PROGNUM) &SERTALNUMBER=S (SERIALNUMBER) ¢MACADDRESS=S$ (MACADDRESS)

The client sends the file content to this URL via HTTP POST. The server must ensure that the
file content is stored in the desired file.
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4.17.4 File download: graphic overview
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The following overview shows an example of the process of a file transfer from the host to
the client (download) with the "Longpolling” function. The process is the same for online or

offline requests.

Communication via HTTP/HTTPS/XML

For more information on the topic of "Longpolling" see chapter [» 4.13].

For the file download the following applies:

e If the file defined in the "FILE_TO_DOWNLOAD" variable already exists, it will be overwrit-

ten.

e If the file defined in the "FILE_TO_DOWNLOAD" variable does not exist, it will be created.

B-Client
HR/AC

B-COMM

http(s) client

http(s) server

Request longpolling page (GET)

Setting sysvar “FILE DOWNLOAD PAGE"

(not mandatory if already set)

Setting sysvar "FILE_TO DOWNLOAD"

GET with FILE DOWNLOAD PAGE and

store answer to FILE TO DOWNLOAD
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Server response - Download

A complete response of a server to a GET request could look like the following example:
<?xml version="1.0"?>
<dialog>

<sysvar name="FILE DOWNLOAD PAGE=http://$ (ONLINEIP)/b-comm-file-download-
page.xml/?&FILE TO DOWNLOAD=$ (FILE TO DOWNLOAD) "/>

<sysvar name="FILE TO DOWNLOAD" value="/data/data/com.kaba.apps.ba/files/
init/system.ini"/>

</dialog>

The client sends an HTTP GET request to the page defined by "FILE_DOWNLOAD_PAGE". The
requested file is specified by the "FILE_TO_DOWNLOAD" system variable. The host returns the
file in the response to the GET request.

The variable sysvar "FILE_DOWNLAD_PAGE" must be noted with the name of the desired XML
page of the processing server and can contain additional parameters as in this example:

http://$ (ONLINEIP) /b-comm-file-download-page.xml/?GID=$ (GID) &DID=$
(DID) & PROGNUM=S (PROGNUM) & SERIALNUMBER=S$ (SERIALNUMBER) &FILE_TO_DOWNLOZ—\D:$
(FILE TO DOWNLOAD)
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Batch processing

Batch processing can be used for automated download of templates, parameters and master
records.

XML files containing batch instructions have lower priority and require less computing power
on the terminal side. This allows other processes such as bookings to be carried out in
parallel to batch instructions, without too much load on system performance.

For batch processing, XML files are created on the application/web server which are
transmitted via longpolling or normal polling.

The XML file must carry the <batch> tag at the beginning and the </batch> tag at the end as
root element.

<?xml version="1.0" encoding="iso-8859-1"?2>
<batch>
<dialog>

<sysdef name="TERMREC" value="** DOdeleting master
records .."/>

<sysdef name="TERMREC" value="** Y]*k¥kikkin />

<sysdef name="TERMREC" value="** DOprocessing master
records ..."/>

<sysdef name="TERMREC" value="**
Y000019830300098760011111111222222223333333344444444
00000000000Persénliche Info
111111111111111111112222222222222222222255555555
66666666777777778888888899999999000000003" />

<sysdef name="TERMREC" value="**
Y0000000101000123400DspInf01DspInf02DspInf03DspInf0400
000000000Persdénliche Info Z0lPersdnliche Info 202
DspInf05DspInf06DspInf07DspInf08DspInf09DspInfl00" />

<sysdef name="TERMREC" value="**
Y000001520300098760011111111222222223333333344444444
00000000000Persénliche Info
111111111111111111112222222222222222222255555555
66666666777777778888888899999999000000002"/>

<sysdef name="TERMREC" value="**0DOprocessing of all
records finished..."/>

</dialog>
</batch>

judeo
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There will be no direct response of the terminal to state whether the download record has
been processed successfully.
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Maximum XML file size

When transmitting XML pages to the RAM of the terminal, the overall size of the XML page
must be taken into account. Several factors have to be taken into account when determining
the maximum file size of the XML pages.

e Memory extension of the terminal
e Configuration of the B-Client terminal software (e.g. software options)
e Installed apps

e Required memory capacity for the actual XML page held completely in the memory for
parsing.

Since no absolutely valid size for the XML file can be derived from the above-mentioned
conditions, dormakaba recommends a standard value for the size of the XML file.

judeo

4.20

The maximum size of an XML file should not exceed 2.5 MB.

XML: Troubleshooting

Troubleshooting is done by the XML error page which is defined in the system variable
"ERRORPAGE" (default name: error.xml). The terminal requests the XML error page from the
server when an error occurs. The recorded data are transmitted together with the request.
For XML/HTTP communication 2 different error types are defined:

e Errorin the RT/RTM definition of the translation table

e BPA error in the translation table.

After request of the error page the data record is deleted from the terminal buffer, no matter
whether the server answered.

judeo

B-Client HR40

The terminal logs all errors which could not be treated by means of the "ERRORPAGE" in the
debug.log file.
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4.20.1 XML: RT/RTM errors

If the definition for RT/RTM is not found in the translation table or if it is faulty, the terminal
application requests the error page as follows:

http://$ (ONLINEIP) /$ (ERRORPAGE) ?GID=$ (GID) &DID=$ (DID)
&TERMTYP=$ (TERMTYP) &SERIALNUMBER=S (SERIALNUMBER)
&MACADDRESS=$ (MACADDRESS) &DATA=S (BPA, 1)
&ERROR=SASAMNotFound ( <SASAM>)

In this process the recorded data are transferred with the keyword "DATA" starting with digit 1

(=$[BPA,1]). The request contains an additional descriptive text (ERROR=RTRTMNotFound) and
an indication on the RT/RTM that initialized the error.

Example:

http://123.0.0.1:8080/error.xml?GID=5&DID=5
&TERMTYP=752-02-X-K01&SERIALNUMBER=0723233
&MACADDRESS=0C-FF-34-5A-23-1B

&DATA=@@ A00071205153700200000000013
&ERROR=SASAMNotFound (A0)

4.20.2 XML: BPA errors

040500544 - 08/2024

If an error occurs while coding the recording data with the keyword "BPA" (e.g. the specified
digit does not exist), the terminal application requests the error page as follows:

http://$ (ONLINEIP)/$ (ERRORPAGE) ?GID=5 (GID) &DID=$ (DID)
&TERMTYP=$ (TERMTYP) §SERIALNUMBER=S (SERIALNUMBER)
&MACADDRESS=S$ (MACADDRESS) &DATA=S (BPA, 1)
&ERROR=BPAError (<BPA>)

In this process the recorded data are transferred with the keyword "DATA" starting with digit 1
(=$[BPA,1]). The request contains an additional descriptive text (ERROR=BPAError) and an
indication on the BPA definition that initialized the error.

Example:

http://123.0.0.1:8080/error.xml1?GID=5&DID=5
&TERMTYP=752-02-X-K01&SERIALNUMBER=0723233
&MACADDRESS=0C-FF-34-5A-23-1B

&DATA=@@ A00071205153700200000000013
&ERRCOR=BPAError (BPA,-4,10)

B-Client HR40 159



Data records host to terminal

Reference Manual

5 Data records host to terminal

5.1 Display records

The display records allow to display any user information on the display. Depending on the
record type modification, three different display records are available.

GID
DID
ON/OFF

Group address
Device address

Operating mode

D

n

Record type

Record type modification

n

User information, 120 characters max. If the user information
contains more than 120 characters, the super numerous
characters are cut off.

Record type/Record type modification

RT/RTM

Meaning/description

DO

Static display

A user information can be displayed independently from a
booking. The user information is displayed as long as a new
information, e.g. a logical booking response is displayed.

D1

Dynamic display "Authorized"

A user information can be displayed independently from a
booking. The user information is deleted from the touch screen
after a defined time and the function key text is displayed
again. The display time is defined with the parameter Display
duration "Authorized".

D2

Dynamic display "Not authorized"

A user information can be displayed independently from a
booking. Additionally the beeper will be activated. The user
information is deleted from the touch screen after a defined
time and the function key text is displayed again. The display
time is defined with the parameter "Display duration "Not
authorized".

Topic

3.9.9

Display duration "Authorized"

3.9.10

Display duration "Not authorized"

160 B-Client HR40
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5.2 Controlling the terminal

5.2.1 Block/release bookings, local parameter setting and dialogs

The following data records enables the following functions according to the record type
modification:

e Block bookings

Release bookings

e Enable local parameter setting
e Block local parameter setting
e Block dialog

e Release dialog

GID Group address
DID Device address

ON/OFF | Operating mode

I Record type

n Record type modification

Record type/Record type modification

RT/RTM Meaning/description

[o} Release bookings

Bookings are possible at the terminal.

1 Block bookings

The terminal is blocked, no bookings are possible. If this data
record is sent while a booking procedure is currently active, the
booking can be finished. If the terminal is blocked, "Terminal
gesperrt" (Terminal blocked) will be displayed. A device restart
does not revoke the blocking.

The terminal can also be blocked via an input. The input
intended for this must be configured accordingly in the
[IOMapping] and [InputFunctions] sections in the
"application.ini" file.

Both blocking features have the same priority.

12 Enable local parameter setting.

Local parameter setting at the terminal is enabled (default).

13 Block local parameter setting.

Local parameter setting at the terminal is blocked. A device
restart does not revoke the blocking.

S

14.3.1 "application.ini”
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RT/RTM Meaning/description

16 Release dialogs

Dialogs are possible at the terminal.

17 Block dialogs
The dialog function is blocked.

If this data record is sent while a dialog procedure is active, the
current dialog can be finished. If the dialog is locked, the
corresponding function key can no longer be selected. A device
restart does not revoke the blocking.

5.2.2 Controlling the relays

a booking. If a relay is activated dynamically, the operation time is defined by the "Relay

. With the following data record the relays of the terminal can be activated independently from
operation time" parameter.

Depending on the desired use case, the relay can be assigned via the sections [IOMapping]
and [OutputFunctions] in the "application.ini” file.

GID Group address
DID Device address
ON/OFF Operating mode

J Record type
n Record type modification
0 Relay number. Only "0" permitted.

Record type/Record type modification

RT/RTM Meaning/description

Jo Set relay statically

The relay remains operated until it is reset via a J2 record

J1 Set relay dynamically

The relay will be activated. The operation time is defined via
the "Relay operation time" parameter.

J2 Reset relay

A relay which was activated by a J0 record can be reset by a
J2 record.

-

3.9.11 Relay operation time

14.3.1 "application.ini”
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5.2.3 Operating mode, recording data and program version changing/

040500544 - 08/2024

requesting
According to the record type modification, several operations can be carried out in the
terminal.
GID Group address
DID Device address
ON/OFF | Operating mode
T Record type
n Record type modification, see following description

Record type/Record type modification

RT/RTM

Meaning/description

T0

Switch terminal to "Online" mode

In the online operating mode, the terminal has a permanent data
communication to the computer. That means, generated data records are

immediately transmitted to the computer. If a recording data record cannot

be transmitted to the computer the terminal changes to operating mode
offline. When the connection to the computer is set up again, the terminal
returns to operating mode online in the moment when the computer
requests for recording data records.

T1

Switch terminal to "Offline" mode

In the offline operating mode, the generated data records are stored in the
terminal. When the computer will set up the connection, all the stored data
records are transmitted to the computer. Alarm records, error records and
status records are transmitted immediately to the computer when a
connection is set up.

T2

Switch terminal to "Autonomous" mode

In the autonomous operating mode, the generated recording data records
are stored in the terminal. The computer must request this data records
with a T3 record. Alarm records, error records and status records are
transmitted immediately to the computer when a connection is set up.

T3

Request recording data in "Autonomous” mode

This data record requests the recording data records buffered in a terminal
while in the autonomous operating mode.

T4

Request terminal status

This data record requests the current terminal status. The terminal
responses with a S7 record.

T8

Request program number

This data record requests the terminal’s program number. The terminal
responses with a SV record.

oy
7.3.3 S7 record
7.3.1 SV record

B-Client HR40
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5.2.4
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Request terminal info

The following data record allows to request technical information from the addressed
terminal.

The response is a Tl record "Report terminal info" containing the related information.

The measuring unit of the temperature (°Celsius, °Fahrenheit or ° Kelvin) is defined by the
"Temperature=" parameter in the "[Measurement]" section of the "application.ini" file.

GID Group address
DID Device address

ON/OFF | Operating mode

T Record type

I Record type modification

n Information identifier, see following description.
n

n

Information identifier

Identifier Meaning/description

001 Request the temperature in the terminal
002 Request the device type

003 Request the display resolution

S

7.3.8 Report terminal info

14.3.1 "application.ini" file
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5.2.5 Request backup state

The following data record allows to request the backup state of the terminal. The backup
state is used by the terminal to report which files have been changed since the last backup
modifications.

The terminal sends an St record with the identification BO as a response to the computer.

GID Group address
DID Device address
ON/OFF | Operating mode

T Record type

t Record type modification

B Identification for backup request record
0

S

7.3.4 St record with identification BO

5.2.6 Delete backup status

The following data record allows to delete the backup status of the terminal. For this purpose
the bit values for RESET1 and RESET2 are specified in the hexadecimal coding in which they
have been reported by the terminal in the St record with identification BO.

The FTP server cannot be disabled by means of this deletion record.

GID Group address
DID Device address

ON/OFF | Operating mode

T Record type

t Record type modification

B Identification for backup deletion record
1

n Bit values RESET1

The coding corresponds to BUSTAT1
n Bit values RESET2
The coding corresponds to BUSTAT2

S

7.3.4 St record with identification BO

3.5.1 Hexadecimal coding

040500544 - 08/2024 B-Client HR40 165



Data records host to terminal

166

5.2.7 Set terminal volume
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With the following data record the volume of the terminal’s speaker can be set. Values

between "00" (speaker off) and "15" (maximum volume) are accepted.

The default value is "08".

A reboot of the teminal is not necessary. The volume will be set immediately after
transmitting the data record.

GID Group address
DID Device address
ON/OFF | Operating mode

T Record type
\Y Record type modification
S Identifier for setting the value.
n Value range between
n 00 = speaker off and

15 = maximum volume.

Topic

5.2.8 Request the current volume value by use of a TV
record with identifier "g".
7.3.9 Report the volume value via TV record.

5.2.8 Request terminal volume

B-Client HR40

With the following data record the volume value of the terminal’s speaker can be requested.

The response is a TV record containing the currently set volume value.

GID Group address
DID Device address
ON/OFF | Operating mode
T Record type
\ Record type modification
g Identifier for getting (request) the value.
- Topic
5.2.7 Set the current volume value by use of a TV record
with identifier "s".
7.3.9 Report the volume value via TV record.
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5.2.9

5.2.10
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Request reader information

The following data record is used to request information on the following reader types:
e LEGIC
e Mifare

As identification for the reader, the number under which the requested reader is configured in
the addressed terminal must be entered.

Possible values for the identification: 1 or 2.

The terminal sends an St record with the identification Tn (n=reader number) as a response
to the computer.

For all other than the named reader types or readers that respond a "3" as an identifer, the
terminal will send an O3 record.

GID Group address

DID Device address
ON/OFF | Operating mode
T Record type
t Record type modification
T n = reader identification.
n

-
7.3.5 St record with identification Tn
7.2 Error records, O3 record

Request launch data

The launch data records 1to 16 of the LEGIC reader are requested using the "Tt" request
record. There is no request record which allows to request all launch data records at once.
Therefore, the launch data records must be requested individually from the reader.

The terminal response is an "St" record.

GID Group address
DID Device address
ON/OFF | Operating mode
T Record type
t Record type modification
n Number of the launch data record be read
n 01to 16

Topic

7.3.7

St record

B-Client HR40
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5.2.11 Controlling the buffer memory
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The following data records are only important if buffer backup is set in the terminal. The
function of this data records depends on the record type modification, see table below.

GID Group address
DID Device address
ON/OFF | Operating mode

M Record type

n Record type modification, see following description.

Record type/Record type modification

RT/RTM Meaning/description

MO Read buffer memory

All recording data records stored in the buffer memory of the
terminal are transmitted to the computer again.

M1 Delete buffer memory

All recording data records stored in the buffer memory and
transmitted once to the computer are deleted in the buffer
memory of the terminal.

M2 Initialize buffer memory

All recording data records are deleted in the buffer memory of
the terminal.

-

3.9.1 Buffer backup
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5.3 Logical booking response
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After a booking in operating mode online, the terminal transmits the recording data record to

the computer and is awaiting a logical booking response. The logical booking response can
be transmitted to the terminal as a dialog-response or as a data record. If the terminal
receives no logical booking response it changes to operating mode offline and displays the

internal booking response "Danke" (Thank you).

GID Group address
DID Device address
ON/OFF | Operating mode
R Record type
(n) Record type modification, see following description.
n User information, 120 characters max.
n

Record type/Record type modification

RT/RTM

Meaning/description

RO

Silent confirmation

The following data record can be transmitted to the terminal
as a silent confirmation. The door opener relay is not activated.
The entered user information is displayed. The display duration
is defined with the "Display duration authorized" parameter.

R1

Booking authorized

The following data record can be transmitted to the terminal
after an authorized booking. The door opener relay is activated
according to the "Select relay" parameter. The entered user
information is displayed. If no user information is entered, the
internal booking response "Danke" (Thank you) is displayed.
The display duration is defined with the "Display duration
authorized" parameter.

RU

Authorized booking with individual operator’s information

The data record is analogical to the R1 data record. The RU
data record is used to interpret the operator's information it
contains in UTF-8 format and display the corresponding
Unicode characters.

Application example: Display of characters which are not
stored in the SpecialEncoding table, for example for the names
of persons.
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RT/RTM

Meaning/description

R2

Booking not authorized

This data record can be transmitted to the terminal after an
unauthorized booking. The door opener relay is not activated.
The entered user information is displayed. If no user
information is entered, the internal booking response "Nicht
berechtigt" (Not authorized) is displayed. The display duration
is defined with the "Display duration not authorized" parameter.

RV

Unauthorized booking with individual operator's information

The data record is analogical to the R2 data record. The RV
data record is used to interpret the operator's information it
contains in UTF-8 format and display the corresponding
Unicode characters.

Application example: Display of characters which are not
stored in the SpecialEncoding table, for example for the names
of persons.

R3

Repeat input

This data record can be transmitted to the terminal if the input
shall be repeated. The booking is not authorized. The door
opener relay is not activated. The entered user information is
displayed. If no user information is entered, the internal
booking response "Eingabe wiederholen" (Repeat input) is
displayed. The display duration is defined with the "Display
duration not authorized".

Topic

3.10.14 Activate relay
3.9.9 Display duration "Authorized"
3.9.10 Display duration "Not authorized"

Reference Manual
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The following data record can be transmitted to the terminal after an authorized booking. The

door opener relay is activated according to the "Select relay" parameter.

With the mailbox text no. which is entered in the data record the corresponding mailbox text
is displayed. If the mailbox text number 0 is entered, the display info texts and its

corresponding display info entered here are displayed, but no mailbox text. Further display
info texts and the corresponding display info can be requested by pressing the "Enter"-key.

If neither mailbox text nor display info is entered, the internal booking response "Danke”
(Thank you) is displayed. The display duration is defined with the "Display duration

authorized" parameter. The response specific text can be used if no mailbox text number is

entered and is displayed instead of "Thank You".

GID Group address
DID Device address
ON/OFF | Operating mode

R Record type

(n) Record type modification, see following description.
n Mailbox text no. 0-F (for mailbox text no. 1-15)
n Display info 1; number of characters see following table
n
n Up to 9 more display info, each of X characters
n
n Response specific text; 40 characters
n

Record type modification and number of characters

RT RTM Characters in the display info
R 4 8
R 5 13
R 6 20
Topic

3.10.14

Activate relay

3.9.9

Display duration "Authorized"
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5.3.2 Prolongation of response time out

Reference Manual

With the following data record the response time-out can be restarted. After that, the
terminal awaits another logical booking response within the restarted response timeout.

GID Group address
DID Device address
ON/OFF | Operating mode
R Record type
9 Record type modification

5.4 Date/time setting

B-Client HR40

The following data record is used to set the date and the time in the terminal

seconds have to be set, the RT/RTM U1 must be used.

. If also the

GID Group address
DID Device address
ON/OFF | Operating mode

u Record type

(n) Record type modification, see following description.
Y Date identification YY = 90 to 89 equals 1990 to 2089.
Y If only the time is to be set, the date declaration can be
M omitted.
M
D
D
h Time declaration
h Defining the seconds only with the RT/RTM U1.

m

m

(s)

(s)

Record type modification and number of characters

RT RTM Setting the seconds
U 0 No
u 1 Yes

0
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Master records

The master records are the fundament for all time recording tasks to be fulfilled using
dormakaba terminals. All necessary data and parameters of the individual employee are
defined in a master record.

In default applications, every single employee has got his own, individual master record.
Different master record may be stored in the terminal:
e Individual master records

e Pseudo master records

While checking a booking, an individual master record is searched first. If no individual master
record is found, a pseudo master record is searched. The master record found first is used for
checking. If the parameter "Individual master record required" is set, only the individual master
record is searched.

Individual master record

This master record is assigned to an ID which has been read from a badge. All checks and
authorizations contained in the individual master record are valid for this badge.

Pseudo master record

If no individual master record can be assigned to a badge the pseudo master record is
assigned. Only one pseudo master record can be stored in the terminal.

-

3.10.4 Individual master record required
5.5.1 Individual master record
5.5.4 Pseudo master record
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5.5.1 Individual master record download

Format of the individual master record.

GID Group address
DID Device address
ON/OFF | Operating mode

Y Record type
0 Record type modification
n ID no.

variable length 5 to 20 digits (default: 7 digits)

n see following description

n Version no.; see following description The wildcard character

" Emol tatus: * can be used in these
ployee status; parameters.

n see following description

The current parameter
n Profile name; value in the terminal will
remain unchanged.

n see following description

n PIN no.;

variable length 1 to 10 digits (default: 4 digits)

n see following description
0 Reserved 0
n Mailbox text no.; 0-F (for mailbox text no. 1-15);

see following description

n Display info 1; 8 digits;
see following description

n

n Display info 2; 8 digits;
see following description

n

n Display info 3; 8 digits;
see following description

n

n Display info 4; 8 digits;
see following description

n

0 11 digits reserved 0

0

n Personal text 40 characters
see following description

n
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n Text without defined meaning;
20 characters available e. g. for partner applications
n
n Display info 5; 8 digits;
see following description
n
n Display info 6; 8 digits;
see following description
n
n Display info 7; 8 digits;
see following description
n
n Display info 8; 8 digits;
see following description
n
n Display info 9; 8 digits;
see following description
n
n Display info 10; 8 digits;
see following description
n
n Biometric status, see following description.
ID no.

The individual master record is valid for the badge with the ID number entered in the master
record. The length of the ID number is adjustable from 5 to 20 digits. The setting can be done
in the file data/data/com.kaba.apps.hr/files/init/application.ini.

The factory default setting is 7 digits.

It is possible to use numeric values as well as hexadecimal values. The use of a UID is possible
up to 20 digits (= 10 byte UID). The conversion of a 10 byte UID to a numeric value
(HexToDecASCIl) is not possible. The conversion is restricted to 63 bit.

If the ID number has less than 7 digits, the character zero must be entered ahead, e.g.
0012345 with a 5 digit ID number.

The values 0 to 9 are allowed as ID number.

Please note, that ID numbers containing only 9 (99...99) are reserved for the pseudo master
record.

Version no.

The version number read from the badge must correspond to the ID number entered in the
master record.
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Employee status

The employee status is transmitted in two bytes. The terminal interprets this characters
entered in the download record as a hex code.

Employee status: 1. byte
8 4 2 1 Hexvalue

3/ 2 1 0 Bit
Official absence authorization

0=No
1=Yes
Correction authorization
0 = No
1=Yes
Block individual master record
0=No
1=Yes
Reserved 0
Bit Function
Bit 0 Assigns an official absence authorization to the employee. If an employee

with no official absence authorization executes a booking on a function key
which has the RT/RTM B3, B4 or B5 the error identification 7 "No official
absence authorization” is entered into the recording data record.

In the "offline/autonomous" operating modes the booking is rejected with
the message "Keine Dienstgangber." (No official absence authorization).

Bit 1 Assigns a correction authorization to the employee. If an employee with no
correction authorization executes a booking on a function key which has the
RT/RTM Bé the error identification 6 "No correction authorization” is entered
into the recording data record.

In the "offline/autonomous” operating modes the booking is rejected with
the message "Keine Korrekturber." (No correction authorization).

Bit 2 Blocks the individual master record. If the master record is blocked, the
error identification 5 "Master record blocked" is entered into the recording
data record.

In the "offline/autonomous" operating modes the booking is rejected with
the message "Stammsatz gesperrt” (Master record blocked).

Bit 3 Reserved
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Employee status: 2. byte
8 4 2 1 Hexvalue

3/2 1 0 Bit
Employee present
0=No
1=Yes
Plausibility check with first booking
0 = Proceed according to bit 2
1=No
Plausibility check
0=Yes
1=No
Reserved 0

Bit Function

Bit 0 Stating if the employee is present. This bit must be observed if the individual
master record is changed during the working hours.

After an upload of the individual master record, this bit is stating if the
employee is currently present or not.

Bit 1 Defines if a plausibility check will be executed with the first booking after a
download of the individual master record.

Bit 2 Defines if the plausibility check is executed continuously. If the plausibility
check is set and a present employee executes an "IN" booking or an absent
employee executes an "OUT" booking, the error identification 8 "In/out error
(plausibility error)" is entered into the recording data record.

In the "offline/autonomous" operating modes the booking is rejected with
the message "Kommen/Gehen-Fehler" (In/out error).

Bit 3 Reserved

Profile name

To effect checks according to time profiles, the profile name of the desired time profile must
be entered. The entry 00 means that no valid time profile is saved for this employee and a
check for time authorization provides a negative test result. Irrespective of this entry, a check
for time authorization always takes place if it is set in the "Function key functions".

PIN

In the time profile and/or the code-control-byte, the PIN check can be entered. During the PIN
check, the PIN entered via the touch screen is compared with the PIN entered here in the
individual master record. The number of digits is variable and can be set in the range from 1 to
10. The setting can be done in the file application.ini in the [MasterRecordDefinition] section.
The factory default setting is 4 digits. The characters 0 to 9 are allowed entries for the PIN.

Mailbox text number and display info 1 to 10

These entries are only important in the following two cases. Additionally the entries display
info 1to 10 are only important if the display info in the master record is not suppressed.

e After an authorized booking in the operating modes offline/autonomous.

e After an authorized booking in operating mode online when an R4 to Ré record without
mailbox text and without display info is transmitted to the terminal.

With the entered mailbox text number the corresponding mailbox text is displayed. The
mailbox text is displayed once with the first booking after download of the master record. If
the mailbox text number 0 is entered, no mailbox text is displayed. But display info texts and
the corresponding display info which are entered in the master record, are displayed. More
display info and their display info texts can be requested with a soft key.
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Personal text

This entry is only important if the parameter show personal text is set. The personal text is
shown instead of a positive answer ("Thank you").

Text without defined meaning

This text is intended for program expansions and is not used otherwise.

Biometric byte

This byte defines, whether the employee has the right to enter his badge number manually
using the keypad or a badge.

If a badge number is entered no master record is defined for, the booking is rejected with the
message "Kein Stammsatz" (no master record). If the function key parameter "Buffer not
authorized recording data" is set, the booking is stored with the error identification 4 "Kein
Stammsatz" (no master record)".

If a badge number is entered a master record is defined for but it's biometric status is set to
"0", the booking is rejected with the message "Nicht berechtigt" (not authorized). If the
function key parameter "Buffer Not Authorized Recording Data" is set, the booking is stored
with the error identification E "Keine Ausweisnummer Eingabe Berechtigung" (no badge
number entry authorization)".

Biometric byte
8 4 2 1 Hexvalue

3, 2 10 Bit
Authorization for badge number entry via

keyboard
0=No
1=Yes

Authorization for badge number entry via badge

0=No

1=Yes

Reserved 0
Reserved 0

- Topic

14.3.1 application.ini file

5.5.4 Pseudo master record

3.17 Time profiles

3.10.9 Suppress display info in the master record
3.10.32 Show personal text
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5.5.2 Individual master record delete/request

Depending on the record type modification, this data record can be used to delete or request
individual master records.

GID Group address
DID Device address
ON/OFF | Operating mode
Y Record type
n Record type modification, see following description.
n ID no.
Number of digits see description in chapter [P 5.5.1]

n

Record type/Record type modification

RT/RTM

Meaning/description

Y1

Delete individual master record

To delete individual master records, the ID number of the
individual master record which shall be deleted must be
entered. If all individual master records in the terminal shall be

deleted, wildcards (* *.. * *) in the defined number of digits can

be entered instead of the ID no. The pseudo master record is
also deleted.

Please use wildcard characters always very carefully. All
individual master records are lost after use of wildcards.

Y8

Request individual master record

To request individual master records, the ID number of the
individual master record which shall be requested must be
entered. If all individual master records in the terminal shall be
requested, also wildcards (* * * ...) can be entered instead of
the ID number.

5.5.3 End of download of individual master record

040500544 - 08/2024

This data record indicates the end of the individual master records and must be transmitted
to the terminal as an end identification after the download of individual master records.

GID Group address
DID Device address
ON/OFF | Operating mode
Y Record type
9 Record type modification, see following description.

B-Client HR40
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5.5.4 Pseudo master record download

Format of the pseudo master record.

GID Group address
DID Device address

ON/OFF | Operating mode

Y Record type

0 Record type modification

9 Pseudo ID; only cipher 9 permitted variable length 5 to 20 digits (default: 7
digits) see following description.

9

0 3 digits reserved 0 The wildcard character

0 * can be used in these

parameters.
0

The current parameter
n Profile name; value in the terminal will
remain unchanged.

n see following description

n PIN no.;
variable length 1to 10 digits (default: 4 digits)

n see following description
0 Reserved 0
n Mailbox text no.; 0-F (for mailbox text no. 1-15);

see following description

n Display info 1; 8 digits;
see following description

n

n Display info 2; 8 digits;
see following description

n

n Display info 3; 8 digits;
see following description

n

n Display info 4; 8 digits;
see following description

n

0 11 digits reserved 0

0

n Personal text 40 characters
see following description

n
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n Text without defined meaning;
20 characters available e. g. for partner applications

n

n Display info 5; 8 digits;
see following description

n

n Display info 6; 8 digits;
see following description

n

n Display info 7; 8 digits;
see following description

n

n Display info 8; 8 digits;
see following description

n

n Display info 9; 8 digits;
see following description

n

n Display info 10; 8 digits;
see following description

n

Pseudo no.

The length of the pseudo number is adjustable from 5 to 20 digits. The setting can be done in
the file application.ini in the section [MasterRecordDefinition]. The factory default setting is 7
digits.

It is mandatory for the pseudo ID to fill up the defined numbers of digits only with the cipher
9, e.9. 9999999 for 7 digits.

Profile name

To effect checks according to time profiles, the profile name of the desired time profile must
be entered. The entry 00 means that no valid time profile is saved for this employee and a
check for time authorization provides a negative test result. Irrespective of this entry, a check
for time authorization always takes place if it is set in the "Function key functions".

PIN

In the time profile and/or the code-control-byte, the PIN check can be entered. During the PIN
check, the PIN entered via the touch screen is compared with the PIN entered here in the
individual master record. The number of digits is variable and can be set in the range from 1 to
10. The setting can be done in the file application.ini in the [MasterRecordDefinition] section.
The factory default setting is 4 digits. The characters 0 to 9 are allowed entries for the PIN.
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Mailbox text number and display info 1 to 10

These entries are only important in the following two cases. Additionally the entries display
info 1to 10 are only important if the display info in the master record is not suppressed.

e After an authorized booking in the operating modes offline/autonomous.

e After an authorized booking in operating mode online when an R4 to Ré record without
mailbox text and without display info is transmitted to the terminal.

With the entered mailbox text number the corresponding mailbox text is displayed. The
mailbox text is displayed once with the first booking after download of the master record. If
the mailbox text number 0 is entered, no mailbox text is displayed. But display info texts and
the corresponding display info which are entered in the master record, are displayed. More
display info and their display info texts can be requested with a soft key.

Personal text

This entry is only important if the parameter show personal text is set. The personal text is
shown instead of a positive answer ("Thank you").

Text without defined meaning

This text is intended for program expansions and is not used otherwise.

-

14.3.1 application.ini file

3.17 Time profiles

3.10.9 Suppress display info in the master record
3.10.32 Show personal text
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5.5.5 Pseudo master record deletion and requesting

With the following data record the pseudo master record can be deleted in the terminal.

GID Group address
DID Device address
ON/OFF | Operating mode
Y Record type
n Record type modification, see following description.
9 Pseudo ID. Only cipher 9 permitted
Number of digits see description in chapter [P 5.5.1]

9

Record type/Record type modification

RT/RTM Meaning/description
Y1 Delete pseudo master record in the terminal.
Y8 Request the pseudo master record.

5.5.6 Pseudo master record download end
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The following data record indicates the end of the pseudo master record. It must be
transmitted to the terminal as an end identification after the download of the pseudo master

record.
GID Group address
DID Device address
ON/OFF | Operating mode
Y Record type
9 Record type modification
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Data records host to terminal

183



Parameter download/upload

184

Reference Manual

6 Parameter download/upload

6.1 Parameter upload request

B-Client HR40

With the following upload request the terminal parameters can be requested. For this
purpose, the block identification of the requested parameters must be entered.

The parameters can also be requested by entering wildcards * instead of the block

identification.

Example:

The entry T * * as a block identification will transmit all general texts to the computer.

GID Group address
DID Device address
ON/OFF | Operating mode

> Record type
8 Record type modification
n Block identification
n
n

Topic

Parameters and download records

13.6

Table of block identifications
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6.2 Request entries of the ini-files
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With the following upload request, entries in the ini-files of the terminal can be requested

completely or partly.

If all .ini-files shall be requested which are entered in the .ini-file "interface.ini" in the [Upload]
section, only the block identification must be used. Via the path and the file name, the
desired .ini-file is explicitly requested. Also an explicit section and the parameter itself can be
requested if it is specified.

Example

The following upload request "z00/data/data/com.kaba.apps.hr/files/init/
communication.ini[Host]IPAddress=" means, only the parameter value for "IPAddress" is
transmitted to the computer.

Any other .ini-files, sections or parameters are not transmitted to the computer.

GID Group address
DID Device address
ON/OFF Operating mode

> Record type

8 Record type modification

z Block identification

0

0

d Path and file name (relative or absolutely)

a a) Relative (to the current directory)

t First character unlike /

a Example

/ data/data/com.kaba.apps.tp/files/init/debug.ini

X b) Absolutely:

X First character /
Example

i /files/init/debug.ini

n

i If the path or the file name is missing, all .ini files are requested.

[StartUp] Name of the section in square brackets (mandatory).
Example: [StartUp]
If the name of the section is missing, all sections and their entries are
requested.
MainClass= | Parameter

Example: MainClass=

Topic

3.20

Download record .ini files

14

.ini files.

B-Client HR40
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6.3 End of parameter download
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The following data record indicates the end of a parameter download. The data record must
be transmitted to the terminal as an end identification after a download of parameters

This is particularly important when downloading .ini file entries. Otherwise, some of the

parameters in the .ini file parameters will not be activated.

GID Group address
DID Device address
ON/OFF | Operating mode
> Record type
9 Record type modification
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7 Data records terminal to host

7.1 Recording data
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After a booking the terminal generates a data record. The operating mode of the terminal
determines when this data record is transmitted to the host.

In the operating mode Online the procedure is as follows:

the recording data are checked according to the defined check criteria.
the check result is entered as error identification into the data record.
the data record is immediately transmitted to the host.

the host produces a logical booking response and transmits it to the terminal specifying
whether the booking is authorized or not.

if the terminal does not receive any logical booking response from the host within the re-
sponse time-out, it changes to the offline operating mode.

In the operating mode Offline and Autonomous the procedure is as follows:

the recording data are checked according to the defined check criteria.
the check result is entered as error identification into the data record.

according to the check result, the terminal itself decides if the booking is authorized or
not and allows or blocks the access.

the data record is not transmitted to the host, it is handled according to the parameters
"Buffer authorized recording data" and "Buffer not-authorized recording data".

If the booking record is extended, the number of booking records that can be saved is
reduced correspondingly.

L

5.2.3 Operating mode

13.5 Table of error identifications

5.3 Logical booking response

3.10.10 Buffer authorized recording data
3.10.11 Buffer not authorized recording data
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GID Group address
DID Device address
ON/OFF | Operating mode
n Record type
n Record type modification, see following description.
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if set as
m parameter.
m
FK Error identification
n Badge content and keyboard data
according to parameter setting.
n

Topic

13.4 Table of clock identifications
13.5 Table of error identifications
3.9.8.1 Set seconds in data record
3.9.8.2 Set user language in data record
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Record type/Record type modification
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The record type/record type modification is defined by the "record type/record type
modification" parameter. If the plausibility checks, the official absence authorization, and the
correction authorization shall be used, the following record types and record type
modifications must be maintained.

RT/RTM Meaning

AO Access record

A1l Access record "In"

A2 Access record "Out"

B1 Time recording record "In"
B2 Time recording record "Out"
B3 Business errand "Auto In/Out"
B4 Business errand "In"

B5 Business errand "Out"

B6 Correction

BO Interrogation

BS Start of break

BE End of break

FO Special function

Topic

\3.10.25

Record type/Record type modifications
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7.2 Error records

The error records O1 to O3 contain the data record which has triggered the error record.

A list of the software options for which there is no license is added to the error record O5.

GID Group address
DID Device address
ON/OFF | Operating mode

@) Record type
(n) Record type modification, see following description.
n Data record including RT/RTM

which triggered the error record

Record type/Record type modification

RT/RTM Meaning/description

1 Record contents false

2 Command cannot be executed at the moment
3 Command non-executable

5 No license
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7.3 Status records

7.3.1 Reporting program number

The terminal transmits the following data record after the request from the computer with a
T8 record "Request program no."

GID Group address
DID Device address
ON/OFF/AUTO | Operating mode
S Record type
\ Record type modification
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if
m set as parameter.
m
n Program number; 12 digits
n
Reserved. 12 digits blanks.
n Serial number; 12 digits
n

W
3.9.8.1 Set seconds in data record
3.9.8.2 User language in data record
13.4 Table of clock identifications
5.2.3 T8 record
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7.3.2 Buffer memory empty/buffer memory full

B-Client HR40

Reference Manual

With the following data record the terminals reports to the computer whether the buffer
memory is empty or full. The data record "Buffer memory empty" is only transmitted to the
computer if the buffer memory content has been read out completely.

GID Group address
DID Device address
ON/OFF/AUTO | Operating mode

S Record type
n Record type modification, see following description.
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if
m set as parameter.
m

Record type/Record type modification

RT/RTM Meaning/description
SO Buffer memory empty
S2 Buffer memory full

Topic

3.9.8.1 Set seconds in data record
3.9.8.2 User language in data record
13.4 Table of clock identifications
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7.3.3 Report terminal status

The terminal transmits the following data record after request from the computer with a T4

record.
GID Group address
DID Device address
ON/OFF/AUTO | Operating mode
S Record type
7 Record type modification, see following description.
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if
m set as parameter.
m
SYSTAT1 System statuses
SYSTAT2 see following description
SYSTAT3
SYSTAT4
SYSTATS
SYSTAT6
SYSTAT7
SYSTAT8
SYSTAT9

SYSTAT1
The system status SYSTAT1 can represent 2 values.

After the terminal has reported its status to the host computer, the SYSTAT1 status is set to 0.

Entry Meaning
0 Received data records have been acknowledged.
4 The computer transmitted a data record with

unknown record type, record type modification or
block identification.
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SYSTAT2

The system status SYSTAT2 can represent 4 values.

Entry Meaning

0 Bookings are not blocked
currently, no booking is active

1 Bookings are blocked
currently, no booking is active

2 Bookings are not blocked
currently, a booking is active

3 Bookings are blocked
currently, a booking is active

SYSTAT3

The system status SYSTAT3 represents the status of the relay.

Entry Meaning

0 Relay not activated.
1 Relay activated.
SYSTAT4

The system status SYSTAT4 represents the status of the buffer memory.

Entry Meaning

0 Buffer memory empty

1 Buffer memory not empty
3 Buffer memory full

SYSTATS, SYSTATé6, SYSTAT7

Reference Manual

The system statuses SYSTAT5, SYSTAT6 and SYSTAT7 are intended for extensions. A "0" is
entered into the data record.
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SYSTATS8

The system status SYSTAT8 represents the operating mode of the terminal.

Entry Meaning

0 Operating mode Online

1 Operating mode Offline

3 Operating mode Autonomous
SYSTAT9

The description of SYSTAT9 can be found in chapter.

L

3.9.8.1 Set seconds in data record
3.9.8.2 User language in data record
13.4 Table of clock identifications
5.2.3 T4 record

040500544 - 08/2024 B-Client HR40 195



Data records terminal to host

7.3.4 Report backup state
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The terminal records the changes for the selected files and operations if compared to the last
message of the backup state. If this is the case, the corresponding hexadecimal value is
written in the data record and reported to the host.

If there have been several changes, the corresponding hexadecimal values are added. The
hexadecimal values are listed in 3 state descriptions BUSTAT1 to BUSTAT3, see the following

example.

GID
DID
ON/OFF/AUTO

Group address
Device address

Operating mode

S
t

Record type

Record type modification

0o

Clock identifier

Date indicator; Year-year/month-month/day-day

Time

Seconds (2 digits) and user language (6 digits) only if
set as parameter.

w| 3 3 o /U o Z Z < <

0

Identifier for "Report backup state".

BUSTAT1

Hexcoded value for BUSTAT1

BUSTAT2

Hexcoded value for BUSTAT2

BUSTAT3

Hexcoded value for BUSTAT3

Topic

5.25

Request backup state

5.2.6

Delete backup state

3.5.1

Hexadecimal coding

3.9.8.1

Set seconds in data record

3.9.8.2

User language in data record

196 B-Client HR40
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BUSTAT1
8 |4 \2 |1 ‘Hexvalue

3|2 |1 [o]Bit

/com.kaba.apps.hr/files/init

/com.kaba.apps.bal/files/images

/com.kaba.apps.hr/files/data

/com.kaba.apps.ba/files/audio

BUSTAT2
8 |4 |2 |1 [Hexvalue

3|2[1 |0 [Bit

/com.kaba.apps.ba/files/init

/com.kaba.apps.hr/files

Reserved 0

Reserved 0

BUSTAT3
8 ‘4 |2 |1 |Hexvalue

321 0|Bit

SFTP server active

Reserved 0

Reserved 0

Reserved 0
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Example:

The following files/states have been modified at a terminal:
e /com.kaba.apps.hr/files/init

e /com.kaba.apps.hr/files/data

e /com.kaba.apps.ba/files/audio

e /com.kaba.apps.hr/files

e SFTP server is active.

The following hexadecimal values in the data record result from these conditions:

* BUSTAT1: Drex [Bit 3 = 1hex + Bit 2 = 1hex+ Bit 0 = 1hex—-> = Dhex]
+ BUSTATZ2: 2nex [Bit 1 = 1hex]
* BUSTATS: 1hex [Bit 0 = 1Thex]

The states are deleted again by transmitting the deletion record "Delete backup state” with
identical hexadecimal values to the terminal. The SFTP server cannot be disabled by means of
this deletion record.
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7.3.5 Report reader information
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The terminal sends the following data record as a response to an inquiry with a Tt record. The

data record includes the number of the requested reader, as configured in the addressed

terminal.

The reader information includes, among others, the boot loader version and the version
specification of the reader operating systems.

GID Group address
DID Device address
ON/OFF/AUTO | Operating mode
S Record type
t Record type modification, see following description.
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if
m set as parameter.
m
T Reader identification (reader ID)
n n=1or?2
n Reader type
n 03 =LEGIC
04 = MIFARE
n Reader information
For internal use only
n

Topic

5.2.9 Request reader information
3.9.8.1 Set seconds in data record
3.9.8.2 User language in data record

B-Client HR40
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7.3.6 Report result of VCP processing

Reference Manual

The terminal sends the following data record after a VCP processing in the mobile access
context. The data record contains a result in form of a value (0 or 1). The included 2-digit

status value is intended for internal purposes only.

B-Client HR40

GID Group address
DID Device address
ON/OFF/AUTO | Operating mode
S Record type
t Record type modification, see following description.
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if
m set as parameter.
m
\Y Identifier for "Report result of VCP processing"
R
n Result, see following table.
n 2 digits status information.
n For internal use only.

Result

Meaning

VCP processing successful.

VCP processing not successful. Check of the VCP
configuration required.

Topic

9 Bookings via smartphone
3.9.8.1 Set seconds in data record
3.9.8.2 User language in data record
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7.3.7 Report launch data

The launch data records available in the terminal are reported back by means of this status

record.

The status record is requested by means of the data record "Requesting launch data” (Tt

record).

GID
DID

Group address

Device address

ON/OFF/AUTO | Operating mode

S
t

Record type

Record type modification, see following description.

0o

Clock identifier

Date indicator; Year-year/month-month/day-day.

3 3 o /o oo I Z < <

Time

Seconds (2 digits) and user language (6 digits) only if
set as parameter.

Number of the read launch data record.

01to 16

Launch data (for internal use only).

e The request is acknowledged using an O3 record (command not executable) in case the
reader system is not a LEGIC reader.

e The request is acknowledged using an O2 record (command currently not executable) in
case a booking is being performed currently at the reader.

Topic

5.2.10

Requesting launch data

3.9.81

Set seconds in data record

3.9.8.2

User language in data record

13.4

Table of clock identifications
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7.3.8 Report terminal info

The terminal sends the following data record as a response to an inquiry with a Tl record
"Request terminal info". This data record is used to request technical information from the
addressed terminal.

The following technical information is reported:
e |dentifier 001: Temperature values in the terminal
e Identifier 002: Device type

e Identifier 003: Display resolution.

GID Group address
DID Device address
ON/OFF/AUTO | Operating mode

T Record type
I Record type modification

Cl Clock identifier

Y Date indicator; Year-year/month-month/day-day
Y

M

M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if set as
m parameter.

m
n 3 digits information identifier,
n see following description.
n

Terminal info, see following description.
Flexible length, up to 100 characters).
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Information identifier 001
With the Information identifier 001 the terminal’s temperature values are reported.

This terminal generation is equipped with three temperature sensors (CPU, PoE and Power
management).

The reported message therefore contains measurement values from all three temperature
sensors. The degree character (°) will not be transmitted in the data record due to possible
incompatibilities with the used character sets.

Depending on the defined measurement unit, the following texts may occur:
CPU=65C;PoE=63C;Powermanagement=60C //Message in °Celsius
CPU=338K;PoE=336K;Powermanagement=333K //Message in °Kelvin
CPU=149F;PoE=145F;Powermanagement=140F //Message in Fahrenheit

The measuring unit of the temperature (°Celsius, °Fahrenheit or ° Kelvin) is defined by the
"Temperature=" parameter in the "[Measurement]" section of the "application.ini" file.

If no temperature values could be found, an O2 error record (command currently not
executable) will be generated instead of the Tl record.

After starting the HR client, the current temperature value will be written to the debug.log file
with a delay of approx. 10 seconds. For analysis purposes the temperature values can be
written to the debug.log file hourly. To do so, the debug level must be set to "1".

If the temperature shall be requested more often during runtime, this can be done via a Tl
record with time scheduled orders, e. g. via B-COMM.

Information identifier 002
With the Information identifier 002 the device type of the addressed terminal is reported.

Possible values:

e ONE-K7
e 9600-K7
e 9700-K7
e 9800-K7

Information identifier 003

With the Information identifier 003 the display resolution of the addressed terminal is
reported.

Possible values:

e 1280x800
e 1280x720
e 800x1280

. Topic

5.2.4 Request terminal info

3.9.8.1 Set seconds in data record
3.9.8.2 User language in data record
7.2 O2 error record

14.3.1 "application.ini” file
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7.3.9 Report terminal volume

B-Client HR40

Reference Manual

The terminal sends the following data record after a request from the host with the TVg
record "Request terminal volume". This data record contains the currently set volume value in
the requested terminal.

GID Group address
DID Device address
ON/OFF Operating mode
T Record type
Vv Record type modification, see following description.
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if
m set as parameter.
m
n Currently set volume value.
n 00 to 15.
Topic

5.2.7 Setting the current volume value by use of a TV record
with identifier "s".

3.9.8.1 Set seconds in data record

3.9.8.2 User language in data record

5.2.8 Requesting the current volume value by use of a TV

record with identifier "g".
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7.4 Alarm records
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The terminal sends an alarm record in the following cases.

GID Group address
DID Device address
ON/OFF/AUTO | Operating mode
X Record type
n Record type modification, see following table.
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if set as
m parameter.
m
RT/RTM Meaning/description
X1 Door open time too long
The door is supervised with a door frame contact. An X1 data record
is transmitted if the door is not closed after expiry of the allowed
maximum door opening time.
X2 Door break open
The door is supervised with a door frame contact. An X2 data record
is transmitted to the computer if the door was broken open.
X3 Door closed again
The door is supervised with a door frame contact. An X3 data record
is transmitted to the computer, if an open door is closed again after
e expiry of the allowed maximum door-opening time or
e after the door was broken open.
X4 Sabotage contact loop opened
A closed sabotage contact loop was opened.
X5 Opened sabotage contact loop closed again

An open sabotage contact loop was closed again.

Topic

3.9.81

Set seconds in data record

3.9.8.2

User language in data record

B-Client HR40
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7.41
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Service alarm records: Temperature alarm

The service alarm records are produced under certain operating conditions of the terminal. In
this case, the terminal sets an alarm identification into the data record and transmits it to the
host when a connection exists. Currently only temperature alarms are implemented.

GID Group address
DID Device address
ON/OFF/AUTO | Operating mode
X Record type
S Record type modification, see following table
Cl Clock identifier
Y Date indicator; Year-year/month-month/day-day
Y
M
M
D
D
h Time
h Seconds (2 digits) and user language (6 digits) only if
m set as parameter.
m
n 4 digits alarm identification,
n see following description
n
n
T Description of the alarm as a text;
e variable length up to 100 characters.
X see following description.
t

B

3.9.8.1 Set seconds in data record
3.9.8.2 User language in data record
13.4 Table of clock identifications
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Alarm identifier Meaning/description

0002 Temperature in the terminal too high.

The maximal permitted temperature value has been reached or
exceeded at at least one of the temperature sensors.

0003 Temperature in the terminal is within the permitted values
again.

Data records containing this identifier will be sent if the
temperature has sunk to the lower limit again after it has
exceeded the upper limit (data record with identifier 0002 was
sent).

Description of the alarm as text

Depending of the measured temperature, the following texts may occur in the alarm record:

With identifier Meaning/description
0002 Device is overheated
0003 Device temperature normal.

Temperature value limits and hysteresis for 97 00 Ké terminal.

This terminal is equipped with three temperature sensors.

1. CPU

Limit value for sending an XS record with identifier 0002: 90° Celsius (194 Fahrenheit).
Limit value for sending an XS record with identifier 0003: 88° Celsius (190.4 Fahrenheit).

2. PoE module
Limit value for sending an XS record with identifier 0002: 75° Celsius (167 Fahrenheit).
Limit value for sending an XS record with identifier 0003: 73° Celsius (163.4 Fahrenheit).

3. Power management

Limit value for sending an XS record with identifier 0002: 80° Celsius (176 Fahrenheit).
Limit value for sending an XS record with identifier 0003: 78° Celsius (172.4 Fahrenheit).
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7.5 Master records

7.5.1 Upload of individual master records

Reference Manual

The terminal transmits the following data record after request from the computer with an Y8

record.
GID Group address
DID Device address
ON/OFF | Operating mode
Y Record type
0 Record type modification
n ID no., variable length, 5 to 20 digits
Default: 7 digits
n
n Content of the individual master record

Topic

5.51

Individual master record

5.5.2

Request individual master record

7.5.2 Upload of pseudo master record

B-Client HR40

The terminal transmits the following data record after request from the computer with an Y8
record with the pseudo number 99...99.

GID Group address
DID Device address
ON/OFF | Operating mode
Y Record type
0 Record type modification
9 Pseudo no. variable length, 5 to 20 digits
Default: 7 digits. 9 Only cipher 9 permitted!

9
n Content of the pseudo master record

Topic

5.5.4

Pseudo master record

555

Request pseudo master record
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7.5.3 End of upload of individual/pseudo master record

The following data record marks the end of the upload of individual/pseudo master records
and will be transmitted by the terminal to the computer as an end identification.

GID Group address
DID Device address

ON/OFF | Operating mode

Y Record type

9 Record type modification
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7.6 Parameter upload/download

7.6.1 Parameter upload record

The terminal transmits the following data record after request from the computer with a >8
record.

GID Group address
DID Device address
ON/OFF | Operating mode

> Record type
3 Record type modification, see following description.
n Block identification of the requested parameter record.
n
n
n Parameters depending on the request.
n

S

6.1 >8 record

3 Data records and parameters

7.6.2 End of parameter upload

The following data record marks the end of a parameter upload and will be transmitted by
the terminal to the computer as an end identification.

GID Group address
DID Device address

ON/OFF | Operating mode

> Record type

9 Record type modification
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7.71
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Dialog records (G dialog)

The requirements on a data exchange between a terminal and a superior evaluation system
are various. This is true not only for the number of input steps but also for the texts and
information to be displayed at the terminal. The static booking procedure can, therefore, not
always cover all requirements.

For this reason, self-defined booking sequences can be generated by the user by use of so-
called G dialogs. G dialogs base on special kinds of data records, containing the record type
G. These data records are linked to function keys with the corresponding parameter settings.
They allow a question and answer communication with the host.

If a function key has been defined as dialog key, all user inputs are performed in a dialog with
the host (G dialog). The host will decide dynamically whether and what inputs are required
and which information must be displayed for the user.

This extends the design options of the user dialog significantly.

Terminal settings for G dialog

The following settings must take place before G dialog records can be used:
e the desired function key must be defined as a dialog key.

e record type and record type modification must be assigned to the function key using the
single function blocks.

e the terminal must be in the "Online" operating mode.

-

3.10.30 Function key as dialog key
3.10.25 Single function blocks
5.2.3 Switch over the operating mode
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7.7.2
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G dialog procedure

The G dialog is started by pressing a function key at the terminal. The terminal sends a G8
record (dialog request) containing the record type and record type modification set for the
function key.

After receiving the G8 record, the host will send the first GO record (dialog mask) to the
terminal. The GO record contains information on:

e the input value (type, number of characters, from which position, etc.)
e the reader type to be used (bar code, keyboard, etc.)

e entry, info and user guidance texts.

The terminal responds to the GO request of the host by sending a G1 record (dialog input).
The recorded input data are transmitted to the host according to the format specifications of
the GO record.

After evaluating the data, the host will decide whether further entries are required and, if
necessary, send more requests to the host in the form of GO records.

The dialog can be terminated either by the terminal or the host by sending the G9 record. The
host will end the dialog if no more input steps are active or errors occur in the dialog. The
terminal will end the dialog, for example, after the dialog key is pressed again by the user or
after a time-out, etc.
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7.7.3 G dialog example

Terminal (sample picture)

Action

Select function

Enter badge

Enter presence reason

Finishing the booking

040500544 - 08/2024

G8 (Start)

G0 (Request)

|

G1 (Data)

G0 (Request)
<——

e

G1 (Data)

G9 (End)

Data records terminal to host

Host

-

Function block

Start the G dialog

 Step 1: Enter badge

Send request record ‘

Data evaluation

Step 2: Enter presence reason

Send request record

Data evaluation

further G dialog steps...

Step x: End of G dialog

Send the end record with mask

text or error text

B-Client HR40 213



Data records terminal to host

7.7.4 Dialog request

Reference Manual

If a function key is defined as dialog key and the dialog is not blocked, the terminal will
transmit the following data record to the computer after the function key has been touched.

After that, the terminal expects a GO-record from the host computer.

GID
DID
ON/OFF

Group address
Device address

Operating mode

G
8

Record type

Record type modification

n

n

Content: RT/RTM of the operated function key;

see following description

Q)
Q)
(@
©
)
)

Identifier for user language

Only if set as parameter.

Content: RT/RTM of the operated function key

The content is defined by the "Content of G8-record" parameter. It is either "G8" or the RT/

RTM of the function key which has started the dialog request.

The RT/RTM of the function keys are defined by the parameters "record type" and "record
type modification".

Identifier for user language

This tag contains the predefined or user chosen language. The tag will be transmitted only if
the parameter "User language in data record” is set. The tag consists of the following parts:

¢ Language (l = Language)

e Country (c= Country)

e Version (v=Version)

Topic

5.2.1

Block/release dialog

7.7.5

GO record

3.10.25

Record type/Record type modification

3.9.8.2

User language in data record

214 B-Client HR40
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7.7.5
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Dialog mask

The terminal expects the following data record from the computer after a dialog request by
means of the G8 record. The following data record can also be transmitted to the terminal
without a dialog request. The dialog mask defines which inputs are required. The entered user
information appears on the display.

The entries are transmitted from the terminal to the computer by means of a G1 record. After
that it is either possible to transmit another GO record or a G9 record to the terminal.

GID Group address
DID Device address
ON/OFF | Operating mode

G Record type
0 Record type modification
n Keyboard entry; see following description
n Input unit; see following description
n Display badge content; see following description
n From digit with badge input;
n see following description
n Number of digits;
n see following description
n Position in the user information used for default value
n (00: no specification)
n Type of the input field; see following description
n Display of user information; see following description
n User information (40 digits max.)
n Extended user information (160 characters max.)

B-Client HR40 215



Data records terminal to host

216

B-Client HR40

Reference Manual

Keyboard/list input

This entry defines if a keyboard input is necessary.

Entry Meaning

0 No keyboard input

1 Numeric keyboard input
No alphanumeric default values are allowed here. If alphanumeric
default values are specified, an O1 error record will be generated.

2 Alphanumeric keyboard input

6 List input

7 Dynamic list input
Dynamic list via HTTP. The URL for the list is specified in the "Enhanced
user information”.

8 Dynamic list via HTTP. Time in the parameter
"AutoConfirmationTimeout" is taken into account.
Once the specified time has elapsed, the entered value is confirmed
automatically. For dynamic lists see also chapter [» 7.7.8].
The URL for the list is specified in the "Enhanced user information”.

Input unit

This entry defines if a reader input is necessary.

Entry Meaning

0 No reader input

1or?2 Reader 1 (for biometric reader no alternative reader permitted).
3 Reader 2 (optional)

4 Reader 1 biometric or alternative RFID reader

Display badge contents

This entry defines if the badge contents is displayed. The range limited by the entries "From

digit with badge input" and "Number of digits" is displayed. The displayed data must be
confirmed with the "OK" key.

Entry

Meaning

0

Do not display badge content

1

Display badge content

-
7.7.4 G8 record
7.7.6 G1record
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From digit with badge input

This entry defines from which digit the badge contents is entered into the G1 record. If the
badge contents shall be entered from the first digit, from digit with badge input must be set
to 01.

Number of digits

For a badge input, this entry is used to define how many digits (01 to 40) of the read badge
contents have to be entered into the G1 record. The G1record has then a "6" as an identifier in
the information byte, i.e. G16xx...

For a keyboard input, this entry defines how many digits (01 to 40) must be entered and then
written into the G1record. If the number of digits specified here is >00, first the data are
entered completely until the number of digits is reached and the entry is confirmed with
"Enter".After that, the entered data are applied and transmitted to the G1record. The G1
record has then a "1" as an identifier in the information byte, i.e. G11xx...

The entry 00 causes that the first key press is entered into the G1 record and immediately
transmitted to the computer. Each key press generates a G14 record with the additional
contents of the corresponding key, for example G141, G142, G14A, G14B, etc.

Possible values:
e 01to 40 (badge input)
e 01to 40 (keypad input)

e 00: the first operated key will be entered into the G1-record and transmitted directly to
the host. The entry must be confirmed with the "Enter" key.

Position within the user information used for default value

This parameter defines from which digit the characters of the user information will be entered
as a default value into the input field.

Possible values:
e 01to 40
e 00: no default.
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Type of input field

Entry in the "keyboard input" field determines the type of the entry. This can be:
e via list selection (static or dynamic)

e via keyboard.

If the entry type "Lists" has been set, the desired list 1-15 can be selected here by entering 1-
F.

If the entry type "Keyboard" has been set, the keyboard input can be specified here. At the
beginning of the input, the cursor is positioned at the left. With each input, the cursor moves
one digit to the right. When the input field is filled, the cursor is positioned at the rightmost
digit.

If "Rolling keyboard input” has been set, the additionally entered characters are rolled through
the display from right to left, see the following example a1. If fewer digits are entered as
defined via "Number of digits",

- for numeric input: zeros or
- for alphanumeric input: blanks (20hex)
are entered into the G1record as leading digits.

If "Fixed keyboard input” has been set, the cursor is also located on the left-hand side at the
beginning of the input. With each input, the cursor moves one digit to the right. If other
characters are entered, the right-hand character will be overwritten with the new character.

If fewer characters are entered than defined in the "Number of digits", an input error is
displayed.

The following input options can be set:

Entry Meaning

0 Rolling keyboard input;

The characters entered are displayed

1 Fixed keyboard input;

The characters entered are displayed

20r4 Rolling keyboard input; hidden input.

The characters are displayed according to the Android setting
in the parameter "Location & Security Settings: Visible
Password".

3orb Fixed keyboard input; hidden input.

The characters are displayed according to the Android setting
in the parameter "Location & Security Settings: Visible
Password".

The following parameters affect the input:
e From digit

e Number of digits

e Type of input: rolling or fixed

e Default value defined or not defined

See the following display examples:
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a) without default value, the maximum number of input digits reached.

Parameter

Representation

al)

Number of digits: 05

Type of the input field: 0 =
- rolling representation

- characters visible

123 45
Representation of other characters:
< ‘.
23456

The characters are rolled through the
display from right to left.

a2)

Number of digits: 05
Type of the input field: 1=
- fix representation

- characters visible

123 45
Representation of other characters:

12 3 4(6

The character on the right-hand side is
overwritten with a new value.
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GO0 parameter record for the following display examples with a default value.

GID Group address
DID Device address
.;space;, Operatmgmgde
G Record type
0 Record type modification
1 Keyboard entry: Numeric
0 Input unit: No reader
1 Display badge content: Yes
0
1 | From digit: 01
0
6 ----------------- Number of digits: 06
0 Position in the user information used for default value.
9 Value
0-3 Typ4;f the input field; see examples
0 %ay of user information: No acoustic signal
1
2
3
4

User information. Text:
"Weight:<space>10."

Explanation:
e From digit 01
e 6-digit input

e Default value: from digit 9 of the user information

e Type of the input field: see the following examples

e Default value is the text "10."

Thus, these are already 3 digits of the total 6-digit input.
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Display examples

b) With a default value for input of weight data.

Parameter Representation
b1)

Number of digits: 06 Wel ht, 10. 123

Type of the input field: 0=

- rolling representation ! A J B '

- characters visible

User information in the data

record:

Weight:<blank> (=A) Representation of other characters:

From digit 9 of the user <:
information
= default value: 10. . h . O 1 234
Entered values: =B We I 9 t-I °
l | |
A B

The characters are rolled through the
display from right to left.

Ziinberofdigits; 06 |We|9 ht:l] O. 1 23'

Type of the input field: 1=

- fix representation ﬂ
- characters visible B

User information in the data
record:

Weight:<blank> (=A)

From digt 9 of the user |Weig ht:|1 0.1 2

Representation of other characters:

information

= default value: 10. | 1

Entered values: =B A B

The character on the right-hand side is
overwritten with a new value.
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This entry defines, if the user information is displayed with an additional acoustic signal.

Entry Meaning

0 No acoustic signal

1 User information with alternating acoustic
signal.

2 User information with constant acoustic
signal.

User information

Displaying of text up to 40 characters.

Extended user information

Additional output of text up to 160 characters in a separate window. When using a browser, a
variable part of the URL to be called can be defined in the extended user information.

This may be used to call web pages user-specifically via the badge input.

Topic

7.7.8

Dynamic lists
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7.7.6 Dialog input

The terminal transmits the following data record to the computer after a GO record has been
received and when the required data has been entered. Afterwards, another GO record or a
G9 record can be transmitted to the terminal.

GID Group address
DID Device address
ON/OFF Operating mode
G Record type
1 Record type modification
n Information byte
see following description
n Input data
n
Entry Meaning Input data in G1 record
0 Input was aborted with "C" key No input data
1 Input was completed with "E" key In accordance to user input
2 Key "->" was operated No input data
3 Key "<-" was operated No input data
4 Numeric key was operated Cipher of the operated key
5 Operation timeout expired In accordance to user input
6 Reader input In accordance to user input

The entries 2, 3 and 4 can only appear if keyboard input with number of digits = 00 has been
set in the terminal with a GO record.

-

7.7.5 GO record
7.7.7 G9 record
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The following data record signals the end of the dialog. This data record must be transmitted
to the terminal after the end of the dialog to perform an end identification. The entered user
information is displayed. If no user information is entered, the internal booking response
"Dialog end" is displayed.

GID Group address
DID Device address
ON/OFF | Operating mode
G Record type
9 Record type modification
n User information (120 characters max.)
n
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7.7.8 G dialog including dynamic lists

Dynamic lists in tabular form make data selection at the terminal easier for the person
booking. After pressing a function key, the corresponding function key function will start
a G dialog. In this G dialog, the HTTP address of the desired list is communicated to the
terminal.

The labeling and the on-screen display can be edited by using an editor in the B-COMM
communication software. Alternatively, the display can also be adjusted at the terminal via
entries in the .ini files. All possible parameters and their settings are listed below by means of
an exemplary list.

1. Overview of the definition and parameter files involved

Appearance and properties
File interface.ini
Section [Table_Template_nnn]

Background and headline
File interface.ini

: . Ind ord b i i
Section [SurfaceDesign] ndex rder number Status information ITage
001 AN 32-33256 Reversed Q
Text definition 00
File text.ini 003 AN 33-25584 Completed O
Section [Table_Template_nnn]
= 005 AN 33-55887 Error @
Reference to images
00 8
File interface.ini i T Bl ®

Section [Table_Images]

Memory location for images
“images” directory in the path
data/data/com kaba.apps/ba/files

2. Definition of a [Table_Template_nnn] section in the interface.ini file

A [Table_Template_nnn] section contains all parameters for the appearance and properties
of a dynamic list. The extension "nnn" must be the same as the extension of the list the
template is to belong to.

Example:
[Table_Template_002] for list <List name>.002.

If different lists must have the same appearance, they can be linked to the same section via
the extension.

Example:
[Table_Template_002] for list <List name1>.002.
[Table_Template_002] for list <List name2>.002.

In the delivery state, one [Table_Template_999] section is provided in the interface.ini file.
This section serves as default table definition for internal lists, e. g. selection list for official
absence.

The [Table_Template_999] section can also be copied and renamed and thus used as
template for customized definitions.
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A customized table definition must be generated as a section named [Table_Template_001]
to [Table_Template_020]. This allows a maximum of 20 different customized tables to be
defined.

Section 7 of this chapter contains an example table with numbering. On the basis of the
assigned numbers in the table, the parameterization of the table can be determined. Further
information on parameters (e.g. colors, alignment and the like) can also be found in chapter
12 "Notes".

The wild cards "nnn" or "nn" in the parameter description must have been assigned the
corresponding numeric extension, e.g. 001 or 03.

Parameterization takes place as follows.

File interface.ini, section [Table_Template_nnn]

Parameter Meaning

[Table_Template_nnn] Name of the template section. The numeric extension (nnn)
must be the same as the extension of the list the template
is to belong to.

Template_Name_de= Name of the template, also language-dependent. The entry

is for overview only and can also be omitted.
Template_Name_en=

Input_Column= Indication of the column for data transfer. Data entered in
the defined column is transferred to the registration record.
The possible value depends on the defined number of

columns.

Number_Of_Rows= Indicates how many rows are to be displayed at the same
time (no. 6).

Selection_Type= Indicates how many rows can be selected simultaneously
(no. 8).

Possible values:
e none (no selection possible)
e single (one row possible)

e multi (several rows possible).

Auto_Confirmation_Timeout= | Indicates the time in seconds after which the list is hidden

again.
Col_Lines= Row width between the individual columns in pixels (no. 7).
Row_ColorBackground_A= Background color of the even-numbered table rows (no. 5).
Row_ColorForeground_A= Foreground color of the even-numbered table rows (no. 5a).
Row_ColorBackground_B= Background color of the odd-numbered table rows (no. 4).
Row_ColorForeground_B= Foreground color of the odd-numbered table rows (no. 4a).
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Parameter Meaning

Row_ColorBackgroundHeader= Background color of the header (no. 3).
Row_ColorForegroundHeader= Foreground color of the header (no. 3a).
Row_ColorCurrentSelection= Color of the selection bar (no. 8).

Col_Width_nn= Width of table column nn in pixels. If several table

columns are to be displayed, the total width of all
table columns must be adjusted to the display width.

Col_Visible_nn= The parameter indicates whether the table column is
to be visible or not (nos. 2a-2e).

true=visible

false = not visible

Col_Alignment_nn= The parameter indicates how the contents of the
table column are to be aligned. Possible values:

left = left justified (no. 9)
center = centered (no. 10)

right = right justified.

Col_Type_nn= The parameter indicates which content is displayed
in the table column. Possible values:

text = Text is displayed. Default value (e.g. no. 9)
image = Graphics are displayed (no. 11)

For text to be displayed, the parameter need not be
defined (default setting).
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3. Definition of the background and of the dialog text format in the [SurfaceDesign] section
of the interface.ini file.

dormakaba Terminal 96 00-K7

For dialog with the operator, 2 info text lines and 1 line for error texts can be defined. If the
contents of the info text line 1 are too long to be displayed, the info text line 2 containing the
established parameter settings is displayed automatically.

The definition is carried out in the interface.ini file using several parameters. Further
information on parameters (e. g. colors, alignment and the like) can also be found in chapter
12 "Notes".

The line for error texts is shown in the foreground above the info text line(s) for a brief period
and then automatically hidden again.

When using this parameters in a dormakaba Terminal 98 00-K7, only the 1st info text lines will
be used.

Parameterization takes place as follows.

File interface.ini, section [SurfaceDesign]

Parameter Meaning

TableBackgroundColor= The parameter defines the background color of the list
display (no. 13).

TableIinfoColor= The parameter defines the color of the display box of
the info text (no. 12).

TablelnfoFontColor= The parameter defines the color of the font of the info
text (no. 1).

TablelnfoFont= The parameter defines the font of the info text (no. 1).

TableIinfoAlignment= The parameter defines the horizontal alignment of the
display box.

TablelnfoAlignmentV= The parameter defines the vertical alignment of the
display box.

TableErrorColor= As above for error display box.

TableErrorFontColor= As above for error text.

TableErrorFont= As above for error text.

TableErrorAlignment= As above for error display box.

TableErrorAlignmentV= As above for error display box.
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4. Definition of the column headings in the [Table_Template_nnn] section of the text.ini file.

The column headings are placed template-dependent in the /data/data/com.kaba.apps/hr/
files/init/text.ini file. This means that for different templates it is also possible to define
different column headings. The column headings can also be generated language-dependent
by adding a language identification.

Parameterization takes place as follows.

File text.ini, section [Table_Template_nnn]

Parameter Meaning

[Table_Template_nnn] Name of the template section. The numeric extension
(nnn) must be the same as the extension of the list the
template is to belong to.

Col_Caption_nn_de= Heading for table column nn with language
identification. The numeric extension (nn) makes
reference to the table column the heading is to belong
Col_Caption_nn_fr= to (2a-2e).

Col_Caption_nn_en=

5. References to graphics in the [Table_Images] section of the interface.ini file..

If graphics are also to be displayed in the list, they must be indicated in the [Table_Images]
section of the interface.ini file.

Which graphic will be displayed, is controlled via the information in the list.

To display the graphics in a table column, the value for the parameter Col_Type_nn must be
set to "image”, e.g. Col_Type_05=image.

Parameterization takes place as follows.

File interface.ini, section [Table_Images]

Parameter Meaning

[Table_Images] Name of the graphics section.

Image<n>=<Dateiname.png> Reference to graphics with filename (no.11). The numeric
extension (n) must be same as the extension in the
variable name in the list file.

The name (Image) can be defined freely. The image
name given here is just an example.

6. Placing graphics in the "images" folder in the data/data/com.kaba.apps/ba/files/images
directory.

If graphics are also to be displayed in the list, they must be placed in the graphics folder in
the format <filename>.png. The graphics displayed from this pool are those that are indicated
by the definition in the list (see section 10). The size (visible dimension and file size) of the
individual graphic file must have been adjusted to the display size or the disk space. For
reasons of performance, the file size must be kept as small as possible.
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7. Example configuration plus display example

The following list definition creates a list having the following properties.
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The numbers (in red) refer to the explanations in the parameter descriptions.

AN 32-66574 Completed

m AN 33-25584 Completed ®* |

m-__

AN 35-25687 Completed

‘_

Example definition for previous list.
a) File interface.ini, section [Table_Template 002]

[Table Template 002]

Template Name de=Beispiel
Template Name en=Example

Input Column=

Number Of Rows=7

Selection Type=single

Auto Confirmation Timeout=

Col Lines=1

Row ColorBackground A=gray

Row ColorForeground A=white

Row ColorBackground B=lightgray

Row ColorForeground B=black

Row ColorBackgroundHeader=yellow

Row ColorForegroundHeader=gray

Row ColorCurrentSelection=blue

Col Width 01=60

Col Visible 0l=true

Col Alignment Ol=left

Col Width 02=156

Col Visible 02=true

Col Alignment 02=center

Col Width 03=130

Col Visible 03=false ###see note 1 below 1###

Col Alignment 03=left

Col Width 04=170

Col Visible 0O4=true

Col Alignment Od=left

Col Width 05=96

Col Visible 05=true

Col Alignment 05=left

Col Type 05=image ###see note 2 below#i#

Note 1: column 3 is not to be displayed.
Note 2: column 5 contains graphics.
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Example definition for previous list.

b) File interface.ini, section [SurfaceDesign]
[SurfaceDesign]

TableBackgroundColor=0 0 0 255

TableInfoColor=192 192 192 255

TableInfoFontColor=255 255 255 255

TableInfoFont=SansSerif PLAIN 22

TableInfoAlignment=left

TableInfoAlignmentV=center

TableErrorColor=255 0 0 255

TableErrorFontColor=255 255 255 255

TableErrorFont=SansSerif PLAIN 22

TableFErrorAlignment=center

TableErrorAlignmentV=center

Example definition for previous list.

c) File interface.ini, section [Table_Images]
[Table Images]

Imagel=bullet rot.png

Image?=bullet gruen.png

Image3=bullet blau.png

Imaged=bullet gelb.png

Example definition for previous list.

d) File text.ini, section [Table_Template_002]
[Table Template 002]

Col Caption 01 de=Lfd. Nr.

Col Caption 01 en=Index

Col Caption 02 de=Auftragsnummer

Col Caption 02 en=0Order number

Col Caption 03 de=Schliissel ##i#see note 1 below#i##

Col Caption 03 en=Key ###see note 1 below ###

Col Caption 04 de=Statusinformation

Col Caption 04 en=Status information

Col Caption 05 de=Grafik

Col Caption 05 en=Image

Note 1: column 3 is not to be displayed.

Example definition for previous list.
e) "images" directory in the path data/data/com.kaba.apps/ba/files/images.
bullet blau.png

bullet gelb.png

bullet gruen.png

bullet rot.png
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8. Parameterization in the function key functions download data record

Parameter Meaning

Block identifier The block identification defines the function key that must
start the G dialog.

Operating mode 6, 2. byte The parameter must be set to 1, in order to activate the

Activate dialog mode dialog mode for the indicated function key.

B

3.10.34 Download record Function key functions

9. Checking whether the dialog has been enabled

Dialogs can be disabled and enabled via a download data record. To display a dynamic list
via a function key, the "Dialog" function must have been enabled.

I

5.2.1 Download record Dialog block/release
To display:
At the terminal Host
Action Function block
G8 (Start
Press the function key |:(a:>) Start G dialog

Dynamic list is displayed GO (Dialog

mask) Send dialog mask data record

containing the list definition
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Example: GO data record dialog window for displaying a dynamic list:

GID Group address
DID Device