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5.1 Creating Additional Construction Keys

The locks must be carefully programmed so that the correct keys open them. Until all of your locks are
programmed, you and your staff — along with any vendors, such as construction workers and painters —
will need an alternate method for gaining access into common access areas, suites and units. During this
time, you will need Construction keys.

Construction keys can ONLY be used on locks that have not yet been programmed — whether unit, suite
or common access locks. As soon as a lock is programmed, a Construction key will no longer open it.

While construction on your property is still in progress, Construction keys can be used as Master keys for
you and your staff to gain access into areas where locks have already been installed. These keys can
also be given to any vendors who need access to certain areas in order to complete their work on your

property.

Your SAM RF System came with a certain number of preprogrammed construction keys. If you do not
have a sufficient number of construction keys, you may opt to create more.

Note: It is strongly recommended that you limit the number of Construction keys for your property.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Key Encoder
and Utility Device”).

2. To create additional Construction [ security Access _alxl
keys, click on the Keys menu at the
top of the window or the Keys icon.

3. Point to Create, then select

Construction Key. Keys

Reesident Key...
Read. .. Zone Key...
Master Key, ..

Inhibit Resident Key...
Inihibit Zone Key. ..
Inhibit Master Key...

LatchfUnLatch Key. .,

Construction Key

Limited Use Key
Diagnostics Key
EBiattery Check Key
Guard Check Key
Emergency Key
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Creating Additional Construction Keys (continued)

4. Atthe Create Construction Key PC dialog box, click

the button to the right of the box to assign a
Construction key to a staff member. (This button
has a hand pointing to the right.)

5. Click the open circle next to Staff and click OK.

Note: Construction keys can be given to either staff or vendors, but can only

be assigned to staff.

6. At the Staff List PC dialog box, simply B A—

The Key |z Azzigned To:

<Select a Key Uzer> I}':

HOME (m

x Cancel ‘

Keys Made Thiz Session: 0

Select User Type

click on the name of the person to Ca NS [IFNans THl |
receive this key and click Select. ADMIN css %
CARLSON ANNITA,
MATHEWS ROGER
PETERSON RYA&N z
RICHTER DAN A
SMITH JANE z

© SAFLOK
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Creating Additional Construction Keys (continued)

7. Atthe Create Construction Key PC dialog Create Construction Key

box, the name of the person you selected
will appear. Place a key in the electronic

key encoder now and click OK. }
The Key Iz Azzigned To:

ADMIM. TS5 =
STAFF 1]

o OK | X Cancel |

Keys Made This Seszion: 0

Note: You must keep the key in the electronic key encoder base while the key image spins on the PC
screen.

8. The PC dialog box will display, “The write operation was successful!” The key is now encoded. Click
OK, and then remove the key from the electronic key encoder base.

9. The screen will return to the Create Construction Key PC dialog box. If you wish to create additional
construction keys, click the button to the right of the box. (This button has a hand pointing to the
right.) Follow the procedures previously described.

Note: It is recommended that you limit the number of Construction keys to only those individuals who

absolutely need keys. The use of Construction keys are not stored in the lock’'s memory. When locks are
in the construction mode, they cannot be audited.
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5.2 Creating Master Keys

After a lock is programmed, a Construction key will no longer provide lock access. You must create
Master keys to open any programmed lock on your property, including unit, suite and common access
area locks. Master keys are strictly for you and your staff. They are not to be given to residents or even
vendors who need access to a number of areas on your property.

Note: Electronic Construction keys can be re-encoded to create new keys.

Note: Not all properties have the option to make Master keys. The option to create a Master key is not
available on the software installed at those properties.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

| # Security Access Manager SMITH, JOHN O is logged on -1 x|
| File Keys Utility Device Management Reparts Help

2. To create additional Master keys,
click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select Master

Key. Keys

Resident Key...
2 K

Inhibit Resident Key. ..
Inhibit Zone Key. ..
Inhibit Master Key...

LatchfUnLatch Key, .,

Conskruction Key
Limited Use Key
Diagnostics Key
EBiattery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Master Key PC dialog

box, select the New Key option if this

is the first Master key. © New Key O Dupiicate Key

Start Hour: | 12-00 am
The Key |z Assigned Tao:

<Select a Key Userr
NONE [a

Stop Hour: 12:00 AM

ey Expires
o 0K | x Carea] | zwpiration Date: | gg 0222005 ﬂ
Keys Made This Session: 0
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Creating Master Keys (continued)

5. The default settings for master keys
assign each key for a full 24 hours
each day with no expiration date.

You may leave the settings if they
meet your requirements. However, if
you wish to limit the number of hours
per day the key will provide access or
assign an expiration date, you can do
so now. To assign operational times
— during the time a new hire is on

(%) New Key (O Duplicate key
Start Hour:
The Key |z Aszsigned To:
<Select a Key User: Stop Hour:

NOME a
ol Key Expires

W OK | x Cancel |

Keys Made This Session: 0

= wpiration D ate:

93

Create Master Key

12:00 A

12:00 A

08/03/2005 |

probation, for example — adjust the start and stop hours on the PC dialog box. To assign an expiration
date, click the open box next to Key Expires. A Date field will appear beneath these words. Enter the
desired key expiration date in the Date field.

6. Now, you must name the person to whom you wish to assign the key in the box under the words,
“The Key Is Assigned To.” Click the button to the right of the box. (This button has a hand pointing to
the right.) This will display the Select User Type PC dialog box.

Note: Master keys can only be assigned to staff members.

Select User Type

7. Click the open circle next to Staff and click OK.

8. Atthe Staff List PC dialog box, any staff
members you previously entered into the
system will be listed in this box. Simply
click on the name of the person to receive
this key and click Select.

© SAFLOK
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€ BESIDEN

STAFF LIST :

Last Name I First Name i Ml I
ADMIN CSS bd
CARLSON ANNITA

MATHEWS ROGER

PETERSON RYAN 2
RICHTER DaN A
SMITH JANE &
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Creating Master Keys (continued)

9. Back at the Create Master Key PC

dialog box, the name of the
person you selected will appear in O NewK O Dupicack
w ew ke uphcate ke
the box under the words, “The i’ plealE ey Start Hour: (13,50 07
Key Is Assigned To.” The Key Is Assigned To:
ADMIN, C55 I?: Stop Hour: | 1200 &M
10. When you are satisfied with the STAFF m [7] Key Exires
settings for this key, insert a key |—| et .
N ! i oK. C | zxpiration Date: | ng /03,2005 ﬂ
into the encoder and click OK. e : X —— |
Keyz: Made Thiz Session: O

— Note: You must keep the key in the electronic key encoder base while the key image
-l‘g* spins on the PC screen.

Note: Whenever you select the New Key option, a Lotdl)

Warning PC dialog box will appear, indicating that
creating a new key will cancel any other keys of @ WARNING: Creating a MEW key will cancel
the same type. If this is the first key of this type you arg;“;ﬁﬁi:ﬁ{; gfum:zﬁ"eﬂe'

are creating, click Yes to proceed. Otherwise, click ’ '

No to return to the Create Master Key PC dialog
box and select the Duplicate Key option.

S |

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

F |
Note: You must keep the USB cable
connected between the electronic key

encoder base and the PC while the © New

. . 00 Akd
key Image Splns on the PC screen. The Key |z Assi @ The write operation was suc_cessful!
The PC screen will display, “The write ADMIN, CS5 % The Key D for this key is 1. 00 £M
operation was successful!” STAFF

Keyz Made Thiz Sesgion: 0
The Key ID for this key is 1.
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Creating Master Keys (continued)

screen message to create
additional keys. Follow the

procedure described above to O Newkey @ Duplicate Key Sathon o

continue creating duplicate keys. T Fey (b Casim To :
<Select a Key Users e Stop Hour: | 1200 am
NONE ]

[ Key Expires

x Cancel |

Keyz Made Thiz Seszion: 1

The SAM RF System designates every new key created as Key ID 1. Each subsequent key you create as
a duplicate key will be designated Key ID 2, Key ID 3, etc. — up to Key ID 64. Carefully assigning key IDs
will increase the level of security the SAM RF System provides — allowing you to know exactly who has
which keys and helping you make sure that any lost or stolen keys no longer provide access.

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.
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5.3 Creating Additional Duplicate Master Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

2. To create additional Master keys, | # security Access Manager =1l
C||Ck on the KeyS menu at the tOp Of Flle Keys Utlty Device Management Reports Help
the window or the Keys icon.

3. Point to Create, then select Master
Key. Keys

Resident Key...
Zone Key. ..

Inhibit Resident Key. ..
Inhibit Zone Key...
Inhibit Master Key...

LakchfUnLatch Key...

Conskruckion Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

Create Master Key

4. Atthe Create Master Key PC dialog box, it
is important to accept (i.e., do not change)

N ! ) New Kep (=) Duplicate Key
the default setting of Duplicate Key _ Stat Hour: [12:00 aM
. . . The Key |z Assigned To:
because this will NOT be the first master <Selent a Key Users n | StonHou 1200 am
key you are creating. NONE ) i

Key Expires

Sk | X cerce | Zwpiration Date: [ 03/03/2005 |

Keys Made This Session: 0

5. If you wish to limit the number of hours per day that this key will provide access, you can do so now.
To assign an expiration date — during the time a new hire is on probation, for example — click the
open box next to Key Expires. A Date field will appear beneath these words. Simply enter an
appropriate date in the Date field.

6. At this point, refer to the previous section to continue duplicating Master keys, starting with Step 7.
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5.4 Creating Emergency Keys

Emergency keys are programmed to open any lock on your property, including unit, suite and common
access area locks. They are strictly for you, your local fire department, or other select emergency
personnel.

Note: Not all properties have the option to make Emergency keys. The option to create an Emergency
key is not available on the software installed at those properties.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. TO Create add|t|ona| Emergency ;ﬁSecurity Access anager SMITH, JOHN 1) is logged on =10l x|
keyS, Clle on the KeyS menu at the | File Keys Utility Device Management Reports Help
top of the window or the Keys icon.

3. Point to Create, then select

Emergency Key. Keys

Resident Key...
Zone Key. ..
Master Key...

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key...

LatchfUnLatch Key...

Zanstruction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emerag; v Key

4. Atthe Create Emergency Key PC dialog

box, select the New Key option if this is the et et
first emergency key you create. Emergency © New Key
keys provide 24-hour access to all unit, The Kew Is Assigned Tor
suite, and common access locks. el oy W ol
Emergency keys do not have expiration NOKE o
dateS ,Wl x Cancel |
Keys Made Thiz Session: 0

5. Click the button to the right of the box. (This
button has a hand pointing to the right.)
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Creating Emergency Keys (continued)

6. Click the open circle next to Staff and click OK.

Note: Emergency keys can only be assigned to staff members. T

" BE

= WENDIIH

CZK | % concel|

7. Atthe Staff List PC dialog box, simply - Uy

click on the name of the person to

receive this key and click Select. Any ;g::]:fme | E"sss‘”am I ::' I

staff members you previously entered CARLSON ANNITA

into the system will be listed in this box. MATHEWS ROGER
PETERSON RYAN z
RICHTER DAN A
SMITH JANE z

=i Select I

8. Back at the Create Emergency Key PC

dialog box, the name of the person you

selected will appear in the box under the © New Key © Duplicale Key
WOI‘dS, “The Key IS ASSigned TO." The Key | Azzigned Tao:
ADMIN, C55 = @
9. When you are satisfied with the settings STAFF m
for this key, insert a key into the encoder TZOK | X carcel |
and CI|Ck OK Keys Made This Session: 1
— Note: You must keep the key in the electronic key encoder base while the key image
"1!!:!!* spins on the PC screen.

Note: Whenever you select the New Key option, a bl
Warning PC dialog box will appear, indicating that
creating a new key will cancel any other keys of WARNING: Creating a MEW key will cancel
the same type. If this is the first key of this type @ any current keys of this bpe!

you are creating, click Yes to proceed. Otherwise, Dl o e lio aailiiL ey

click No to return to the Create Emergency Key
PC dialog box and select the Duplicate Key
option.

ST
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Creating Emergency Keys (continued)

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you

insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was

successful! The Key ID for this key is 1.”

Note: The SAM RF System designates [ . -
every new key created as Key ID 1. Ke'_,‘;m'ﬁiiw P

Each subsequent key you create as a © New

dup”cate key will be deSignated Key ID The wiite operation was successful

2, Key ID 3, etc. — up to Key ID 64. Theferlsdssia @ The Kep 1D For this key is 1.

Carefully assigning key IDs will increase
the level of security the SAM RF System
provides — allowing you to know exactly
who has which keys and helping you
make sure that any lost or stolen keys
no longer provide access.

10. Click OK on the PC dialog box screen
message to create additional keys. Follow
the procedure described above to continue
creating duplicate keys.

STAFF

Keys Made This Session: 0

The Key ID for this key iz 1.

Create Emergency Key

) New Key (%) Duplicate Key
The Key |z Azsigned Ta:
<Select a Key User> =i
MOME [0
o 0K | X Cancel |
Keys Made This Session: 1

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect

each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.

© SAFLOK
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Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. To create additional Emergency
keys, click on the Keys menu at the
top of the window or the Keys icon.

3. Point to Create, then select
Emergency Key.

Keys

Resident Key...
Zone Key. ..
Master Key...

Inhibit Resident kKey,..
Inhibit Zone Key...
Inhibit Master key...

LakchfUnLatch Key...

Construction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emerag;

Create Emergency Key

4. Atthe Create Emergency Key PC dialog box, it
is important to accept (i.e., do not change) the
default setting of Duplicate Key because this '® [l
will not be the first master key you are creating.

The Key |5 Assigned Ta:

|<Select a ke Usery =

MOME 0

x Cancel

Keys Made This Session: 0

5. At this point, refer to the previous section to continue duplicating Emergency keys, starting with

Step 5.
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Zone keys will open any lock within a specific zone, including common access area locks, unit locks and
suite locks. In other words, they are essentially a Master key for a specific zone. Assuming your property
has zones, you may decide that managers should only have keys for one or more specific zones.

Note: Not all properties have the option to make Zone keys. The option to create a Zone key is not
available on the software installed at those properties.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the
electronic key encoder to create keys.

2. To create additional Zone keys, click on the
Keys menu at the top of the window or the
Keys icon.

3. Point to Create, then select Zone Key.

4. Atthe Create Zone Key PC dialog box, it is
important to select the New Key option if
this will be the first zone key you are
creating. If this is the first zone key you
make, you will see at the top of this PC
dialog box in red letters, “No Keys Have
Been Made.”

5. The default settings for zone keys assign
each key for a full 24 hours each day with no
expiration date. You may leave the settings
if they meet your requirements. However, if
you wish to limit the number of hours per
day the key will provide access or assign an
expiration date, you can do so now. To
assign operational times — during the time a
new hire is on probation, for example —
adjust the start and stop hours on the PC

# Security Access Manager
| Flle Keys Utlity Device Management Reports Help

=1gix|

SMITH, JOHN Q is logged on

Keys

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key...

LatchfUnLatch Key...

Construction Key
Limited Use Key
Diagrostics Key
Battery Check Key
Guard Check Key
Emergency Key

Create Zone Key

(3) New Key () Duplicate Key
Start Hour: X
Zone: [ZaNE 01 3 12:00 &M
Stop Hour: | 92.00 oM
Ky will work in zelected Common Access Lock
[ ke Expires
The Key |z Assigned To:
<Select a Key User> =i
NONE (m
" Ok | x Cancel |
Keys Made This Session: 0

dialog box. To assign an expiration date, click the open box next to Key Expires. A Date field will
appear beneath these words. Enter the desired key expiration date in the Date field.

© SAFLOK
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Creating Zone Keys (continued)

6. Go to the Zone pull-down box and confirm that Cieate Zone Rey
you are creating a key for the appropriate zone. All
zones within your property will appear in the pull-
down box. In fact, the first zone should already be
selected and appear in the box. When you have
selected the desired zone(s), click OK.

(&) New Key

Key will work in

The Key |s Assigned To:
<Select a Key User>

HOME

Zore |ERIENE

102

Mo Keys Have Eeen Made

Start Hour: | 1200 aM
Stop Hour: [12:-00 am

[ Key Expires

L]

X Concol

Keys Made This Session: 0

7. Now you must hame the person to whom you wish to assign the key in
the box under the words, “The Key Is Assigned To.” Click the button to
the right of the box. (This button has a hand pointing to the right.) This
will display the Select User Type PC dialog box.

Note: Zone keys can only be assigned to staff members.

Select User Type

 STAFF
€ AESIDENT

= VENDOR

8. Click the open circle next to Staff and click OK. This  BEEEEEG_——

will take you to the Staff List PC dialog box. Any staff Last Name | Fist Name YN

members you previously entered into the system will | Z2hi5on i %

be listed in th|§ box._S|mpIy cI|ck_on the name of the atlaciold ApaRn .

person to receive this key and click Select. RICHTER DAN A
MITH JaN

© SAFLOK
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Creating Zone Keys (continued)
9. Back at the Create Zone Key PC dialog box, — EEaids]
the name of the person you selected will

MNa Keps Have Been kMade

appear in the box under the words, “The Key © New Key st o (o

Is Assigned To.” You will now confirm the Zane: [Z0NE 02 v 1200
default settings for the common access areas e il merk I sfocte] Conmon s Lock Stop Hour: | 12,00 M
for this zone. These default settings were set [ PoaLT ke Espires

up in the site design process and will not likely 0 PooL2

require any changes. However, you may SEEELS

choose to limit select common access lock(s) | [ggmgmggigg tggi ggl

by a zone key. If so, select the common E{EDMMDNAEEESS LOCK u;}

access locks you wish to assign or unassign (] [COMMON ACCESS LOCK 08] g

the particular key by clicking in the squares T b
next to the inside the common access lock PC  jaowin.cssx

dialog box area. STAFF i)
. e . . o OK | X Cancel |
10. When you are satisfied with the settings for Koys Mado This Sossiom 0
this key, insert a key into the encoder and click
OK.
— Note: You must keep the key in the electronic key encoder base while the key image
"1@;’ spins on the PC screen.

Note: Whenever you select the New Key option, a Warning

PC dialog box will appear, indicating that creating a new key
will cancel any other keys of the same type. If this is the first WARNING: Creating a NEWW key will cancel
key of this type you are creating, click Yes to proceed. @ any cunent keys of this bypel

A N o you wizh to continue?
Otherwise, click No to return to the Create Zone Key PC
dialog box and select the Duplicate Key option.

I

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC

while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful! The KEY ID for this key is 1.”
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Creating Zone Keys (continued)

The SAM RF System designates every new key
created as Key ID 1. Each subsequent key you
create as a duplicate key will be designated Key
ID 2, Key ID 3, etc. — up to Key ID 64. Carefully
assigning key IDs will increase the level of
security the SAM RF System provides — allowing
you to know exactly who has which keys and
helping you make sure that any lost or stolen
keys no longer provide access.

11. Click OK on the PC dialog box screen
message to create additional keys. Follow
the procedure described above to continue
creating zone keys.

104

(*) New Key O Duplicate Key
Zone: [ZONE 02 -

Start Hour: | 1200 ap
Stop Hour: | 1200 ap

The write operation was successfull

The Key D for this keyis 1. plepm il

]
O
O
O
O
O
O

The Key |z Assigned To:
LEA, TiM

STAFF (8)

I |

Keys Made This Session: 0

Create Zone Key

O Mew Key (%) Duplicate Key

Zone: | ZONE 02

Start Hour: | 12.00 am
Stop Hour: | 12.00 aM

[ Key Expires

|

ey will work. in selected Common Access Lock
[] POOLY
[] PoOL2 =
[] POOL3
[ 5Pa
[] [COMMON ACCESS LOCK 05]
[] [COMMON ACCESS LOCK, O8]
[] [COMMON ACCESS LOCK 07]
[] [COMMON ACCESS LOCK. 0] o,

The Key |z Assigned To:
<Select a Key User»

NOME W]

x Cancel |

Keys Made Thiz Session: 2

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect

each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.
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WL 12/20/2007




SAM® RF Operations Manual

Section 5: Keys

5.7 Creating Additional Zone Keys

105

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 5.7 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2 . To Create addlthI’]a' Zone keys’ C“Ck i N Security Access Manager SMITH, JOHN Q) is logged on 5 ;Iglﬂ

on the Keys menu at the top of the
window or the Keys icon.

3. Point to Create, then select Zone
Key.

4. Atthe Create Zone Key PC dialog box, it is
important to accept (i.e., do not change) the
default setting of Duplicate Key because this
will now be a duplicate Zone key.

| File kews Utiity Device Management Reparts  Help

Keys

Resident Key. ..

2o o0
Master Key...

Inhibit Resident Key...
Inhibit Zone kKey...
Inhibit Master Key. ..

LakchiUnLatch Key. ..

Construction Kesy
Limited Use Key
Diagniostics Key
Battery Check Key
Guard Check Key
Emergency Key

Create Zone Key

) Hew Ky @ Duplicate Key
Zore: [Z0NE 1 - Start Hour: | 12 00 ap

Stop Hour | 12.00 aM
Key will wark, in selected Comman Access Lock

[ Key Expires

The Key |z Assigned Ta:
<Select a Key Users

HONE L]

° OK XK Cancel

Keys Made This Session: 0

5. At this point, refer to the previous section to continue duplicating Zone keys until you have enough
keys to give to the appropriate number of staff members. Be sure to assign them as duplicate keys to
create a new key ID for each staff member. Be sure to also choose the appropriate zone for each

person.

© SAFLOK
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5.8 Creating Latch/Unlatch Keys

The latch/unlatch key allows a common access lock to be unlatched and latched. The first time the
latch/unlatch key is used in the lock it will unlatch the lock. When a lock is unlatched, a key is not needed
to open the door. The second time the key is used, it will latch the lock. When the lock is latched, you
must use a valid key to open the lock.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

I “0‘ Security Access Manager SMITH, JOHN Q is logged on =10 5[
| File Kews Utiity Device Management Reports  Help

2. Click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select

Latch/Unlatch Key. A
eys

Resident Key. ..
Zone Key...
Master Key...

Inhibit Resident Key...
Inhibit Zone kKey...
Inhibit Master Key. ..

Construction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check key
Emergency Key

4. Atthe Create Latch/Unlatch PC dialog box, it

is important to select the New Key option if MO AR
this will be the first latch/unlatch key you are
creating. If this is the first latch/unlatch key you e Kol s Te

make, you will see at the top of this PC dialog <Selectakay ey ﬂ
box in red letters, “No Keys Have Been Made.” NONE 0]

o OK X Cancel |

Keys Made This Session: 0

(3) Mew Key

© SAFLOK WL 12/20/2007



SAM® RF Operations Manual 107
Section 5: Keys
Creating Latch/Unlatch Keys (continued)

5. You must name the person to whom you wish to assign the key in the
box under the words, “The Key Is Assigned To.” Click the button to the

right of the box. (This button has a hand pointing to the right.) This will C STAFF

display the Select User Type PC dialog box. Click the open circle next -

to Staff and click OK. 2 HESIUE]
© VENDOR

Note: Latch/Unlatch keys can only be assigned to staff members.

STAFF LIST

6. At the Staff List PC dialog box, any staff members

. . . . Last N First N Mi
you previously entered into the system will be listed T e e
i i i i CARLSON ANNITA
in th|'s bo>§. Simply chc[( on the name of the person to D, s
receive this key and click Select. PETERSON RYAN z
RICHTER DAN A
SMITH JANE z
I} Select
-5

7. Back at the Create Latch/Unlatch Key PC dialog box, the name of the person you selected will appear
in the box under the words, “The Key Is Assigned To".

8. When you are satisfied with the settings for this key, insert a key into the encoder and click OK.

Note: You must keep the key in the electronic key encoder base while the key image
spins on the PC screen.

Note: Whenever you select the New Key q
option, a Warning PC dialog box will
appeatr, indicating that creating a new key
will cancel any other keys of the same
type. If this is the first key of this type you
are creating, click Yes to proceed.
Otherwise, click No to return to the Create
Latch/Unlatch Key PC dialog box and
select the Duplicate Key option.

WARMIMG: Creating a MEW key will cancel
any current keys of this typel

ADMIM, C55 % Do you wish to continue?

STAFF

S |

Keys: Made This Session: 0

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC

while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful! The key ID for this key is 1.”
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Creating Latch/Unlatch Keys (continued)

The SAM RF System designates every new key created as

Key ID 1. Each subsequent key you create as a duplicate key
will be designated Key ID 2, Key ID 3, etc. — up to Key ID 64. @

The write operation was succeszsfull

Carefully assigning key IDs will increase the level of security The Key ID for this kew is 1.

the SAM RF System provides — allowing you to know exactly
who has which keys and helping you make sure that any lost
or stolen keys no longer provide access.

9. Clck OK on the PO dilag box screen

message to create additional keys. Follow the
procedure described above to continue

creating duplicate keys. 2D 2nEEEE

The Kep |s Assigned To:

<Select a Key User» =i

MNOME 0]

o 0K | X Cancel ‘

Keys Made This Session: 1

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create.

Note: It is recommended that you label each key as it is created to avoid confusion later.
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5.9 Creating Additional Latch/Unlatch Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of

the window or the Keys icon. =l
3. Point to Create, then select
Latch/Unlatch Key.
Keys

Resident Key. ..
Zone Key...
Master Key...

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key. ..

Construction Kesy
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check key
Emergency Key

Create Latch/Unlatch Key

4. Atthe Create Latch/Unlatch Key PC dialog box, it
is important to accept (i.e., do not change) the

= MNew Key
default setting of Duplicate Key because this will Koy s A To
now be a duplicate latch/unlatch key. Seketaey Usen =1
NOME L}

x Cancel |

Keys Made This Session: 0

5. At this point, refer to the previous section to continue duplicating latch/unlatch keys until you have
enough keys to give to the appropriate number of staff members. Be sure to assign them as duplicate
keys to create a new key ID for each staff member.
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5.10 Preventing Staff Access

Merely deleting staff members from the SAM RF System is not enough to ensure the security of your
property. It is also very important that you collect whatever keys they might have in their possession. If
former staff members do not relinquish their keys, they can continue to gain access to common access
areas or to your residents’ units.

To ensure the security of your property whether or not you have collected any keys in former staff
members’ possession, you should reprogram the locks where these staff members previously had
access. To reprogram these locks, you need an Inhibit key.

An Inhibit key is programmed to tell a lock to ignore keys with specific key IDs. If you assign key IDs
carefully in the key creation process, the inhibiting process will be easy.
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5.11 Creating an Inhibit Master Key

If a staff member loses a key, the security risk is far more serious than when a resident loses a key
because staff members’ keys are usually either Master keys or Zone keys, which provide access to more
than just a single unit.

To ensure the security of your property your residents, you must carefully reprogram all the locks that the
lost key previously opened. To reprogram these locks, you’ll need either an Inhibit Master key or an
Inhibit Zone key with the ID number or numbers you wish to inhibit.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Cllck on the Keys menu at the top Of the ;ﬁSEcurity Access Manager SMITH, JOHN Q is logged on =10l =]
. . | File keys Utility Device Management Reports Help
window or the Keys icon.

3. Point to Create, then select Inhibit

Master Key. Keys

Resident Key. ..
Zone Key...
Master Key...

Inhibit Resident Key. ..

Latch/UnLakch Key. ..

Canstruction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Inhibit Master Key PC dialog box, simply

click in the box to the left of the staff member(s) whose
key(s) you wish to inhibit.

. . . . Select 1Ds to Inhibit:
5. Name the person to whom you wish to assign the inhibit ] Or LEBLANC, AniTA

key in the box under The Key Is Assigned To. Click the [ 02: LEA, TiM
button to the right of the box. (This button has a hand
pointing to the right.)

The Key |z Assigned To:

<Select a Key User» =i

NOME (0

' 0K | x Cancel |

Keys Made This Session: 0
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Creating an Inhibit Master Key (continued)

6. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.

Note: Inhibit Master keys can only be assigned to staff members.

7. Staff members you previously entered 7N AEG

into the system will be listed in this box.

Simply click on the name of the person to :;:mam I E?;N"'"e I ;" I
receive this new key and click Select. CARLSON ANNITA
MATHEWS ROGER
PETERSON RYAN z
RICHTER DAN A
SMITH JANE z

8. Back at the Create Inhibit Master Key PC dialog box, the name of the person you selected will appear
in the box under The Key Is Assigned To. When you are satisfied with the settings for this inhibit
Master key, insert a key, and then click OK.

ﬁ Note: You must keep the key in the electronic key encoder base while the key image
— spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC

while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful!”
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Creating an Inhibit Master Key (continued)

9. Click OK on the PC dialog box screen message to m_
create additional keys. Follow the procedure described

above to continue creating duplicate keys.

Note: Depending upon the size of your property, you may
wish to create several Inhibit Master keys and enlist the
assistance of other staff members to help you reprogram
these locks.

Key/Utility Write

@ The wirite operation was successful
10. Reprogramming Locks — Now that you have created
an Inhibit Master key, it is necessary to go to each and
every unit, suite and common access lock on your
property and insert the Inhibit Master key. This

process will reprogram the locks to no longer provide The Kep s Assigned To:
access to the lost key ID. LEA, TIM ;
I
STAFF 18]

| |

Kepz Made Thiz Sesszion: 1
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5.12 Creating an Inhibit Zone Key

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top e — —

I ;'9' Security Access Manager SMITH, JOHN Q) is logged on - |E||5|

Of the W|ndOW or the KeyS |Con- | File Keys Utlty Device Management Reports Help

3. Point to Create, then select Inhibit
Zone Key.

Keys

Resident Key...
Zone Key. .,
Master Key...

Inhibit Resident Key. ..
Inhibit Zone Key...
Inhibit Master Key...

LakchfUnLatch Key...

Zanstruction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Inhibit Zone Key PC dialog box, go to the Zone

pull-down box and confirm that you are creating an inhibit key
for the appropriate zone. If you set up zones correctly in the
site design process, all zones within your property will appear Zome: [Z0NE 0 2
in the pull-down box. Select the appropriate zone. Seloct IDs o Infibi
07: LE&. TIM
5. Inthe Select IDs to Inhibit box is a listing of all zone key IDs
created, along with the name of the staff member to whom you
wish to assign each key. Simply click in the box to the left of
the staff member(s) whose key(s) you wish to inhibit.
The Key Is Assigned Ta:
6. Name the person to whom you wish to assign the key in the i o ol |
box under The Key Is Assigned To. Click the button to the
right of the box. (This button has a hand pointing to the right.) X Concl
Keys Made This Session: 0
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Creating an Inhibit Zone Key (continued)

7. Atthe Select User Type PC dialog box, click the open circle next to Staff
and click OK. i
€ HESIENT
Note: Inhibit Zone keys can only be assigned to staff members. € VENDDR
o OK X Cancel |
8. Atthe Staff List PC dialog box, staff members you
previously entered into the system will be listed in this e Nas [ Fist Nome il
qu. Simply cllpk on the name of the person to receive oo oo %
this key and click Select. MATHEWS ROGER
PETERSON RYAN Z
RICHTER DAN A
SMITH JANE Z

9. Back at the Create Inhibit Zone Key PC dialog box, the name of the person you selected will appear
in the box under The Key Is Assigned To. When you are satisfied with the settings for this Inhibit
Zone key, insert the key into the encoder and click OK.

— Note: You must keep the key in the electronic key encoder base while the key image
S spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC g
will display an error screen until you insert a key into the electronic |
key encoder.

.

Zone: | ZOME 01 ~
Note: You must keep the USB cable connected between the PR

electronic key encoder base and the PC while the key image spins Key/Utility Write
on the PC screen. The PC screen will display, “The write operation
was successful!” Click OK on the PC message to continue creating @
inhibit zone keys.

The wiite operation was successful

10. Reprogramming Locks — Now that you have created an ety Aemed e
Inhibit Zone key, it is necessary to go to each and every unit, il o ot
suite, and common access lock in the zone and insert the
Inhibit Zone key. This will reprogram the locks to no longer |
provide access to the lost key ID.

Keys Made This Session: 0

Note: Depending upon the size of your zone, you may wish to create several Inhibit Zone keys and enlist
the support of other staff members to help you reprogram these locks.

© SAFLOK WL 12/20/2007



SAM® RF Operations Manual 116
Section 5: Keys

5.13 Creating Guard Check Keys

The Guard Check key allows your staff or security to register their patrol throughout your property. The
non-opening key is programmed to function in all of your common access locks. The key can be read
upon return from the locks. You can view and print reports of the lock names and the times the Guard
Check keys were inserted. The report will show the last 25 common access locks in which the key was
used. After a key is read, it should be erased.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2 . Cllck on the KeyS menu at the tOp Of the | # Security Access Manager SMITH, JOHN Q is logged on =l0lx|

File Keys LUkility Device Management Reports  Help

window or the Keys icon.

3. Point to Create, then select Guard Check
Key.

Keys

Resident Key...
Zone Key...
Masker Key. ..

Inhibit Resident Key...
Inhibit Zane Key...
Inhibit Master Key. ..

Latch/UnLatch key...

Construction Key
Limited Use Key
Dizgnostics Key

4. Atthe Create Guard Check Key PC dialog box, you must
name the person to whom you wish to assign the key in
the box under the words, “The Key Is Assigned To.”
Click the button to the right of the box. (This button has a The Kep s Assigned Tor
hand pointing to the right.) <Select a Key Users o1
MOME [ J

x Cancel |

Keys Made This Session: 0

5. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.
(| STAFF
Note: Guard Check keys can only be assigned to staff members. | BESIDENT
& WENDIH

[ % comcel |
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Creating Guard Check Keys (continued)

6.

screen until you insert a key into the electronic key encoder.

At the Staff List PC dialog box, simply

click on the name of the person to
receive this key and click Select. Any

staff members you previously entered

into the system will be listed in this box.

117

srarrust

Back at the Create Guard Check Key PC dialog box,
the name of the person you selected will appear in the
box under The Key Is Assigned To. When you are
satisfied with the settings for this key, insert a key into

the encoder, and then click OK.

spins on the PC screen.

Last Name | First Name ITH
ADMIN Css %
CARLSON ANNITA,

MATHEWS ROGER

PETERSON RYAN z
RICHTER DAN A
SMITH JANE Z

Create Guard Check Key

The Key |z Assigned Ta:
ADMIN, C55

STAFF [1]

o OK | x Cancel |

Keys Made This Session: 1

Note: You must keep the key in the electronic key encoder base while the key image

Note: If a key is not currently in the electronic key encoder, the PC will display an error

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful!”

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create this session.

8.

Click OK on the PC dialog box screen
message to create additional keys for staff
members. Follow the procedure described
above.

-

The wirite operation was successiul

T
Keys Made This Session: 2

Note: It is recommended that you label each key as it is created to avoid confusion later.
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5.14 Reading the Guard Check Key

When the key is returned, it should be read to view or print the report of where the key was used. The
report will show the last 25 common access locks in which the key was used.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

2. Insert the Guard Check key into the electronic encoder.

3 . PO | nt tO the K eys pu I I_down men u and 1 ; Security Aess Manager SMITH, JOHN Q) is logged on ;IQIZI
| File kews Utiity Device Management Reparts Help
select Read.

Note: If the key is not currently in the
electronic key encoder, the PC will display
an error screen until you insert a key into
the electronic key encoder.

Keys

Create B
Read...
Note: You must keep the USB cable
connected between the electronic key
encoder base and the PC while the key
image spins on the PC screen.

4. Atthe Key Read screen, you will see the key type,
who the key was assigned to, the status of the key Kep Type: [Guard Check Key

and who made the key. Click on Report. Assigned Tor [DOE. JANE A
STAFF 12

Status: [Current

Made By [SMITH. JOHN O
STAFF 2)

1 Audit Records

@ Beport
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Reading the Guard Check Key (continued)

5. At the Output Options PC dialog box, click OK.

Within a few moments, the report will appear on screen. The

Guard Check Report will show the Lock Name, Date/Time and

Day of Week the key was used.

6. When finished viewing the report, click
on File, then Exit. This will return you
to the Key Read screen. If you would
like, you can erase the key by clicking
on the Erase box on the bottom right
of the screen. Once the key is erased,
click Close to return to the SAM RF
System main menu screen.

© SAFLOK
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Output Options X

elected Printer
HP LazerJet 2200 Series PCL Se ‘

—Report Destination
= Printer

% Preview . Cancel |
Coee |
Format: IRave Snapshot File vl §etup |

—Option:
Copies ™ Callate
I1 I~ | Duples:

e REWS LI LEYILE I gL REpUTs e

=10l x|
File Page Zoom Help
EEEIEE T oft | B A B Zoom [0 % | W
NORTHWIND APARTMENTS
GUARD CHECK KEY REPORT
Number of entries; 1
Lock Name Date/Time Day of Week

FOOL

0272005 044053 pm Thu
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5.15 Creating Diagnostics Keys

The Diagnostics key is designed to help analyze and reveal why a key will not gain entry. This is a non-
opening key that may be used in any lock on the property. If a lock does not allow access for its
programmed key, program a Diagnostics key and insert it into the lock in question. Return the Diagnostics
key to the PC for a diagnostics report.

Note: The key that will not gain access must be the last key used in the lock prior to the Diagnostics key
to secure information.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

| # Security Access Manager SMITH, JOHN 0 is logged on i =10 x|

Keys Uity Device Management Reports  Help

Note: The utility device need not be in the
electronic key encoder to create keys.

2. Click on the Keys menu at the top of the

. ; K
window or the Keys icon. Ve

Resident Kay...
Zone Key...
Master Key...

3. Point to Create, then select Diagnostics
Inhibit Resident Key...
Key. Inhibit Zone Key...y

Inhibit Master Key...
LatchfUnLatch Key. ..

Construction Key
Limited Uss Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Atthe Create Diagnostics Key PC dialog box, you
. . Create Diagnostics Key
must name the person to whom you wish to assign the
key in the box under the words, “The Key Is Assigned

To.” Click the button to the right of the box. (This T e b T
button has a hand pointing to the right.) SelectaKeylsen o

NOME (m

H oK x Cancel |
Keysz Made Thiz Seszion: 0

5. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.

" STAFF
Note: Diagnostics keys can only be assigned to staff members.
o BESIDENT
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Creating Diagnostics Keys (continued)

121

6. Atthe Staff List PC dialog box, any staff

members you previously entered into the

system will be listed in this box. Simply Al\.g:lll:lm I E‘S‘:"m I ;“ I

click on the name of the person to receive CARLSON ANNITA

this key and click Select. MATHEWS ROGER
PETERSON RYAN z
RICHTER DAN A
SMITH JANE z

7. Back at the Create Diagnostics Key PC dialog box, the
name of the person you selected will appear in the box
under The Key Is Assigned To. When you are satisfied
with the settings for this key, insert a key in the encoder
and click OK.

ﬂ spins on the PC screen.

Create Diagnostics Key

The Kep |z Azsigned To:
AOMIN, C55 %

STAFF 1]

o 0K | XK Cancel |

Keys Made This Session: 0

Note: You must keep the key in the electronic key encoder base while the key image

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you

insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was

successful!”

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect

each key you create this session.

8. Click OK on the PC dialog box screen message to
create additional keys for staff members. Follow the
procedure described above.

Note: It is recommended that you label each key as it is
created to avoid confusion later.

© SAFLOK

@ The write operation was successhul

Keys Made This Session: 0
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5.16 Reading the Diagnostics Key

After the Diagnostics key has been used in the lock, you will need to read it to get the error as to why the
key did not work.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

2. Insert the Diagnostics key into the electronic key encoder.

3. P0|nt to the KeyS pu“ dOWn menu and ] security Access Manager SMITH, JOHN Q is logged on =gl x|
Select Read . File Keys Utility Device Management Reports Help

Note: If a key is not currently in the
electronic key encoder, the PC will display
an error screen until you insert a key into the
electronic key encoder.

Keys

Create ¥

Note: You must keep the USB cable
connected between the electronic key
encoder base and the PC while the key
image spins on the PC screen. When the
key is read it will automatically display the
Key Read PC dialog box.

4. Atthe Key Read screen, you will see the key type, who
the key was assigned to, the status of the key and who
made the key. Below that is the Diagnostic Key e T POETANER
Information. This will show the error code number and a STAFF 112
brief description explaining why the key did no work in
the lock. If you would like, you can erase the key by
clicking on the Erase box on the bottom right of the Mate B: [SHITH. JORN @
screen. Once the key is erased, click Close to return to STAFE H
the SAM RF System main menu.

Key Type: [Diagnostics Key

Status: [Current

Diagnostic Key Information

Code: B

Desc: Unit 1D on the key does not match with the lock,
Unit: 104B
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5.17 Creating Battery Check Keys

The Battery Check key is a non-opening key that is designed to check the battery voltage in the lock. If
the lock’s batteries have 5.0 volts or more when the Battery Check key is used, the lock light will display
one green light. If the lock’s batteries have less than 5.0, volts, the lock will display one red light. This
means you must replace the batteries in the lock. The Battery Check key never expires. It can be used on
any lock on the property.

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of the window e T =1
or the KeyS iC0n Fie Keys Utiity Device Management Reports Help

3. Point to Create, then select Battery Check Key.

Keys

Resident Key...
Zone Key...
Master Key...

Inhibit Resident Key...
Inhibit Zone Key. .
Inhibit Master Key. .,

LatchfUnLatch Key...

Construction Key

Emergency Key

.
4. Atthe Create Battery Check Key PC dialog box, you

must name the person to whom you wish to assign the
key in the box under The Key Is Assigned To. Click the The Kep Is Assigned To:

button to the right of the box. (This button has a hand <Select a Key Liser> ﬂ
pointing to the right.) NONE ]

] oK X Cancel |
Keyz Made Thiz Seszion: 0

5. Atthe Select User Type PC dialog box, click the open circle next to
Staff and click OK.
" STAFF

Note: Battery Check keys can only be assigned to staff members.
& IHESIDENT
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Creating Battery Check Keys (continued)

STAFF LIST

6. At the Staff List PC dialog box, any staff

members you previously entered into the AL;E%EM | EE;NEM | :" |
system will be listed in this box. Slmply. CARLSON ANNITA
click on the name of the person to receive MATHEWS ROGER
; i PETERSON RYAN Z
this key and click Select. S K i
SMITH JANE z

7. Back atthe Create Battery Check

Key PC dialog box, the name of the
person you selected will appear in

the box under the words, “The Key The Key s Assigned To:

Is Assigned To.” When you are ADMIN. £S5 %

satisfied with the settings for this STAFF ]
key, insert a key in the encoder and

click OK. v ok | X concel |

Keys Made This Session: 0

— Note: You must keep the key in the electronic key encoder base while the key image
S spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC dialog screen will display, “The write operation was
successful!”

Note: The “Keys Made This Session” number at the bottom of the PC dialog box will change to reflect
each key you create this session.

8. Click OK on the PC dialog box screen message to create
additional keys for staff members. Follow the procedure
described above.

@ The wiite operation was successfull
Note: It is recommended that you label each key as it is created
to avoid confusion later.

Keys Made This Sesszion: 0
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5.18 Limited Use/Vendor Keys

Limited Use keys are for vendors whose product and service companies help keep your property running
smoothly or staff members and potential residents who may wish to view a unit or common access area.
A vendor might provide pool-cleaning services, sending one or more employees to your property on a
regular basis. A vendor might also provide a one-time service, such as a plumber replacing a broken pipe
in a resident’s shower.

Limited Use keys provide access to a designated area (or areas) for a limited period of time that you
define as you create the key. The Limited Use key can be programmed to provide access to a single
location — such as a specific common access area or one specific unit — or up to 20 units per key.

Rather than provide a Master key to a vendor — giving him or her access to more areas than necessary —
you can create a vendor key, also known as a Limited Use key. Limited Use keys provide access for a
specific vendor to a designated area (or areas) for a finite period of time, up to 24 hours.

Before creating Limited Use keys, it is highly recommended that you register the specific vendor, as well

as that vendor’s employee(s), in the SAM RF System. This will allow you to assign Limited Use keys
appropriately and to track these keys if necessary later.
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5.19 Creating Limited Use/Vendor Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

1% Security Access Manager SMITH, JOHN Q is logged on : -0 x]
File Keys Utlity Device Management Reports Help

Note: The utility device need not be in the
electronic key encoder to create keys.

2. Click on the Keys menu at the top of the
window or the Keys icon.

Keys

Master Key...

Inhibit Resident Key. .
Inhibit Zone Key...
Inhibit Master Key. .

3. Pointto Create, then select Limited Use Key.

LatchfUnLatch Key...

ey
Battery Check Key
Guard Check Key
Emergency Key

4. In the Create Limited Use Key PC dialog box,

the first step is to select the locks that this key

R N i Key will work in Unit Locks: Ky will work in Common Access Locks:
will open. You can choose a single unit or any 0 PoaLt
combination of units up to a total of 20, as well O E:ggg; O Eggtg
as common access areas. When the Limited EUNlij Esw_\
Use key is read, it will show the last 40 locks [ uNIT-004 [] [COMMON ACCESS L
: H [ UmIT-005 [] [EOMMOM ACCESS L
in which the key was used. [ UNIT-006 [ [COMMON ACCESS L @ Mark A
[ umIT-007 [] [EOMMOM ACCESS L
Note: For the common access areas, you can Eﬂ::;ggg E{Egmg: igggggt
click Mark A!I to easily select .aII common access [ UNIT-010 [ [COMMON ACCESS L v
locks. If you intend to select eight out of 10 of [ UNIT-011 v >
these locks, for example, you can Mark All, then Bold tems have open or pending P
) wiork orders. Walid Date: | g7 20,2005 j
click the two unwanted areas to unselect them. o
[]One Shat Key Expiration Time: | g1.13 P

5. Next, if you wish a Limited Use key to have Wesliay bl Vo

one-time access, click the square next to One ;ZTEMKE?USED o ot |
Shot Key. This will program the key to work for

only one unit lock and allow it to open this lock LK | X coes |

only once.

6. You will need to assign a date and expiration time for the Limited Use key. First, click on Valid Date
and assign the date you wish the key to expire (this date can be in the future) if a future date is
selected; the key will not begin working until 12:01 a.m. on that date. Next, go to Expiration Time
and assign the time you wish the key to expire.

Note: Any unit numbers that appear in bold print have an open or pending work order. To view the work
order, double click on the unit number. See Sections 4.10-13 for detailed information on work orders.
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Creating Limited Use/Vendor Keys (continued)

7. You must name the person to whom you wish to assign the key in the

box under The Key Is Assigned To. Click the button to the right of the
box. (This button has a hand pointing to the right.) This will display the

Select User Type PC dialog box.

8. Click the open circle next to Vendor and click OK.

This will take you to the Vendor Company List PC

dialog box.

9. Any vendor companies previously entered
into the system will be listed in this box.
Click on the name of the vendor, and then
click Employees.

10. Click on the name of the vendor employee,
and then click Select. This will take you
back to the Create Limited Use Key PC
dialog box.

© SAFLOK

Vendor Company List

127
" STAFF
" RESIDENT
 VENDOR
T/ ]| X concel |

MName
EUGEBGOME

FOOLS R US

i LCloze |

Vendor Employee List - BUGBGONE

Last Name
SELLERS

First Mame
FRED

M UserlD
12

E LCloze |
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Creating Limited Use/Vendor Keys (continued)

Create Limited Use Key

11. The name of the vendor employee you selected
will now appear in the box under The Key Is
Assigned To. When you are satisfied with the
settings for this key, click OK.

Key will work in Uit Locks:

1o

[ uMIT-00m

[] uMIT-002

[] UNIT-003

[] UMIT-004

[] UMIT-005

[] UNIT-006

[ uMIT-007

[] uMIT-008

[ uMIT-009

] uNIT-010

[ uMIT-011 ~

Eold itemz have open or pending
work orders.

[] One Shat Key

The Key |z Assigned To:

SELLERS. FRED

WENDOR
BUGBGONE

s |

Key will work in Common Access Locks:
[] PoOLA
[] PoOL2
[] POOL3
[] 5Pa
[] [COMMOM ACCESS L
[] [COMMOM ACCESS L
[] [COMMON ACCESS L
[] [COMMOM ACCESS L
[] [COMMOM ACCESS L
[] [COMMOM ACCESS L
[ [COMMOM ACCESS L »

>

Yalid Date: | g7/ 30/ 2005
Expiration Time: | g4. 23 Pp

N2

X Cancel |

128

@ Mark Al
@ Clear Al

=

Note: You must keep the key in the electronic key encoder base while the key image

spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you

insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC dialog screen will display, “The write operation was

successful!”

12. Click OK on the PC dialog box screen message
to create additional limited use keys. If you have
more than one vendor or vendor employee
needing access, repeat the process for creating
a Limited Use key. Be sure to assign each key
to a specific vendor employee to be able to track
the key if necessary.

© SAFLOK

K.ey will work. in Unit Locks:
1m
] umIT-001
[] umIT-002
[] UnIT-003
[] UNIT-004
[l

The write operation waz successfull

K.ey will work in Cammon Access Locks:
[] FOOLT
[] POOLZ
[] POOL3
[] 5P
[] [COMMON ACCESS L
habd LRI M

B Mark 2

@) Clear Al |

[ One Shat Key

The Key |s Aszsigned Ta:

SELLERS, FRED

YENDOR
BUGBGOME

Expiration Time: | g4. 23 Pp

1z
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5.20 Reading Limited Use Keys
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After a Limited Use key has been issued and used, you can read the key. Reading the key will allow you
to save the audits from the key. The audits will allow you to see where and when the key was used.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top
of the window or the Keys icon.

3. Click on Read.

Note: If a key is not currently in the
electronic key encoder, you will be
prompted to insert a key into the
electronic key encoder now. You must
keep all the USB cable connected
between the electronic key encoder
base and the PC while the key image
spins on the PC screen.

4. The Key Read PC dialog box displays the key
type, to whom the key was assigned, the status

of the key, the expiration date, who made the
key and the common access locks and unit

numbers the key was programmed to access. At

the bottom left of the screen there is a box to
Save Audits. If you click on the box it will

display the Confirmation Requested PC dialog

box.

© SAFLOK

1ol

Keys

Create b
Read...

Key Read

Key Type: [Limited Use Keyp

Assighed To: [DDE. JANE A
STAFF (121

Status: [Current

Expitation Date: 1042772005

Made By: [SMITH, JOHN Q
STAFF (2)

KeylD: [2

Allowed In Common Access Locks:
POOL 1048

1 Audit Records:

Save Audits |
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Reading Limited Use Keys (continued)

5. To save the report for later viewing, click Yes. This EiEm
will display the Success PC dialog box.

Key Type: [Limited Use Key

Assigned To: DOE. JANE A
STAFF nz

1140342005

Confirmation Requested

Mac There are 1 audit records. Do you wish to 3
save the records far later report viewing?

1 Audit Records

Save Audits

6. The Success PC Dialog Box confirms that the
operation was successful and the report was
saved. Click OK.

Note: If you save the audits, you can print or view the @ Dperation was successhul,
Limited Used Audit Report. The Limited Use Audit will
show the last 40 times the key was used. For details
on the Limited Use Audit Report, see Section 7.6.

Note: It is not necessary to replace lost or stolen
limited use keys if they have reached their expiration
date and time.

© SAFLOK WL 12/20/2007



SAM® RF Operations Manual

Section 5: Keys

5.21 Creating Resident/Unit Keys
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Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must

start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of the
window or the Keys icon.

3. Point to Create, then select Resident
Key.

box, your first task is to select either the
New Key option or the Duplicate Key
option. As with master keys, you must
choose the New Key option each time you
create the first key for a specific unit and
the Duplicate Key option for subsequent
keys created for the same unit.

5. The next step is to go to the Unit pull-
down box and select the appropriate unit.
Units within your property that are
programmed in the SAM RF System will
appear in the pull-down box.

© SAFLOK

—101 %]

Keys

Reesident Key. ..
Zone Key.,.
Master Key...

Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key...

LakchfUnLatch Key. ..

Construckion key
Limited Use Key
Diagnostics Key
Eattery Check Key
Guard Check Key
Emergency Key

At the Create Resident/Unit Key PC dialog

(%) New Key () Duplicate Key
Unit: |1m I

Key will work in selected Cammon Access Lack
[ Key Expires

The kKey |z Azssigned To:

<Select a Key Users e

MONE ]

" OK | X Cancel |

Keys Made This Session: 0
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Creating Resident/Unit Keys (continued)

6. The key will have no expiration date unless
you assign one. If you wish to assign an
expiration date, click the box next to Key
Expires. A Date field will appear beneath
these words. Enter the desired key
expiration date in the Date field. You must
name the person to whom you wish to
assign the key in the box under The Key Is
Assigned To. Click the button to the right of
the box. (This button has a hand pointing to
the right.)

7. Assuming you are creating a key for a resident, click the open circle

next to Resident and click OK.

Note: Resident keys can be assigned to either staff members or residents.

8. This will take you to the Resident List PC
dialog box. Any residents registered into the
system for that particular unit will be listed in
this box. Simply click on the name of the
person to receive this key and click Select.

Note: To add a resident into the system, see
Section 4.7 “Adding Residents to the SAM RF
System”.

© SAFLOK

Create Resident Key
Mo Keps Have Been Made

() Mew Key
Urit: 417001 -

ey will work in selected Common Access Lock
Keyp Expires

Expiration Date: m 3172005 2]

The Keypls Azsigned To:

<5Select a Key User: g
I=i
NONE (0} J
o 0K X Cancel |
Keys Made This Session: 0
" STAFF
" RESIDENT
= WENDT
X Corcel |

RESIDENT LIST

M UserlD

First Name Lirnited?

Last Mame
LEBLANC

LEBLANC TEMP 4
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Creating Resident/Unit Keys (continued)

5. Bakal he Creato Resident Koy PC

dialog box, the name of the person you
selected will appear in the box under the _
words, “The Key Is Assigned To.” Select ©ONew o © Dupicsts Ky
. t:
the common access locks you wish to add i s
to the I‘eSIdent key you are programmlng Key will work, in selected Common Access Lock
Place the cursor in the box to the left of FOOLT (e Erpzs
. FOOLZ
the common access locks you wish to Epuma
assign to the resident and click. A check 5PA
mark will appear. When you are satisfied EovMON coEee Lok o6
with the settings for this key, click OK. [COMMON ACCESS LOCK 07]
[] [COMMON ACCESS LOCK. 08] o,
The Key |z Azzigned To:
LEBLANC, &MITA -
g I=i
RESIDENT 2 J
o OK | X Cancel |
Keys Made This Session: 0

— Note: You must keep the key in the electronic key encoder base while the key image
S spins on the PC screen.

Note: Whenever the New Key option is selected, a Warning PC  [ELTH
dialog box will appear, indicating that creating a new key will
cancel any other keys of the same type. If this is indeed the very @ WAF‘“'%CCJ;::?E; g‘mi‘gﬁp@!" RS
first key of this type you are creating, click Yes to proceed. Da you wish to continue?
Otherwise, click No to return to the Create Resident/Unit Key PC

dialog box and select the Duplicate Key option.

Qo |

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC screen will display, “The write operation was
successful! The key ID for this key is 1.”

10. Click OK on the PC dialog box screen message to

create additional resident keys. Follow the procedure
described above until you have enough keys to give to

the appropriate number of residents. Be sure to assign @
additional keys created for the same unit as duplicate
keys (to create a new key ID for each resident) and to
carefully label them for each specific resident.

The write operation was successfull
The ke 1D for this key is 1.
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5.22 Creating Additional Duplicate Resident/Unit Keys

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key

Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

2. Click on the Keys menu at the top of  |FEEEELEEAREIIE =101
the W|ndOW or the Keys |COn | File keys LUtity Device Management Reports  Help
3. Point to Create, then select Resident
Key.
Keys
Resident Key...
Zone Key,..
Master Key...
Inhibit Resident Key...
Inhibit Zone Key...
Inhibit Master Key. ..
LatchiUnLatch Key,..
Construction Kesy
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check key
Emergency Key
4. Atthe Create Resident Key PC dialog box, it is frate ResidentKey |
important to accept (i.e., do not change) the
default setting_of Duplilcate Key because this will e R
now be a duplicate resident key. Unit 3
. . . . Feyp will work in selected Common Access Lock
5. At this point, please reference “Resident/Unit Key ’ : [ Jkey Expres
Options” and “Encoding the Resident/Unit Key”
earlier in this section to continue duplicating
resident keys until you have enough keys to give
to the appropriate number of residents. Be sure to
assign them as duplicate keys to create a new key
ID for respective residents. The Key Is Assigned Ta:
<Select a Kep User» I}:
MOME )]
x Cancel
Keys Made This Session: 0
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5.23 Preventing Resident Access

Merely deleting residents from the SAM RF System is not enough to ensure the security of your property.
It is also very important that you collect whatever keys former residents might have in their possession. If
former residents do not relinquish their keys, they can continue to gain access to common access areas
and to their former unit(s).

To ensure the security of your property AND the security of the new residents of that unit, it is important to
make sure that any keys in a former resident’s possession will no longer provide access.

To prevent access, you must reprogram the locks that the residents previously had access to. To
reprogram these locks, you need to create an Inhibit Resident key. If a new resident will be moving in
immediately you do not need to create an Inhibit Resident key. When the new Resident key is made and
used in the lock(s) it will invalidate the previous Resident(s) keys.
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5.24 Replacing Lost Resident Keys

Note: Replacing lost Resident keys is discussed in this section. Replacing lost Master keys and Zone
keys (Staff keys) is discussed in Sections 5.11 and 5.12.

One of the tasks you will perform most often with the SAM RF System is replacing keys lost by either staff
or residents. When keys are lost, there are two ways to ensure the security of the property.

First, you may choose to create a new key for each resident. Refer to Section 5.21 to create a new
Resident key for each resident and use the keys in the lock immediately.

Alternately, you will need to create replacement keys and visit the lock to inhibit the lost key as discussed
in this section.

Note: When there is only one resident in a unit, replacing that person’s key is a fairly simple process.
Simply create a new key for the resident, and once the key is used in the lock(s), it will invalidate the lost
key. However, when several people reside in a unit, a key assigned specifically to one of the residents
may end up being used by another. When replacing a lost key in the case of multiple residents, it is
critical that you determine which key is actually lost.

The best way to determine exactly which key is lost is to have all the other residents of that unit bring their
keys to the office so that you can read each key using the electronic key encoder. This will provide
information as to each key’s ID and to whom it is assigned.

Reading Resident Keys

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

i ¥ Security Access Manager SMITH, JOHN 0 is logged on —10O] x|
| File kews Utiity Device Management Reports Help

2. Click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select Read.

Keys

Create b

Note: If a key is not currently in the
electronic key encoder, you will be
prompted to insert a key into the
electronic key encoder now. You must
keep all the USB cable connected
between the electronic key encoder base
and the PC while the key image spins on
the PC screen.

© SAFLOK WL 12/20/2007



SAM® RF Operations Manual 137
Section 5: Keys

Replacing Lost Resident Keys (continued)

The Key Read PC dialog box will then appear and Key Read
display the type of key, to whom the key is assigned,
the status of the key, the expiration date, the unit

Key Type: [Resident Key
Aszsigned To: |KEATINE, MARYANN J

number and the key ID. In addition you will see the RESIDENT 18]
staff member_who made the key and the common — Erpirton Dt Navar——
access locks it was allowed to access. Uni: [TOTA

Made By: [SMITH, JOHN Q KeplD: 4

Once you have determined which resident/unit keys STAFF H

are accounted for, you will know exactly which key tllowed In Common Agcess Locks:
ID is missing. However, before you create a FARKNG GARAGE
replacement key, it is essential that you first create Foot

an Inhibit Resident key.

e | [

Creating an Inhibit Resident Key

An Inhibit Resident key is programmed to tell a lock to ignore keys with specific key IDs. In the process of
making an Inhibit Resident key, the SAM RF System will be programmed with the knowledge that a
specific resident key is no longer a valid key ID.

When you create the Inhibit Resident key, it will be programmed with the invalid key ID and its
information. As the Inhibit key is used, it will automatically program each lock to ignore the invalid key ID.
This is why it is so important to determine which key is actually lost. If you are not certain exactly which
key ID is lost, you might invalidate the wrong key.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

i ¥ Security Access Manager SMITH, JOHN 0 is logged on 10l x|
| File kews Utiity Device Management Reports Help

2. Click on the Keys menu at the top of
the window or the Keys icon.

3. Point to Create, then select Inhibit

Resident Key.
Keys

Create P
Read...
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Replacing Lost Resident Keys (continued)

4. Atthe Create Inhibit Resident Key PC dialog box, your first
task is to select the appropriate unit in the pull-down box.
Once you have selected the unit in question, the Select
IDs to Inhibit box lists all resident key IDs created for that
particular unit, along with the names of the residents each Uit 101 v
key is assigned to. Simply click in the box to the left of the

resident(s) whose key(s) you wish to inhibit. Click the Rt DAL

01: LEBLANC, ANITA
button to the right of the box with the message “This Key Is [ 02: LEBLANC, TEMP
Assigned To.” (This button has a hand pointing to the
right.)

Note: If more than one Resident key is lost, you can select

more than one key ID to inhibit.
The Key |z Assigned To:
LEBLANC, ANITA

RESIDENT (2]

o O | XK Cancel |

Keys Made This Session: 1

5. To choose a staff member to assign this key to, click the open circle
next to Staff and click OK. This will take you to the Staff List PC dialog
box. To choose a resident to assign this key to, click the open circle L Bl
next to Resident and click OK.  RESIDENT

Note: Inhibit Resident keys can be assigned to staff members or residents.

6. This will take you to the Resident List PC dialog box.
Click on the name of the person who will be assigned e T L
this key and click Select. LEBLANC TEMP !
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Replacing Lost Resident Keys (continued)

7. Back at the Create Inhibit Resident Key PC dialog box, the name of
the person you selected will appear in the box under the words, “The
Key Is Assigned To.”

Unit: 101 -

Select 1D ta Inkibit:
01: LEBLANC, ANITA

8. When you are satisfied with the settings for this Inhibit Resident key, 0] 02 LEBLENE, TEMP
insert a key into the encoder and click OK.

The Key |s Assigned To:

LEBLANC, ANITA

RESIDENT 21

' Ok XK Cancel

Keys Made This Session: 1

— Note: You must keep the key in the electronic key encoder base while the key image
’_.‘@‘*’ spins on the PC screen.

Note: If a key is not currently in the electronic key encoder, the PC will display an error screen until you
insert a key into the electronic key encoder.

Note: You must keep the USB cable connected between the electronic key encoder base and the PC
while the key image spins on the PC screen. The PC dialog screen will display, “The write operation was
successful!”

9. Click OK on the PC message to continue creating Inhibit Resident E -
keys if you wish.

Uit 17 3

Note: “The Keys Made This Session” number at the bottom of the PC
dialog box will change to reflect each Inhibit Resident key you create.

Now that you have created the Inhibit Resident key, you have updated &) Wiz =R a0 Qs
the SAM RF System as to which resident key IDs are no longer valid. You
can immediately create a replacement Resident key.

The Key s Assigned Ta:

10. Reprogramming Locks To ensure the security of your property, all LEBLANC. ANITA s
locks that a lost key once opened must be reprogrammed to ignore RESIDENT B
that key from now on.

Keys Made This Session: 0

IMPORTANT: You will need to insert the Inhibit Resident key into that resident’s unit lock, suite lock (if
applicable) and all common access locks on your property. This will reprogram the locks to no longer
provide access to any of the key IDs selected.
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5.25 Creating a Replacement Resident Key

Note: The maximum number of duplicate keys is 64. After you have made 64 duplicate keys, you must
start over by making a new key for that level.

1. Be sure that the PC is turned on, the electronic key encoder device is plugged in an electrical outlet
and the USB cable between them is properly attached (see Section 2.5 “Installing the Electronic Key
Encoder and Utility Device”).

Note: The utility device need not be in the electronic key encoder to create keys.

;ﬁ Security Access Manager SMITH, JOHN Q) is logged on - Dlﬂ

2. Click on the Keys menu at the top
of the window or the Keys icon.

File Keys Utility Device Management Reports Help

3. Point to Create, then select

Resident Key.
Keys

Read... Zone Key...
Master Key. ..

Inhibit Resident kKey...
Inhibit Zone Key...
Inhibit Master Key...

Latch/UnLateh Key. ..

Construction Key
Limited Use Key
Diagnostics Key
Battery Check Key
Guard Check Key
Emergency Key

4. Inthe Create Resident/Unit Key PC .
. L. . Create Resident Key
dialog box, it is extremely important to

accept the default Duplicate Key

option. Selecting the New Key option ONewkey O Empinele
will invalidate ALL other Resident keys Hit 101 4
for th IS unit. Ky will work. in selected Comman Sccess Lock
POOL [ Key Expires
5. At this point, please reference Egggi
“Resident Key Options” and “Encoding SPA
the Resident Key” earlier in this [ [EOMMON ACCESS LOCK 0]

. . . . [ [COMMON ACCESS LOCK 08]
section to continue duplicating _ [ ICOMMON ACCESS LOCK 07]
replacement Resident keys until you [ [COMMON ACCESS LOCK 08] o
have enough_ keys. Be sure to assign The Kep s signed To
them as duplicate keys to create a <Select aKep Usen o
new key ID for respective residents NONE (
and/or staff members.
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